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INTRODUCTION 

In this issue of the FraudAction Quarterly Newsletter, we present research from the recent quarter that 

reveals new trends or items of special interest in the sections On the Fraud Front and Phishing Trends, and our 

quarterly global detection statistics are presented in Malware Variants and Phishing Attacks.  

In Case You Missed It lists the reports that were sent out over the last six months, so that you can look up 

reports that you may have missed. We also have a roundup of FraudAction Webinars You May Have Missed. 

Are you familiar with FraudAction Cyber Intelligence? 

RSA FraudAction Cyber Intelligence (FACI) is a service that provides targeted research and reports on a 

wide range of cybercrime attacks that facilitate identity theft, emerging threats and fraud trends.  

The FraudAction Cyber Intelligence team continuously observes cybercrime threat sources to gather intelligence 

and deliver it to your organization. Monitoring open-source and closed deep web sources, RSA diligently analyzes 

intelligence picked up by our sensors and reports it in a swift, easily consumable fashion. With years of 

experience in the intelligence space, RSA's researchers often directly engage with cybercriminals to uncover 

further information about specific methods of operation and reveal emerging attack tactics. FACI offers: 

 Intelligence on a wide range of underground services that facilitate identity theft and cybercrime, 

identifying emerging threats and fraud trends. 

 Identifying cash out and cross-channel exploits targeting your organization(s) worldwide. 

 Uncovering mule accounts and items drops. 

 Revealing underground stores selling compromised online banking and payment card accounts. 

 Enabling coordination of sting operations to reveal infrastructure sources used by cybercriminals to launch 

attacks. 

In recent months, FraudAction Cyber Intelligence has detected 1,133,308 compromised credit cards and 

5,313,829 compromised accounts in the underground, and 198 ‘mule’ bank accounts and item drop addresses. 

Integrating intelligence feeds into Web Threat Detection (WTD) - our intelligence team has made great 

efforts to improve efficiency and visibility in the detection of a number of crucial fraud activities and indicators, 

providing them as automated monthly feeds. Now, the FraudAction Intelligence feeds can be easily integrated 

into the Web Threat Detection analysis server and drive enhanced detection of threats to your organization. 

RSA FraudAction 360 offers a complete threat management service that provides proactive detection and 

mitigation of cyber threats such as phishing, Trojans and mobile rogue apps. Additionally, customers can gain 

deeper insight into emerging threats with intelligence reports and data feeds that provide deep visibility into the 

cybercrime underground. The service includes: 

 Threat Detection and Alerts: Proactively preventing fraud attempts through early attack detection and real-

time alerts identified via a broad partner network and active scanning of tens of millions of URLs. 

 Mitigation and Site Shutdown: Reducing the financial impact of cyber threats through rapid shutdown of 

infection points, command and control sites, and drop zones worldwide. 

 Forensics and Credential Recovery: Extensive forensic analysis provides organizations with additional 

intelligence insights including compromised personal information, email drop accounts, and specific IP 

information showing where an attack was launched. 

 FraudAction Blocking Network. Preventing and blocking access to identified phishing sites and malware 

infection, drop, and update points. 

To keep up with the latest developments and discoveries, follow us on Twitter: @rsafraud  

and explore our new re-launched website: rsa.com/en-us/products-services/fraud-prevention 

  

https://www.rsa.com/en-us/products-services/fraud-prevention/fraudaction-cyber-intelligence
https://www.rsa.com/en-us/products-services/fraud-prevention/rsa-web-threat-detection
https://www.rsa.com/en-us/products-services/fraud-prevention/fraudaction-360
http://twitter.com/RSAFraud
https://www.rsa.com/en-us/products-services/fraud-prevention


 

ON THE FRAUD FRONT 

HIDING IN PLAIN SIGHT, PART 2 - CYBERCRIME IN SOCIAL MEDIA IN RUSSIA & CHINA 

In April 2016, we released Part 2 of a special white paper that reported on our research into the use of social 

media by hackers and fraudsters around the world, research that was at least six months in the making. This 

white paper reveals the exponential growth in volume and visibility of fraud activities on social networking 

platforms, much of it occurring “in plain sight”.  

Some of the key findings include:  

 We identified over 230,000 unique members in over 500 groups participating in cybercriminal activity; 

almost half of those in social media venues unique to Russia and China.  

 We identified over 15,000 payment cards posted on the different groups.  

 Though card-related fraud was the number one activity (over 53%), what surprised us was finding 

cybercrime offerings that are normally only found in deep-web venues (such as malware, hacking tools and 

DDoS/spam bots), being publically and freely posted on the social networks.  

 Our research allowed us to get a glimpse into the social makeup and operations of the different fraud 

communities, and to examine the structure and affiliations within each community and between 

communities. 

To read the full report, click here: Part 1, Part 2http://blogs.rsa.com/resource/hiding-in-plain-sight-part-2/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 1: 

Distribution of 
most popular fraud 
activities by 
groups found in 
Russian Social 
Media 

http://blogs.rsa.com/resource/hiding-in-plain-site-the-growth-of-cybercrime-in-social-media-part-1/
http://blogs.rsa.com/resource/hiding-in-plain-sight-part-2/
http://blogs.rsa.com/resource/hiding-in-plain-sight-part-2/


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 2: 

Distribution of 
most popular fraud 
activities by 
groups found in 
Social Media in 

China 



 

EXTENSIVE CASHOUT TUTORIAL - JUNGLE MONEY  

FraudAction intelligence analysts recently discovered an extensive fraud tutorial in an underground forum that 

describes an elaborate scheme for cashing out stolen credit card data. The tutorial, dubbed “Jungle Money”, 

provides a technically detailed scheme for creating a network of private e-Wallet accounts that are converted 

through online store merchant services, and funneled into a business class e-Wallet account that carries 

additional benefits that a private account does not have.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

As a final step in the cashout, the tutorial suggests a number of options available to the holder of a business class 

e-Wallet, including: 

 Purchasing BitCoin or other cryptocurrency 

 Purchasing “grey area” foreign currency via online auction sites  

(allowing for lesser security requirements and easier delivery) 

 Purchasing easily convertible gift cards 

 Transferring funds into a brokerage account at a major nationwide firm that offers a debit card linked to the 

account, and using the debit card to cash out at an ATM. 

The tutorial, which spans more than 35 pages of instructions and descriptions, provides a plan that is aimed at 

protecting the fraudster from discovery by making sure that it is very difficult to tie the different accounts to each 

other.  

The scheme includes the creation of a number shell accounts via Virtual Credit Cards (VCC) as well as multiple 

shell e-Wallet accounts, and using them to “juggle” funds between the accounts by charging one account against 

another for a purchase or service, and quickly requesting a chargeback from one of the accounts, thereby 

receiving a full refund and quickly cash out the funds. 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The tutorial also recommends using online commercial cloud storage services to disguise the RDP connection 

used for communicating with the e-Wallet account. The tutorial explains that the cloud services can provide an 

elastic IP service, which releases the IP address shortly after it is used, making the transactions harder to trace. 

In addition, the free trial period offered by some of the major cloud storage services allows the fraudster to utilize 

the cloud service for free almost indefinitely, by starting a new trial each month. The tutorial also points to a 

number of online cybercrime tools and services to aid in the art of concealment and avoiding discovery, as well as 

account checkers, currency exchangers, and fake ID services that include passport and other document scans.  

  

Figure 3: Overview 
of cashout scheme 



 

PHISHING TRENDS 

URL SHORTENERS IN PHISHING ATTACKS YIELD STATS 

The use of URL shortening services for redirection in a Phishing attack is not new. RSA AFCC analysts see a fair 

number of such shortened URL every month. By their design, shortened URLs anonymize the URL, making it 

appear random and unintelligible to the human eye, and help the attacker to bypass spam filters, and they do not 

appear in blacklists of threat detection tools. However, although the shortened URLs are anonymized, they can 

still yield some valuable forensic information. Most of the shortening services that our forensics analyst 

investigated provide an automated statistics page that displays the times or dates and volumes of activity for a 

particular URL that is in use. 

The statistics for a particular shortened URL are accessed with a simple switch that is added to the end of the 

URL. The table below gives some examples of common shortening services and the switch that activates the 

statistics page. 

 

URL Service How To Activate Statistics 

bit.ly Add '+' at the end of URL 

goo.gl Add '.info' at the end of URL 

TinyURL Add '~' at the end of URL 

Tr.im Add '+' at the end of URL 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 4: Stats 
page for a URL 
shortened by Bitly 



 

 

 

 

  

Figure 5: Stats 
page for a URL 
shortened by 
Redirect.NL 



 

MALWARE STATISTICS 

The following charts map out the global Trojan malware activity recorded by RSA over the last five quarters. 

GLOBAL DISTRIBUTION OF TROJAN FAMILIES 

The table below shows the distribution of various Trojan families responsible for attacks on entities worldwide in 

Q2 2016, as detected by the RSA Anti-Fraud Command Center (AFCC). Zeus continued to dominate the global 

arena. Citadel rose to 2nd place globally, and Vawtrak took 3rd place. ISR Stealer rose to 4th place, while mobile 

malware (+3%) and ransomware (+4%) showed a significant rise from previous quarters, sharing 5th place. 

 

 

 

 

 

 

 

 

 

 

 

TOP TROJAN-HOSTING ISP 

The chart below shows a proportional view of the ISPs to have hosted the largest number of Trojan 

communication resources in Q2 2016. 

 

 

 

 

 

 

 

 

 

 

  

Jaygah Data Center, 

9% 

Go Daddy, 7% Optizon, 6% VPS-UA, 6% OVH France, 4% Bluehost , 4% 

CloudFlare, 3% 

Main Hosting , 3% 

Others, 58% 

Zeus, 34% Citadel, 18% 

Vawtrak, 16% 

ISR Stealer, 12% Ransomware, 5% Mobile Malware, 5% Bugat v4, 4% 

Spyeye, 2% 

Gozi, 1% 

Pony Stealer, 1% 

Other, 1% 



 

PHISHING STATISTICS 

In Q2 of 2016, RSA recorded a total of 516,702 Phishing attacks in the global market. This volume represents a 

115% rise over the previous quarter, and a 308% rise over the same time period last year. 

 

 

 

 

 

 

 

 

 

 

 

 

 

GLOBAL PHISHING ATTACK VOLUMES 

In Q2 of 2016, the US continued to hold the position of the most attacked country, with 48% of global phishing 

attacks. Canada held second place, India was 3rd, The United Kingdom 4th, Netherlands 5th, Spain 6th, and South 

Africa in 7th place. China, Colombia, and Italy shared 8th place. The remaining countries absorbed the other 2%, 

each suffering 1% or less of the attacks. 
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Others, 2% 



 

TOP COUNTRIES HOSTING PHISHING  

In Q2 2016, the U.S. maintained the top position, hosting 60% of global Phishing attacks. The Netherlands, and 

United Kingdom held 2nd place, while Germany, Russia, Malaysia, and France, Singapore shared 3rd place, and 

Singapore and Canada shared 4th place. The remaining countries’ ISPs hosted the other 17% of the world’s 

Phishing attacks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

TOP ISPS HOSTING PHISHING 

In Q2 2016, GoDaddy ranked first among the hosting ISPs, HostGator was in 2nd position, Bluehost held 3rd place, 

as Hetzner, Amazon, Main Hosting, Aruba, and Heart Internet shared 4th place. The remaining ISPs accounted for 

50% of the global Phishing volume, each hosting 1% or less of the attacks. 

 

 

 

 

 

 

 

 

 

 

 

  

United States, 60% 

Netherlands, 4% 

United Kingdom, 4% Germany, 3% Russia, 3% Malaysia, 3% France, 3% Singapore, 2% 

Canada, 2% 

Others, 17% 

Go Daddy (US), 24% 

HostGator (US), 10% Bluehost (US), 6% Hetzner (DE), 2% Amazon (US), 2% Main Hosting (CY), 
2% 

Aruba (IT), 2% 

Heart Internet (UK), 
2% 

Others, 50% 



 

TOP REGISTRARS HOSTING PHISHING 

In Q2 2016, Public Domain Registry leads the chart, eNom is in 2nd place, Tucows and FastDomain share 3rd 

place, Network Solutions is in 4th place, Wild West Domains is in 5th place, and AZ.pl, GoDaddy, and Hichina share 

6th place. 

The remaining registrars contributed the additional 49% of attack domain registrations. 
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IN CASE YOU MISSED IT 

THREAT REPORTS 

A summary of all the reports we sent out to customers in recent months. 

Report File name Synopsis 

TR160127 Fraudster Recommends Online 

CC Checker 

A fraudster advertises a website for CC checking in social media 

groups 

TR160201 Online CC Checker Publicized in 

Indonesian Forum 

A fraudster in an Indonesian forum advertises a website for CC 

checking 

TR160207 Online CC Checker and Cashout 

via Stripe API 

A fraudster publicizes an online CC Checker and a method for 

abusing the Stripe API key to enable fund transfers and cashout 

TR160209 Abusing Online Funds Transfer 

for UK CC Cashout 

A fraudster offers a tutorial for cashing out UK credit cards with 

VBV via WorldRemit.com funds transfer service 

TR160210 Fraudster Tutorial - CC Cashout 

via Online Gaming Site 

A fraudster offers a tutorial for cashing out credit cards via the 

WilliamHill.com gaming and lottery website. 

TR160215 French Fraud Tutorial - CC 

Cashout via Fashion Site Gift Cards 

A fraudster in a French underground forum offers a cashout 

scheme that abuses gift cards of an online fashion retailer. 

TR160228 CC Checking via Graphic Design 

Site 

Indonesian fraudster offers a tutorial for checking the validity of 

stolen credit card data via a graphic design website. 

TR160502 CC Cashout Method via Online 

Gaming Site 

A cashout method in an underground tutorial abuses a gaming 

site to make purchases that are later monetized via an e-Wallet.. 

TR160517 Fraudster Shares Templates for 

Premium Credit Card 

A fraudster shares Photoshop graphic templates for cloning 

premium level credit cards. 

TR160613 CC Checking Method in Arabic 

Forum 

A method for checking stolen CC data that utilizes a networking 

services site is publicized in an Arabic underground forum. 

TR160626 French Fraudster Offers Method 

to Bypass VBV 

A French underground tutorial for bypassing VBV authorization by 

using an anonymous SIM card linked to the payment method. 

 

  



 

FRAUDACTION WEBINARS YOU MAY HAVE MISSED 

Here are links to key webcasts we have presented to our customers. We hope that you find them informative 

“From Kit to Cloud – the Continuous Evolution of Malware” 

An overview of recent developments in malware trends and new distribution methods. 

https://community.rsa.com/videos/20269 

 

 

 

 

 

 

 

 

 

 

 

“The Growth of Global Cybercrime in Social Media”  

Presenting our latest research whitepaper on the pervasiveness of fraudsters and financial cybercrime activities in 

social media worldwide. 

https://community.rsa.com/videos/19965 

 

 

 

 

 

 

 

 

 

 

 

  

https://community.rsa.com/videos/20269
https://community.rsa.com/videos/19965


 

 

“Integrating FraudAction Intelligence into Web Threat Detection” 

A “20 On Fraud” presentation that introduces you the FraudAction Intelligence operation, and describes the 

FraudAction feeds that can now be integrated into the Web Threat Detection service.  

https://community.rsa.com/videos/20262 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://community.rsa.com/videos/20262


 

 
www.rsa.com 

ABOUT RSA 

RSA’s solutions help organizations execute advanced cyber defense strategies that reduce the risks of operating in a digital world. 

Through visibility and analytics, RSA solutions give customers the ability to detect, investigate and respond to advanced threats; 

confirm and manage identities; and ultimately, prevent IP theft, fraud, and cybercrime. For more information on RSA, please visit 

www.rsa.com. 

ABOUT RSA FRAUDACTION 

RSA FraudAction is a managed threat intelligence service which provides global organizations with 24x7 protection and shutdown 

against phishing, malware, rogue mobile apps and other cyber attacks that impact their business.  Supported by 150 analysts in 

RSA’s Anti-Fraud Command Center, the RSA FraudAction service analyzes millions of potential threats every day and has enabled 

the shutdown of more than one million cyber attacks. 

EMC2, EMC, the EMC logo, RSA, and the RSA logo, are registered trademarks or trademarks of EMC Corporation in the United States and other countries. VMware is a  

registered trademark or trademark of VMware, Inc., in the United States and other jurisdictions. © Copyright 2016 EMC Corporation. All rights reserved. Published in the USA. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


