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INTRODUCTION 
In this issue of the FraudAction Quarterly Newsletter, our highlight story focuses on Russian-speaking Fraud-
as-a-Service offerings. Our quarterly global detection statistics are presented in Malware Variants and Phishing 
Attacks.  

In Case You Missed It lists the reports that were sent out over the last few months, so that you can look up 
reports that you may have missed. We also have a roundup of FraudAction Webinars You May Have Missed. 

Are you familiar with FraudAction Cyber Intelligence? 

RSA FraudAction Cyber Intelligence (FACI) is a service that provides targeted research and reports on a 
wide range of cybercrime attacks that facilitate identity theft, emerging threats and fraud trends.  

The FraudAction Cyber Intelligence team continuously observes cybercrime threat sources to gather intelligence 
and deliver it to your organization. Monitoring open-source and closed deep web sources, RSA diligently analyzes 
intelligence picked up by our sensors and reports it in a swift, easily consumable fashion. With years of 
experience in the intelligence space, RSA's researchers often directly engage with cybercriminals to uncover 
further information about specific methods of operation and reveal emerging attack tactics. FACI offers: 

 Intelligence on a wide range of underground services that facilitate identity theft and cybercrime, 
identifying emerging threats and fraud trends. 

 Identifying cash out and cross-channel exploits targeting your organization(s) worldwide. 
 Uncovering mule accounts and items drops. 
 Revealing underground stores selling compromised online banking and payment card accounts. 
 Enabling coordination of sting operations to reveal infrastructure sources used by cybercriminals to launch 

attacks. 

In the past quarter, FraudAction Cyber Intelligence has recovered over 1.5-million compromised credit cards, 
over 3.4-million compromised accounts in the underground, and 290 ‘mule’ bank accounts and item drop 
addresses. 

Integrating intelligence feeds into Web Threat Detection (WTD) - our intelligence team has made great 
efforts to improve efficiency and visibility in the detection of a number of crucial fraud activities and indicators, 
providing them as automated monthly feeds. Now, the FraudAction Intelligence feeds can be easily integrated 
into the Web Threat Detection analysis server and drive enhanced detection of threats to your organization. 

RSA FraudAction 360 offers a complete threat management service that provides proactive detection and 
mitigation of cyber threats such as phishing, Trojans and mobile rogue apps. Additionally, customers can gain 
deeper insight into emerging threats with intelligence reports and data feeds that provide deep visibility into the 
cybercrime underground. The service includes: 

 Threat Detection and Alerts: Proactively preventing fraud attempts through early attack detection and real-
time alerts identified via a broad partner network and active scanning of tens of millions of URLs. 

 Mitigation and Site Shutdown: Reducing the financial impact of cyber threats through rapid shutdown of 
infection points, command and control sites, and drop zones worldwide. 

 Forensics and Credential Recovery: Extensive forensic analysis provides organizations with additional 
intelligence insights including compromised personal information, email drop accounts, and specific IP 
information showing where an attack was launched. 

 FraudAction Blocking Network. Preventing and blocking access to identified phishing sites and malware 
infection, drop, and update points. 

To keep up with the latest developments and discoveries, follow us on Twitter: @rsafraud  
and explore our new re-launched website: rsa.com/en-us/products-services/fraud-prevention 

  

 

https://www.rsa.com/en-us/products-services/fraud-prevention/fraudaction-cyber-intelligence
https://www.rsa.com/en-us/products-services/fraud-prevention/rsa-web-threat-detection
https://www.rsa.com/en-us/products-services/fraud-prevention/fraudaction-360
http://twitter.com/RSAFraud
https://www.rsa.com/en-us/products-services/fraud-prevention


HIGHLIGHT STORY: RUSSIAN FRAUD-AS-A-SERVICE WEBSITES 

FraudAction Intelligence researchers have traced multiple Fraud-as-a-Service websites operated by Russian-
speaking cybercriminals that are being shared and advertised on fraud forums. These websites offer a wide 
variety of fraud services and goods that are usually seen in underground marketplaces and fraud forums.  

The majority of websites display a description of the service, terms of use, price list and contact details. Many 
websites also have sections with reviews of the service, job offerings and sponsorship. Some even have a virtual 
customer service representative, which is up to par with the latest customer support trend. 

 

Following are the main offerings observed: 

 Cashout services: bank accounts, funds transfers, gift cards, e-Wallets and more 
 Account takeover services (social media, webmail services, instant-messaging programs, etc.) 
 Malware, trojans and exploit kits for sale 
 Proxy, VPN and hosting services 
 Digital currency exchange 
 Fake documents for sale 
 DDoS services 

 

 

 

 

 

 

 

 

 

 

 

 

 

Digital Currency Exchange 

Supported currencies: Bitcoin, BTC-E, Advanced Cash, Qiwi, YandexMoney, OKPAY, PerfectMoney, Payeer, 
Capitalist, EXMO, Promsvyazbank, Oschadbank, Paxum, KoronaPay 

  

Figure 1: digital 
currency exchange 
website with virtual 
customer service 
representative 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 2: main 
page of a website 
that offers a 
hacking service for 
“VKontakte”, main 
Russian social 
network  

No Down 
payment 

Pay after you 
have no doubt 
that the page on 
“VKontakte” was 
hacked. 

100% 
Anonymity 

Full 
confidentiality 
guaranteed. 
Nobody will know 
about your order. 

Always in touch 

We guarantee an 
early notification 
of any result. We 
try to be in touch 
as often as 
possible. 

 



 

 

 

 

 

 

  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: website that offers cashout 
services of fund transfers  

Cash out in Europe and 
Israel – from $1000. 

A code for some fund 
transfer providers 
enables cash out from 
any point around the 
world (price will be 
discussed separately). 

We don’t mind what the 
source of the funds is. 

About us – we cash out 
fund transfers in 
different countries. The 
money can be sent both 
to our drops or to yours. 
We cash out any 
amount in Portugal, 
Czech Republic and 
Greece; we also cash 
out in Israel. 

Cash out on short 
notice. 1-2 hours from 
the moment we receive 
the details.  

We will give you a 
guarantee. 

Prices:  

Transfers to your drops 
in certain fund transfer 
providers – 50% from 
the amount of your 
transfer. 

Transfers to our drops 
in Europe – 30%. 

Transfers to your drops 
in Europe – 50%. 

Transfers with secret 
code will be discussed. 

We will provide you with 
a reference number. 

 
We are always happy to 
cooperate with anyone 
who has access to fund 
transfer systems. 

We pay for insider 
information about the 
systems.  

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: website that 
offers fake document 
scans for sale 

Price List: 

• Passport scan - $1 
 

• Passport scan + 
registration - $2 
 

• Passport scan + 
registration + another 
document - $3 
 

• Photo holding the 
passport - $3 
 

• Photo holding the 
passport + passport 
scan - $4 
Photo holding the 
passport + passport 
scan + registration - 
$5 

•  
Photo holding the 
passport + passport 
scan + registration + 
another document - 
$6 

Passport Scans Shop 

Our service offers a wide 
variety of passport 
scans in different 
formats and complexity 
levels. You may order 
passport scans with 
other related documents 
and choose the gender, 
the age, the country, 
the city, etc. 

No Photoshop! We sell 
only real and valid 
scans. 

Payment Methods:  

Yandex Money, Qiwi, 
WebMoney, 
PerfectMoney, Bitcoin 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: pricing list in 
a website selling exploit 
kits. Pricing available at 
bottom of page. 

Figure 6: a website 
that offers different 
proxy services 

Get Access to all 3071 
proxy from 11 Rubles 
per day 

Updates for non-private 
proxy lists HTTP(S)/ 
SOCKS4/ SOCKS5 

 

Online proxy statistics  

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7: advertisement 
for a website that offers 
hacking services and 
courses 

Professional hacking to 
order – webmail services, 
social media, skype 

- Hacking training  

- It takes us  from 5 
minutes to 5 days to 
hack 

 

 



CONCLUSION 

As far as FraudAction Intelligence researchers have observed, the phenomenon of Fraud-as-a-Service websites is 
unique to the Russian-speaking underground, whereas cybercriminals from other regions promote their services 
through traditional channels, such as fraud forums and underground marketplaces. It can be attributed to the 
professionalism of Russian-speaking cybercriminals who treat their fraud activity as a regular business and are 
highly customer service oriented. 

While the use of websites for Fraud-as-a-Service offerings is not new, FraudAction Intelligence researchers have 
definitely observed a significant increase in the presence and advancement of such sites. 

The advanced websites give the criminals absolute independence and assist them to fully control each and every 
aspect of their operation. They are not subject to any rule or regulation that some fraud forums and underground 
marketplaces enforce. In addition, this platform is very user-friendly for the potential customers, since the 
information is organized in a convenient and familiar way and usually the orders can be purchased quickly 
through the website. As a result, both the seller and the buyer save time and allow a faster development of fraud 
activities. 

 

 

 

  

 



MALWARE STATISTICS 
The following charts map out the global Trojan malware activity recorded by RSA over the last five quarters. 

VARIANTS PER QUARTER 

The graph below shows the count of unique banking Trojan variants detected by RSA over time. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

UNIQUE TROJAN COMMUNICATION POINTS - URLS PER QUARTER 

A count of communication points (URLs) used for infection, update or as drop points in Trojan attacks worldwide. 
Each Trojan attack may use multiple communication points, therefore, the number of unique Trojan-related 
communication points will always be significantly higher than the number of unique variants detected. 
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GLOBAL DISTRIBUTION OF TROJAN FAMILIES 

The chart below shows the distribution of various Trojan families responsible for attacks on entities 
worldwide in the reported quarter, as detected by the RSA Anti-Fraud Command Center (AFCC). Not 
surprisingly, ransomware took first place this quarter with banking malware falling behind in terms of 
attacks detected. Zeus and Zeus-based malware still led the banking malware charts. 

 

 

 

 

 

 

 

 

 

 

 

 

 

TOP TROJAN-HOSTING ISP 

The chart below shows a proportional view of the ISPs to have hosted the largest number of Trojan 
communication resources in Q1 2017. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Telkom Indonesia, 10% 

Isp not available, 8% 

Hosting.UA / 
Datacenter Hosting.UA 

/ Bazimaster k, 7% 
Amazon, 7% 

OVH 
France, 6% 

PrivateSystems / 
Knownhost.com, 5% 

PT Cyber Data 
Technology, 5% 

Une/EPM Bogota/Cosat 
Vision, 5% 

Spectranet, 5% 

Link3 Technologies 
Ltd., 5% 

Zyztm, 5% 

Other, 35% 

Ransom, 18% 

Zeus, 15% Dyreza, 15% 

ISR Stealer, 15% 

Pony Stealer, 12% 

Citadel, 8% 

Xtreme RAT, 5% 
DNS Changer, 3% 

Other, 10% 

 



TOP REGISTRARS OF TROJAN DOMAINS 

The chart below shows a proportional view of the registrars with which the largest numbers of Trojan 
communication domains were registered through Q1 2017. Trojan botmasters normally purchase one or more 
domains to host their communication resources. 

 

 

 

 

 

 

 

 

 

 

 

 

 

TOP TROJAN-HOSTING COUNTRIES 

The chart below shows a proportional view of the ISPs to have hosted the largest number of Trojan 
communication resources through Q1 2017  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

eNom, 23% 

Namesilo, 12% 

Now.cn, 10% 

Epag, 8% 
Network 

Solutions, 8% 
PAVietNam, 8% 

Public Domain 
Registry, 8% 

Gandi, 6% 

Hosting.UA / 
Datacenter 

Hosting.UA / 
Bazimaster k, 6% 

Tucows, 6% 

Other, 8% 

United States, 27% 

Indonesia, 12% 

Russia, 9% 

Ukraine, 9% 

Colombia, 7% 

Netherlands
, 6% 

France, 5% Bangladesh, 4% India, 4% 

Poland, 3% 

Turkey, 3% 

Other, 12% 

 



PHISHING STATISTICS 
In Q1 of 2017, RSA recorded a total of 186,438 Phishing attacks in the global market. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

GLOBAL PHISHING ATTACK VOLUMES 
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United States, 54% 

Canada, 18% 

South 
Africa, 7% 

Mexico, 4% Netherlands, 4% Colombia, 3% Peru, 3% 
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Spain, 2% 

24 Others, 4% 

 



TOP COUNTRIES HOSTING PHISHING  

 

 

 

 

 

 

 

 

 

 

 

 

 

TOP ISPS HOSTING PHISHING 

 

 

 

 

 

 

 

 

 

 

 

  

United States, 40% 

China, 8% 

Germany, 6% 

Russia, 5% 

Netherlands, 3% 

Japan, 3% 

Spain, 3% 

France, 3% Hong Kong, 3% United Kingdom, 2% Poland, 2% 

70 Others, 19% 

HostGator / 
Websitewelcome, 

10% 

Main Hosting / 
Hostinger / 

Hosting24, 4% 

Bluehost / Unified 
Layer, 3% 

Alibaba, 2% 
Go Daddy, 2% 

Schlund / 1and1, 2% 

New World 
Telecom, 2% 

Inmotion Hosting, 
2% Gainet, 

2% 

Amazon, 2% Hetzner, 
2% 

OVH France, 2% 

831 others, 66% 

 



TOP REGISTRARS HOSTING PHISHING 

 

 

 

 

  

Public Domain Registry, 
12% 

eNom, 8% 

Tucows, 7% 

Hichina, 7% 

Xinnet, 4% Network Solutions, 3% Nic.ru, 2% West263 / westdata.cn 
/ west.cn, 2% 

FastDomain, 2% 
Dinahosting, 2% 

Cronon AG, 2% 

Godaddy (Registrar 
only), 2% 

227 others, 49% 

 



IN CASE YOU MISSED IT 

THREAT REPORTS 

A summary of all the reports we sent out to customers in recent months.  

Report File name Synopsis 

TR170329 Bank Accounts Cashout Method 
via Money Transfer Apps 

A cashout method for compromised bank accounts by abusing 
the Azimo and Small World money transfer apps. 

TR170131 Follow Up on GSM Skimmers 
Market Overview 

A follow up report on the GSM skimmer market revealing more 
detail after a conversation with additional skimmer vendor. 

TR170116 Overview of GSM Skimmers An investigation on the subject of GSM skimmers; including 
research in underground forums and engaging fraudsters in 
secure conversations. 

 

FRAUDACTION WEBINARS YOU MAY HAVE MISSED 

Here are links to key webcasts we have presented to our customers. We hope that you find them informative 

“20 On Fraud Webinar: Money Mule Operations in the Dark Web” 

Money mules are a common fraud-as-a-service offering in the Dark Web and absolutely critical in enabling the 
cash out process.  Whether in the form of humans or accounts, mules are one of the most difficult parts of the 
fraud supply chain to detect. Insight into known mule accounts has helped many banks prevent losses from 
fraudulent transfer requests to other banks, and also shut down accounts that may have been set up to prevent 
the flow of fraudulent transfers through their own organization 

In this webinar, we provide an inside look at money mule operations in the underground, presented by RSA's 
self-proclaimed "mule hunter." The full video can be viewed here. 

 

“20 On Fraud Webinar: The Chinese Fraud Underground: An Inside Look” 

Despite its perceived isolation, the Chinese cybercriminal underground is flourishing.   Fraud ads are rampant 
with a variety of fraud-as-a-service offerings used to target organizations and consumers around the globe.  In 
this session, get an inside look at the most common interests and practices unique to local fraudsters and why 
Chinese forums have come to be one of the fastest growing fraud markets in the Dark Web. 

View the webcast replay here. 

 

 

 

http://event.on24.com/wcc/r/1294115/811F08DB20714A1412775EB034F0E739
https://community.rsa.com/docs/DOC-64730


 

ABOUT RSA 
RSA’s solutions help organizations execute advanced cyber defense strategies that reduce the risks of operating in a digital world. 
Through visibility and analytics, RSA solutions give customers the ability to detect, investigate and respond to advanced threats; 
confirm and manage identities; and ultimately, prevent IP theft, fraud, and cybercrime. For more information on RSA, please visit 
www.rsa.com. 

ABOUT RSA FRAUDACTION 
RSA FraudAction is a managed threat intelligence service which provides global organizations with 24x7 protection and shutdown 
against phishing, malware, rogue mobile apps and other cyber attacks that impact their business.  Supported by 150 analysts in 
RSA’s Anti-Fraud Command Center, the RSA FraudAction service analyzes millions of potential threats every day and has enabled 
the shutdown of more than one million cyber attacks. 

EMC2, EMC, the EMC logo, RSA, and the RSA logo, are registered trademarks or trademarks of EMC Corporation in the United States and other countries. VMware is a  
registered trademark or trademark of VMware, Inc., in the United States and other jurisdictions. © Copyright 2016 EMC Corporation. All rights reserved. Published in the USA. 
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