
 

 

CYBERCRIMINALS TARGETING THE 2020 
US ELECTIONS 
 

OVERVIEW 

In recent months, FraudAction Intelligence researchers have been witnessing wide interest 

among cybercriminals regarding the upcoming US presidential elections, which they are 

working to take advantage of, as is typical for major events. 

Databases of millions of voters from different US states are available for free download in 

various cybercrime forums, notably Russian-speaking ones. The data typically includes 

personal details of voters such as names, genders, dates of birth, email addresses, voter 

registration numbers and polling stations. 

Cybercriminals utilize this information to influence voters as well as for obtaining financial gain 

through social engineering; they rely on the credibility they often gain by demonstrating 

familiarity with these personal details when conversing with the victims. 
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Figure 1: Cybercriminal 

seeking voter database of 

certain US state in 

Russian-speaking 

underground forum 

(translated) 
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ABOUT RSA FRAUDACTION 

FraudAction offers its customers a holistic, all-encompassing solution for external threat management and brand protection. In 

addition to proactive detection and mitigation of a wide array of online threats such as phishing, Trojans and brand abuse, 

customers also gain deep insight into emerging internal and external threats via a broad range of intelligence reports and data 

feeds that provide deep visibility into the cybercrime landscape. 

With an all-encompassing 24/7 service, organizations can deploy fewer in-house resources to manage external cyber-threats 

without leaving any vector uncovered.  

FraudAction caters to hundreds of global customers, diverse in size and sector, including many of the top fortune 500 

companies. To support the different needs of each organization, FraudAction offers flexible subscriptions that can be customized 

based on attack volumes and areas of interest. 
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 Figure 2: Voter database 

of certain US state from 

2019 available for free 

download in prominent 

leak forum 

 

 


