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The Most Notorious Credit Card Store Is Shutting Down
Joker’s Stash, one of the most notorious, top-tier stores for stolen credit cards and identities in the
underground, is closing. The bilingual English-Russian store was first opened in October 2014, and over the
years has offered stolen cards for sale from many of the biggest and most well-known breaches, including
Whole Foods, Wawa, Chipotle, Hilton Hotels and many others; all of which have generated an estimated
profit of over a billion dollars in Bitcoin. Being the most prominent store, it has been a common target for
many phishing sites, designed to steal their users’ login information in order to purchase stolen cards with
their balances.

Figure 1: Wawa breach in Joker’s Stash – over 30M credit cards stolen from the major US chain (January 2020)

The past year has been a difficult one for Joker’s Stash. It all started with the owner’s announcement that he
had contracted COVID-19 severely. Shortly afterwards, customers in various forums increasingly began to
express their discontent with the poor quality as well as the low supply of cards for sale. As if that were not
enough, some of the store’s domains and servers were seized by the FBI and Interpol in December of last
year. However, as one of the first fraud shops to adopt a shielded blockchain domain, it has managed to
quickly recover, operating as usual until the recent announcement of the store closing. Despite no reasons
being given, we can assume that this sequence of events had contributed a lot to this decision.

Figure 2: Owner’s announcement on COVID-19 contraction
As is the case with other stores, Joker’s Stash works with a variety of vendors who sell their goods through the
store. Therefore, we do not expect any significant impact on the volume of activity and supply of stolen cards
in the underground market in general, as the vendors who sold their cards through Joker’s Stash are now
expected to transfer their activity to other dominant stores.

Figure 3: Fraudsters on the lookout for alternative stores
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Figure 4: “Finale” – Joker’s Stash announcement of the store’s permanent shut down
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About RSA FraudAction
FraudAction offers its customers a holistic, all-encompassing solution for external threat management and brand
protection. In addition to proactive detection and mitigation of a wide array of online threats such as phishing,
trojans, and brand abuse, customers also gain deep insight into emerging internal and external threats via a broad
range of intelligence reports and data feeds that provide deep visibility into the cybercrime landscape.
With an all-encompassing 24/7 service, organizations can deploy fewer in-house resources to manage external
cyber threats without leaving any vector uncovered.
FraudAction caters to hundreds of global customers, diverse in size and sector, including many of the top Fortune
500 companies. To support each organization’s different needs, FraudAction offers flexible subscriptions that can
be customized based on attack volumes and areas of interest.
For additional information about RSA FraudAction please refer to FAS.Customer.Ops@rsa.com and a FraudAction
representative will reach out to you.
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