
 

 

RSA FraudAction™ Intelligence 

Watch Out! It’s the Merriest Season for Fraudsters  
 

Christmas is a prolific time for fraudsters and scammers. As detailed in our previous one-pager, Black Friday 

and Cyber Monday Among Cybercriminals, the holidays are a time when fraudsters capitalize on people’s 

typical habit of shopping for gifts and bargain hunting. Noting the economic and social implications of the 

pandemic, as well as the lockdowns imposed by governments all over the world, have provided fraudsters 

with a unique opportunity to scam and trick unwitting victims; residents all over the world are not immune to 

such attacks. 

For example, The UK’s National Cyber Security Centre (NCSC) reports that in the 2019 Christmas shopping 

season, each victim of cybercriminals lost an average of £775; this amount is expected only to increase this 

year. According to UK Finance, £58 million were lost to impersonation scams in the first half of 2020 alone. 

Almost 15,000 impersonation scam cases were reported in this period, up 84 percent compared to the same 

period last year. 

Now more than ever, cybercriminals are exploiting the public’s fears of COVID-19 and impersonate 

representatives of corporations, loan companies, banks, government agencies, airlines, or the police. As 

further restrictions have been imposed worldwide, more cybercriminals are expected to try to exploit 

vulnerable people and coax innocent victims into providing their credit card details and online banking 

credentials. 

In this report will share a glance of the observed scams surrounding the 2020 holiday season.    

 

 

 

 

 

 

 

 

Figure 1: Phishing email where a fraudster is offering a Christmas gift of $50,000 to people who provide their 
contact information 
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Figure 2: Phishing email where a fraudster is offering a $100 Costco Christmas Reward 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Phishing email where a fraudster is offering a special Christmas bonus of $800,0000 to people who 
pay him $50 
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There has been a spike in the number of people shopping online for Christmas due to COVID-19 and 
lockdowns. Thus, fraudsters exploit this surge to impersonate courier services and parcel delivery companies; 
they claim that delivery attempts failed and ask the victims to pay additional postage costs lest their items are 
returned to the sender. 

 

 

 

 

 

 

Figure 4: A fraudster is looking for carding partners for Christmas 

 

Particularly when shopping online amidst holiday sales, it is easy to be fooled by low prices for luxury items. 

Often fraudsters may try to sell counterfeited goods or never even deliver the goods. It was only two weeks 

ago that ~15,000 counterfeit goods had been seized in Ireland. Not only do the victims receive items they had 

not intended to buy, they also risk being exposed to health hazards as the items do not meet EU standard 

regulations. 

 

It is also worth noting that fraudsters encourage fraud as a means of celebrating Christmas and wish each 

other Happy Holidays and a Merry Christmas by virtue of their having a shared sense of community. 
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About RSA FraudAction 

FraudAction offers its customers a holistic, all-encompassing solution for external threat management and brand 

protection. In addition to proactive detection and mitigation of a wide array of online threats such as phishing, 

trojans, and brand abuse, customers also gain deep insight into emerging internal and external threats via a broad 

range of intelligence reports and data feeds that provide deep visibility into the cybercrime landscape.  

With an all-encompassing 24/7 service, organizations can deploy fewer in-house resources to manage external 

cyber threats without leaving any vector uncovered.  

FraudAction caters to hundreds of global customers, diverse in size and sector, including many of the top Fortune 

500 companies. To support each organization’s different needs, FraudAction offers flexible subscriptions that can 

be customized based on attack volumes and areas of interest. 

For additional information about RSA FraudAction please refer to FAS.Customer.Ops@rsa.com and a FraudAction 

representative will reach out to you. 
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