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GOVERNANCE IS THE CENTER OF 
THE UNIVERSE 
Managing Identity and Access Risk 

Granting access to applications introduces additional risk. To properly mitigate 
these risks, organizations must be aware of “what matters”; who are the people 
that need to be closely watched, what are the applications that are critical to the 
business, and what kind of access is considered risky. To manage all these risk 
vectors when building an Identity & Access Management program, consider taking 
a Governance, Risk & Compliance (GRC) approach.  

Proactive management of user access is a complex challenge.  Siloed 
organizations and technologies make it difficult for the Identity and Access 
Management (IAM) team to maintain contact with the line of business and get 
context around what applications are used for.  When the IAM team is tasked with 
creating access policies, they may not engage with the right business owners to 
understand what entitlements matter, and which ones don't.  More difficult is the 
task of understanding access at a transaction level, i.e., if I give my users access 
to a specific set of entitlements, does it make them riskier to my business than if 
they had another set of entitlements?  Failure to have a full understanding of what 
your business looks like creates many access security and compliance risks. 

Organizations must employ a hybrid approach to managing access risk, soliciting 
feedback from the line of business to understand, both from a bottom-up and top-
down method, how access is used, and how this access aligns to critical business 
processes.  Context is key in IAM.  When you have context, you can govern the 
way your business operates.  Consider taking a Governance, Risk and Compliance 
(GRC) approach to managing IAM processes.  Here are seven key considerations:  

KNOW YOUR BUSINESS 
Catalogue all your business processes, understand the key players in these 
processes, and make them your point-of-contact for business context.  Capture 
business process criticality and ask yourself, what would happen if this business 
process stopped working?  If the answer is catastrophic loss (financial or 
reputational), your process is critical to your business. 

KNOW WHAT APPLICATIONS SUPPORT WHAT 
PROCESSES 
The applications, assets and systems that support your processes are critical to 
your business. Discover and track critical applications. Technology is not an 
inhibitor anymore; it's a key component of business continuity.  

KNOW WHAT ENTITLEMENTS ARE AVAILABLE 
IN YOUR APPLICATIONS 
Capture entitlement information through IAM.  Intelligently engage the line of 
business to capture context of how these entitlements are used.  Are they risky? 
How much money do they move?  If abused, how much financial impact could 
result?  This is your inherent risk, and without proper controls, your inherent risk 
is your reality.  Perform a gap analysis and get buy-in from the line of business - 
their feedback and engagement is critical in protecting your enterprise. 

1  

2  

3  

 
 



ROLL UP YOUR RISK METRICS 
Capture risk holistically and employ algorithm-based risk calculation.  Automate 
this process, so that when something changes, you don't have to figure out what 
changed and how to account for it. 

USE ROLES, AND USE THEM TO DRIVE 
POLICIES 
Application roles are important, but enterprise roles consider application roles in a 
broader context.  Roles should be further contextualized to understand high risk 
roles vs. low risk roles; granting sensitive, high-risk entitlements to an Accounts 
Payable Admin must be in conflict with high-risk entitlements granted to an 
Accounts Receivable Admin. 

PERFORM CONTINUOUS MONITORING 
Dynamically adjust access reviews to trigger based on the risk of your users.  
High risk users should be monitored more often than low risk users.  Risk should 
be a function of not only access, but also what function in the business the user 
supports. 

USE IAM FOUNDATIONS TO MITIGATE CYBER 
THREATS 
By knowing what applications are important and who your users are, incidents 
occurring on these applications can be prioritized intelligently.  Leverage all this 
rich enterprise and IAM information to drive SOC operations in a way like never 
before.  Empower your analysts to know if an account has been compromised, if 
the account was orphaned, and how to remediate quickly. 

Knowledge is power.  The same goes when it comes to understanding 
risk.  By proactively managing the enterprise, it is possible to shorten 
your reactive remediation efforts.  Proactively focusing on mitigating 
cyber and access risks not only lessens the number of incidents you will 
face, but is also vital for business sustainability.  
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