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Preface

About This Guide
This guide provides instructions for using the Appliance Updater to update the operating system and 
database on an RSA Via L&G V7.0 appliance or soft appliance.

Documentation Set
The RSA Via L&G documentation set consists of the following materials:

Document Description

Release Notes Describes what's new in the release, lists fixed issues, and lists
known issues and workarounds. (PDF format)

Installation Guide Provides information and instructions to install the product. (PDF
format)

Upgrade and Migration Guide Provides information and instructions for upgrading your product
version and migration data. (PDF format)

Database Setup and
Management Guide

Provides information and instructions on how to set up and
manage a remote Oracle database for RSA Via L&G. (PDF
format; also included in the online documentation.)

Online documentation (Help) Contains all of the information needed to configure and use the
product. (HTML5 format).

Note: The online documentation HTML5 file set is also available as a zip file on
SCOL. Download and unzip the file to your computer and click Launch_
Help.htm to open the standalone version of Help.

Public Database Schema
Reference

Provides information about the public view of the database
schema. (PDF format; also included in the online
documentation.)

You can access the documentation set from RSA SecurCare Online (SCOL) at
https://knowledge.rsasecurity.com.

Text Conventions
This guide uses the following text conventions:
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Element Convention Used Example

Variables
(The user supplies a 
value for the variable.)

Courier and Italic

in angle brackets (<>)
Enter the following:

Display= <workstation name>

:0.0 export display

On-screen text Courier The following line displays:

path=”/audit”

User-typed text Courier Enter the following path name:

/etc/init.d/

Cross-references Hypertext-blue See Documentation Set.

References to
documents (title and
number)

Italic Installation Guide

Support and Service

RSA Via L&G Customer Sup-
port Knowledgebase

https://rsaportal.force.com/customer/_ui/-
knowledge/ui/KnowledgeHome

RSA Via L&G Community https://community.emc.com/community/connect/rsaxchange/rsa-
img

RSA Customer Support inform-
ation

www.emc.com/support/rsa/index.htm

RSA Customer Support email
address

support@rsa.com

RSA SecurCare Online (SCOL) https://knowledge.rsasecurity.com/

RSA SecurCare Online provides unlimited access to a wealth
of resources on the Web, 24 hours a day. The secure system
provides members access to a support knowledgebase, to down-
load current platform patches and bug fixes, to sign up for noti-
fications, to manage your support cases and more.

RSA Via Lifecycle andGovernance Community
Use the RSA Via L&G Community to interact with your peers, other RSA Via L&G users,
implementation partners and RSA consultants. You can post comments, ask questions, or answer
questions that others have posted.
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Whether you are a brand new customer of RSA Via L&G, or have been using the product for years,
we believe that you’ll find this private community to be valuable.

The RSA Via L&G Community is a private community and is only available to RSA Via L&G
clients, partners and internal RSA staff.

Link: https://community.emc.com/community/connect/rsaxchange/rsa-img

Rules for Using the RSA Via L&G Community

l You must be a registered community user to participate in the community.

l Do not share any confidential information on the community.

l Keep all posts and interactions positive and civil.

Join the RSA Via L&G Community

Procedure

1. Register an account on the EMC Community Network (ECN): https://developer-
content.emc.com/login/register.asp

2. Complete the RSA Via L&G Access Request form. This is a one-time only event that allows
your account to access the RSA Via L&G Community. Please ensure you add in your partner or
client name, so we can confirm who you are. https://developer-content.emc.com/email/request-
rsa-img.htm

Once the Access Request form is submitted and received, the RSA Via L&G management team
processes your request. This can take up to a week; we appreciate your patience. Once confirmed,
you will receive a Welcome to the Community email from us with more instructions.
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RSA RSA Via L&G Appliance Updates
RSA Via L&G software can be installed on an RSA Via L&G appliance or on a compatible server
(soft appliance). Depending on your installation scenario, RSA Via L&G may have supplied your
operating system and the Oracle database that RSA Via L&G software uses.

Patching the operating system and database components of RSA Via L&G is integral to the security
of the RSA Via L&G environment. To ensure that appliance and soft appliance installations maintain
the most up-to-date patches for these components, RSA provides the Appliance Updater, which
bundles a certified patch set for the operating system (SUSE or Red Hat) and the local Oracle
database. Downloading and running the latest appliance updater closes vulnerabilities and bugs
addressed by the patches.

On a regular basis, RSA bundles patches for the database and operating system components of the
appliance into a compressed file (rsaimg_updater_<version_number>_<platform>.tar.bz2) and posts
it to SecureCare Online (SCOL) for you to download. The Appliance Updater does not patch RSA
Via L&G itself.

Important: Download and apply the appliance updater patches after completing the configuration or
installation of your appliance and regularly as RSA releases new patch updates.

Appliance Updater Supported Environments
The following tables lists the components and environments that are patched by the Appliance
Updater:

Component Updater applies patches to these
environments

RSA Appliance Soft Appliance

Operating
System

SUSE Enterprise Linux Server
11 SP3

Yes No

RedHat Enterprise Linux 5 Yes No

RedHat Enterprise Linux 6 No No

Oracle 12.1.0.2 Enterprise Edition Database Yes Yes (local database
only)

Update Process Overview
The following image depicts the operating system and database update process.
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Update the Appliance

Procedure

1. Download the latest update package (rsaimg_updater_<version>_<platform>.tar.bz2) for your
operating system from RSA Secure Care Online (SCOL) at https://auth.rsasecurity.com.
For example:

l rsaimg_updater_7.0.0_sles11.tar.bz2

l rsaimg_updater_7.0.0_rhel5.tar.bz2

2. Schedule downtime for the RSA Via L&G Appliance.
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Note: RSA Via L&G is unavailable while the Appliance Updater is applying patches. When a
patch is applied to the database, the Appliance Updater stops and restarts the RSA Via L&G
service. When a patch is applied to the operating system, the Appliance Updater reboots the
appliance to ensure that the latest components are being used.

3. Install the latest Appliance Updater on the appliance.

4. Run the Appliance Updater to update the operating system and the database.
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Install the Appliance Updater
Use this procedure to install the latest version of the Appliance Updater.

Procedure

1. Log on to the appliance as root.

2. Download the compressed Appliance Updater file to the appliance.

3. If this is the first time that you have installed the Appliance Updater, complete the following
tasks; otherwise go to Step 4:

a. Create a directory for the extracted files:

mkdir -p /opt/appliancePatches

b. Change the permissions on the directory:

chmod 760 /opt/appliancePatches

4. Extract the files to the appliancePatches directory:

tar jxf rsaimg_updater_<version>_<platform>.tar.bz2 -C

/opt/appliancePatches/

For example:

l rsaimg_updater_7.0.0_sles11.tar.bz2

l rsaimg_updater_7.0.0_rhel5.tar.bz2

5. Copy the Appliance Updater (rsaimg_updater) to /etc/init.d:

cp -f /opt/appliancePatches/rsaimg_updater /etc/init.d/

6. Change the permissions on the Appliance Updater file:

chmod 700 /etc/init.d/rsaimg_updater

7. (Optional) Register the Appliance Updater service:

chkconfig rsaimg_updater on

Note: Once you register the service, it runs automatically whenever the appliance is restarted,
installing any new updates found in the /opt/appliancePatches directory. Otherwise, you must
issue the updater command.
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Update the Appliance Operating System and
Database
Run the Appliance Updater after you have downloaded updated patches.

Procedure

1. Log on to the appliance as root.

2. Run the Appliance Updater.
If you chose to register the Appliance Updater service when you installed the Appliance
Updater, enter the following command:

service rsaimg_updater start

Otherwise, enter the following comand:

/etc/init.d/rsaimg_updater start

Updater Options
The Appliance Updater (rsaimg_updater) includes the following options that allow you to update the
RSA Via L&G appliance operating system and database, check if an update is running, and stop the
update.

Option Description

start Starts the update:

l For an RSA Via L&G appliance with Oracle installed, patches are installed for
the operating system and the database.

l For an RSA Via L&G appliance using a remote database, patches are installed
for the operating system.

l For a soft-appliance with Oracle installed, patches are installed for the
database.

l For a soft-appliance using a remote database, no patches are installed.

stop Stops a running update.

status Indicates if an update is running.

startOS Updates the operating system on an RSA Via L&G appliance.

startDB Updates the database on an RSA appliance and on a soft-appliance 
installation that uses the database provided by RSA.
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