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Contact Information 
 
Go to the RSA corporate website for regional Customer Support telephone and fax numbers: 
www.emc.com/domains/rsa/index.htm.  
 
For technical support, contact RSA at support@rsa.com . 
 
Trademarks 
 
RSA, the RSA Logo, and EMC are either registered trademarks or trademarks of EMC Corporation in the United 
States and/or other countries. All other trademarks used herein are the property of their respective owners. For a list 
of EMC trademarks, go to www.emc.com/legal/emc-corporation-trademarks.htm#rsa . 
 
License agreement 
 
This software and the associated documentation are proprietary and confidential to EMC, are furnished under 
license, and may be used and copied only in accordance with the terms of such license and with the inclusion of the 
copyright notice below. This software and the documentation, and any copies thereof, may not be provided or 
otherwise made available to any other person. 
 
No title to or ownership of the software or documentation or any intellectual property rights thereto is hereby 
transferred. Any unauthorized use or reproduction of this software and the documentation may be subject to civil 
and/or criminal liability. 
 
This software is subject to change without notice and should not be construed as a commitment by EMC. 
 
Third-party licenses 
 
This product may include software developed by parties other than RSA. The text of the license agreements 
applicable to third-party software in this product may be viewed by launching the product and selecting the About 
menu. 
 
Note on encryption technologies 
 
This product may contain encryption technology. Many countries prohibit or restrict the use, import, or export of 
encryption technologies, and current use, import, and export regulations should be followed when using, importing or 
exporting this product. 
 
Distribution 
 
Use, copying, and distribution of any EMC software described in this publication requires an applicable software 
license. EMC believes the information in this publication is accurate as of its publication date. The information is 
subject to change without notice. 
 
THE INFORMATION IN THIS PUBLICATION IS PROVIDED "AS IS." EMC CORPORATION MAKES NO 
REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE INFORMATION IN THIS 
PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS 
FOR A PARTICULAR PURPOSE. 
 
Copyright © 2015 EMC Corporation. All Rights Reserved. Published in the USA 
 
  

http://www.emc.com/domains/rsa/index.htm
mailto:support@rsa.com
http://www.emc.com/legal/emc-corporation-trademarks.htm#rsa
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Preface 

About This Guide 
This guide assumes that the reader is knowledgeable about RSA Identity Governance 
and Lifecycle and is 
authorized and qualified to install and maintain RSA hardware and software. 

Support and Service 
Customer Support information www.emc.com/support/rsa/index.htm 
Customer Support email address support@rsa.com 
RSA SecurCare Online (SCOL)  
https://knowledge.rsasecurity.com/scolcms/sets.aspx?product=rsa_img  

https://knowledge.rsasecurity.com/scolcms/sets.aspx?product=rsa_img
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Data Collection Changes 
 
If you are upgrading from any version prior to 7.0, changes have been made that affect the collection of 
data. There are a number of pre-installation tasks that you must perform to ensure that your currently 
configured collectors continue to run and that the correct data continues to be collected after you 
upgrade. 

 

Changes to Data Collections 
The following list includes the changes made and the impact to your data: 

• Collection of Identity Groups, which has long been deprecated in the product, has finally 
been completely shut down. Identity Data Collectors (IDCs) will no longer collect user 
groups. Customers should have moved to the model of using Account Groups. 

• In older versions checks for duplicate objects were performed at the collector level, and as a 
result more than one collector was allowed to collect the same object for a business source. 
Duplicate checks are now performed at the business source level, and any erroneously 
existing data that has duplicate objects within a container will be rejected. 

• A primary Data Access Collector will now reject erroneous duplicate resources based upon 
the Fully Qualified Name. 

• All data about roles is now collected by Role Collectors (RDCs). This removes several 
common usage pattern problems with prior versions which used the Entitlement Data 
Collectors (EDCs) to collect role definitions. Consequently customers who were using EDCs 
to collect role definitions will need to switch to providing this information to their RDCs. 

• Role Collectors collect the entire role definition.  

Migration Reports 
RSA provides a migration utility which enables you to generate reports that list issues with your 
current configuration and provide guidance on how to resolve those issues.  You must use the 
migration utility to assess the impact to your system and, if necessary, modify collectors and data 
before you perform an upgrade. 
 
Migration reports are accessible through the standard reports screen found under the Reports-
>Tabular menu. There are individual reports, which list particular types of issues and the objects 
affected by those issues. The same information is available in a single HTML file that you can 
download as you would any other ASR report.  Instructions are provided below on how to install and 
run these reports. 
The following table lists the individual reports that are available, the issues that they address, and an 
overview of the steps that you must take to resolve the issue.  If NO ACTION is taken the migration 
will then remove all problem data that is found in these areas. 
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Report Description 
Active IDC Groups IDCs no longer collect user groups. You must 

reconfigure any IDCs that collect user groups to not 
collect them. 

Collectors Using Identity Collectors for Group 
Resolution Rules 

Since IDC Groups will no longer exist, any collector 
that is using an IDC to resolve Group reference 
must be changed to remove the IDC.  If the IDC 
Groups are replaced with Account Data Collector 
(ADC) Groups then the reference should be 
modified from the IDC Collector to the ADC 
Collector. 

Cyclic Application Roles 
 

Cyclic application roles occur when a role collects 
itself as an entitlement member, or when the role is 
an entitlement in a child role. These cyclic 
relationships are not supported. 
 
To remove cyclic application roles: 
Edit the collector source data to remove such cyclic 
relations. 
Run the collections to remove the cyclic 
relationships. 
Rerun the migration report to verify that the cyclic 
application roles no longer exist. 
 
 

Cyclic Global Roles 
 

Cyclic global roles occur when a role collects itself 
as a member. These cyclic relationships are not 
supported. 
 
To remove cyclic global roles: 
Edit the collector source data to remove such cyclic 
relations. 
Run the collections to remove the cyclic 
relationships. 
Rerun the migration report to verify that the cyclic 
roles no longer exist. 
 

Cyclic Group Memberships 
 

Cyclic group memberships occur when a group 
collects itself as a member. These cyclic 
relationships are not supported. 
 
To remove cyclic group memberships: 
Edit the collector source data to remove such cyclic 
relations. 
Run the collections to remove the cyclic 
relationships. 
Rerun the migration report to verify that the cyclic 
groups no exist. 
 

Duplicate Objects Duplicate objects occur when multiple 
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Report Description 
collectors collect the same data for an 
application. 
 
To remove duplicate objects: 
Determine which data collector is incorrectly 
configured to collect duplicate objects. 
Edit the data collector so that the query that it is 
using excludes the duplicate objects. 
Note: It may be necessary to modify the 
source data to avoid collecting duplicates. 
Save the changes to the collector. 
Run the collector. 
Verify the duplicate objects have been removed 
from the system by running the migration report 
again. 
 

EDCs Associated to RDCs EDCs will no longer collect entitlements for RDC 
collected roles. 

EDCs Collecting Role Definitions EDCs no longer collect any data associated with 
roles; role collectors collect all role definitions. 
 
You must reconfigure all EDCs prior upgrading. 

IDCs Configured to Collect Groups Since IDC Groups no longer exist, any IDC Collector 
should be modified to no longer collect groups. 

Roles Having Group Members In previous versions, the RDC was associated with 
a single IDC. Values collected by the RDC were 
mapped to an attribute in the IDC, which restricted 
the collection of users to a particular IDC. Now, you 
can configure one or more target IDCs for the 
RDC, allowing resolution from multiple IDCs or 
from the Unified User view.  Each target collector 
has a user attribute specified for it, which resolves 
the collected user. 
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Migration Report Utility 
The tools you need to identify issues with your installation are available in the Migration Report Utility 
file (MigrationReports.zip), which contains the following files: 

• generateMigrationReport.sh is a shell script that creates a full migration report similar to an 
ASR report. 

• insertMigrationReportDefinitions.sh is a shell script that creates tabular report definitions for 
each report listed in the table in "Migration Reports." 

• insertMigrationReportDefinitions.sql is an SQL script used by the shell script for creating the 
tabular report definitions for the individual reports. 

• Pre_Migration_Pkg.pkb is a database package that is used by the full migration report. 

 

Installing the Migration Report Utility 
The Migration Report Utility (MigrationReports.zip) must be installed on the database server. 

Procedure 

1) Copy the zip file to the machine hosting the pre-7.0 RSA Via L&G database. 
2) Log on to the database machine as root. 
3) Extract the zip file to a temporary directory on the system. For example, on an RSA Appliance 

extract to /tmp/aveksa. 
4) Change the permissions on the script files to allow execution privileges. Enter: 

chmod 777 <filename> 
where <filename> is the name of the script. 

 

Installing the Individual Reports 
You must run the insertMigrationReportDefinitions.sh script to create the tabular report definitions for 
the individual migration reports. 

Procedure 

1) Log on to the database machine as the oracle user. 

Note: Make sure that the file for the script includes execution privileges. 

2) Change to the directory containing the extracted Migration Utility scripts. For example, 
/tmp/aveksa. 

3) At the command prompt, enter: 
insertMigrationReportDefinitions.sh 

4) When the script finishes creating the report definitions, the following message displays: 
Created required reports with Category Migration 
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Running Migration Reports 
The process of running migration reports depends on whether you want to run the full migration report 
or the individual migration reports. 

Run the Full Migration Report 
The full report includes all of the issues and instructions for resolving them. 

Procedure 
1. Log on to the database machine as the oracle user. 

Note: Make sure that the file for the script includes execution privileges. 
2. At the command prompt, enter 

generateMigrationReport.sh 

You can now view the full migration report as you would any other ASR report. 

Run the Individual Migration Report 
The individual migration reports include the individual instances of an issue, for example, IDCs 
configured to collect user groups, and instructions for resolving the issue.  For more information, 
see the Migration Reports section in this document. 

Procedure 
1. Log on to the RSA Via L&G console as a user with administrative privileges. 
2. Click Reports > Tabular. 
3. In the Grouping drop-down list, select Type. 
4. In the table of reports, click Migration (10). 
5. Click the name of the report that you want to run. 
6. Click Run Report. 
7. Save the report results. In the View Report screen do one of the following: 

a. Export the results in a particular format: 
i. Click Export. 

ii. Select the file type in which to save the report results. 
iii. Click OK.  The report is downloaded. 

b. Save the results for viewing: 
i. Click Save Results. 

ii. Enter a Description for the report results. 
iii. Click OK. 

 


	Preface
	About This Guide
	Support and Service

	Data Collection Changes
	Changes to Data Collections
	Migration Reports

	Migration Report Utility
	Installing the Migration Report Utility
	Installing the Individual Reports
	Running Migration Reports
	Run the Full Migration Report
	Run the Individual Migration Report



