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Contact Information 

RSA Link at https://community.rsa.com contains a knowledgebase that answers common questions and 
provides solutions to known problems, product documentation, community discussions, and case 
management. 

Trademarks 

RSA, the RSA Logo, and EMC are either registered trademarks or trademarks of Dell Inc. throughout the 
world. All other trademarks used herein are the property of their respective owners.  For the most up-to-
date listing of RSA trademarks, go to http://www.emc.com/legal/emc-corporation-trademarks.htm. 

License Agreement  

This software and the associated documentation are proprietary and confidential to EMC, are furnished 
under license, and may be used and copied only in accordance with the terms of such license and with 
the inclusion of the copyright notice below. This software and the documentation, and any copies 
thereof, may not be provided or otherwise made available to any other person.  

No title to or ownership of the software or documentation or any intellectual property rights thereto is 
hereby transferred. Any unauthorized use or reproduction of this software and the documentation may 
be subject to civil and/or criminal liability. 

This software is subject to change without notice and should not be construed as a commitment by 
EMC.  

Third-Party Licenses  

This product may include software developed by parties other than RSA. The text of the license 
agreements applicable to third-party software in this product may be viewed on the product 
documentation page on RSA Link. By using this product, a user of this product agrees to be fully bound 
by terms of the license agreements. 

Note on Encryption Technologies 

This product may contain encryption technology. Many countries prohibit or restrict the use, import, or 
export of encryption technologies, and current use, import, and export regulations should be followed 
when using, importing or exporting this product. 

Distribution 

Use, copying, and distribution of any EMC software described in this publication requires an applicable 
software license. EMC believes the information in this publication is accurate as of its publication date. 
The information is subject to change without notice. THE INFORMATION IN THIS PUBLICATION IS 
PROVIDED "AS IS." EMC CORPORATION MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND 
WITH RESPECT TO THE INFORMATION IN THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED 
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.  

http://www.emc.com/legal/emc-corporation-trademarks.htm
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Preface 
This guide provides the user with an overview of an out-of-the-box (OOTB) Generic Connector that can 

use a RESTful API to communicate with any Cloud/On-Premises endpoint. The endpoint must support a 

REST API for provisioning and de-provisioning of entities. The guide helps the user understand all the 

required configurations, parameters, and mappings of different attributes between the connector and 

any RESTful API supported system. This guide includes use cases and troubleshooting tips.  

Supported RSA Identity Governance and Lifecycle versions:  

 Identity Management & Governance version 6.9.1 Patch 14 or later 

 RSA Identity Governance and Lifecycle version 7.0.0 Patch 02 and later 

Audience 
This guide is intended for the users of RSA Identity Governance and Lifecycle, including security 

administrators. Any system supporting the RESTful protocol can be integrated with RSA Identity 

Governance and Lifecycle using this generic connector.   

In This Guide 
 Introduction to RESTful Web Services 

 How to configure the RSA Identity Governance and Lifecycle RESTful Connector for any endpoint 

supporting Restful Web Services API 

 How to use the Login Capability to generate a session token 

 

  



 
 

 
RSA Identity Lifecycle and Governance | Generic RESTful Web Service Connector Application Guide 

 

6 

 

 Introduction to RESTful Web Services  
 

RESTful Web Services operations 
Web Service APIs that adhere to the REST architectural constraints are called RESTful APIs. HTTP-based 

RESTful APIs are defined with these aspects: 

 Base URI, such as http://example.com/resources/ 

 An Internet media type for the data. This is often JSON but can be any other valid Internet 

media type (e.g., XML, Atom, microformats, images, etc.) 

 Standard HTTP methods (e.g., GET, PUT, POST, or DELETE) 

 Hypertext links to reference state 

 Hypertext links to reference related resources 

 

RESTful API HTTP methods 
Collection URI 
e.g.: http://api.example.com/resources/ 

 

 GET: List the URIs and perhaps other details of the collection's members.  

 PUT: Replace the entire collection with another collection. 
 POST: Create a new entry in the collection. The new entry's URI is assigned automatically and is 

usually returned by the operation. 

 DELETE: Delete the entire collection. 
 

 

Element URI 
e.g.: http://api.example.com/resources/item1 

 

 GET: Retrieve a representation of the addressed member of the collection, expressed in an 
appropriate Internet media type. 

 PUT: Replace the addressed member of the collection, or if it does not exist, create it.  

 POST: Treat the addressed member as a collection in its own right and create a new entry in it.  
 DELETE: Delete the addressed member of the collection. 

 
 

Please note that, use of these methods depends on how the endpoint implements the RESTful API. For 

example, DELETE can be used to disable an account, or for the same purpose, PUT/POST can be used. To 

use these APIs with the RSA Identity Governance and Lifecycle RESTful Web Services Connector, you 

http://api.example.com/resources/
http://api.example.com/resources/item1
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must study the endpoint API implementation and then find the mapping of each command with the 

Connector capability. 

RSA Identity Governance and Lifecycle RESTful Web Services Connector supports all the standard HTTP 

methods. Refer below table to know more about these methods being used from the Connector. 

Supported HTTP methods Operation 

PUT / POST 

Create: In most of the cases for the RSA Identity Governance and Lifecycle 

RESTful Web Services Connector, POST or PUT can be used. 

e.g. Create an Account, Create a Group, Create a Role etc. 

GET 

Read (Retrieve): This can be used to get some data from the endpoint.  

e.g.  During Login call getting Authentication/Session token from the end 

point. 

PUT / PATCH 

Update (Modify): in most of the cases for the RSA Lifecycle and Governance 

RESTful Web Services Connector, PUT/PATCH can be used. 

e.g. Reset an Account Password, Update a Group, Change Profile for a Role 

etc. 

DELETE 

Delete (Destroy): This can be used to remove the element from the endpoint, 

RSA Identity Governance and Lifecycle RESTful Web Service Connector 

commands like Delete an Account, Groups, Roles etc. can make use of this 

method  

 

 

Request Headers 
There are several standards that define the required fields. An application can define any number of 

custom fields. 

Some sample headers just for the reference: 

https://en.wikipedia.org/wiki/PUT_(HTTP)
https://en.wikipedia.org/wiki/POST_(HTTP)
https://en.wikipedia.org/wiki/GET_(HTTP)
https://en.wikipedia.org/wiki/PUT_(HTTP)
https://en.wikipedia.org/wiki/PATCH_(HTTP)
https://en.wikipedia.org/wiki/DELETE_(HTTP)
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Header Field Name Example Description 

Accept text/plain   
application/json 
 

Content-Types that are acceptable for 
the response of particular REST API call 

Content-Type application/x-www-form-urlencoded 
application/json 

The MIME type of the body of the 
request (used with POST and PUT 
requests) 
 

Authorization Authorization: 
OAuth realm="http://example.test/", 
 
oauth_consumer_key="ujdu827du2", 
oauth_token="klfiud8726jyudj2", 
oauth_signature_method= 
"HMAC-SHA1", 
 

Authentication credentials for HTTP 
authentication.  
 

Accept-Language Accept-Language: en-CA List of acceptable human languages for 
response 

Accept-Charset Accept-Charset: utf-8 
 

Character sets that are acceptable 

Accept-Encoding Accept-Encoding: gzip, deflate 
 

List of acceptable encodings 

 

Request Body 
This is the request data where user can specify parameters required to perform operation on the 

specified element in URI. This can be in the form of JSON or XML. 

Example:  

XML format: 

<request> 

  <account>spiderman<account> 
  <name> Peter Parker</name> 

</request> 
 

 
JSON format: 
 

{ 
"Account":  { " user_id ":" spiderman ", " name ":"Peter Parker" },  "password":"ITrustMyBarber" } 
} 
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Using RSA Identity Governance and Lifecycle RESTful 

Web Service Connector 
 

This connector can be used to communicate to any endpoint that provides a RESTful API set.  For 

example, ServiceNow, Salesforce or RSA Identity Governance and Lifecycle itself. 

Configuration 
The configuration of the Connector is completed through a number of screens. This section helps you 

enter the values for each screen. 

The Connector configuration is made up of three sections: 

1. Configure General Settings– General details about the Connector’s name, type, etc. 

Field Name Value 

Name <Connector instance name> 

Description <Connector instance description> 

Server Select available AFX server 

Connector 
Template 

RESTful Web Service 

State Test/Active  

Note: When connector testing is completed, change the state to Active. No 
automated provisioning will occur while in the Test state.  Prior to changing to the 
Active state, RSA recommends that you test all enabled commands using the 
Test Connector Settings and check Connector Capabilities. 

Export As Template Use this field to define the name of this connector export zip file, it will get used 
while exporting connector instance 

 

2. Configure Connection Settings – The connection settings are required to connect RSA Identity 
Governance and Lifecycle to an endpoint application. 
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Field Name Value 

Connection Details 

Scheme <Scheme to use to access the RESTful web service> 

(If “https” is selected then manually import the endpoint public certificate into 
AFX’s JAVA cacerts keystore.) 

Host <Host name or an IP address to the server> 

Port <Port Number to the server> 

Authentication Type 
<Authentication scheme required to access the Rest service, Select Basic if the 

endpoint requires credentials, or, select None if the endpoint does not require 

authentication. For OAuth 2.0, Authentication Type is not applicable> 

Note that this feature is available in 6.8.1 Patch-14, 6.9.1 Patch-02 and above. 

Username <Username for the basic authentication> 

Password <Password for the basic authentication> 

Parameters applicable for OAuth 2.0 authentication only 

All these parameters are mandatory if the endpoint supports OAuth2.  

It is mandatory to generate OAuth2 access token for endpoints supporting OAuth2.0 (also appropriate 
configurations like “Client Secret”, “Authorization URL” need to be ensured at endpoint). Hence after 
entering these OAuth2 fields, click on the “Get OAuth 2.0 Access Token” button to acquire the access 
token. If the OAuth2 Access Token is not generated, the capabilities (in the next section) will fail.  

Make sure that valid callback url is set while configuring oauth2 application at the endpoint.  

ClientId <Client ID of registered application> 

Client Secret <Client Secret of registered application> 

Authorization URL <Authorization URL of the endpoint to get authorization code from > 
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Access Token URL <Token endpoint URL to get the access token from > 

Login Email <email id of the endpoint instance> 

Access Token Expiry <Default access token expiry time if the endpoint does not access token return 

expiry time > 

Response related parameters 

FollowRedirects <If checked and the RESTful web service call is a GET, redirects will be 
followed> 

ResponseTimeout <The number of milliseconds to wait for a response (default is 10000)> 

Asynchronous callback check if RESTful API is supporting this functionality 

Asynchronous 
callback? 

<If checked, after a successful response from the web service, AFX will wait for 
a callback> 

Proxy Settings 

Proxy Host <Hostname of the proxy server> 

Note: Proxy settings are available in 6.9.1 Patch-02 and above. 

Proxy Port <Port of the proxy server> 

Note: Default Proxy Port is 0 if server doesn’t require Proxy to connect 
Endpoint. 

Proxy User Name <User name for the proxy server> 

Proxy Password <Password for the proxy server> 
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3. Configure the Capabilities – Capabilities define the provisioning/de-provisioning operations that can 
be performed on the endpoint using this connector. The following table shows list of capabilities 
specific to Account, Group and Role(Application Role) supported by this connector: 

Account 
Create an Account 
Delete an Account 
Reset an Account Password 
Add Account to Group 
Remove Account from Group 
Enable an Account 
Disable an Account 
Update an Account 
Lock an Account 
Unlock an Account 
Add Application Role to Account 
Remove Application Role from Account 
Add Role to Account 
Remove Role from Account 
Add Entitlement to Account 
Remove Entitlement from Account 

Group 
Create a Group 
Delete a Group 
Update a Group 
Add Entitlement to a Group 
Remove Entitlement from a Group 
Add Application Role to a Group 
Remove Application Role from a Group 
Add a Group to a Group 
Remove a Group from a Group 

Role 
Add Application Role to an Application Role 
Remove Application Role from an Application Role 
Add Entitlement to an Application Role 
Remove Entitlement from an Application Role 
Create a Role 
Delete a Role 
Change Profile for a Role 
Disable a Role 
Enable a Role 
Add an Application Role to a Role 
Remove an Application Role from a Role 
Add an Entitlement to a Role 
Remove an Entitlement Role from a Role 
Add a Group Entitlement to a Role 
Remove a Group Entitlement from a Role 
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Additionally, the following capabilities are also supported by this connector: 

 Login 
 Change a Data Resource 

 
Each capability listed above has the same configurations, which can be changed according to the 

endpoint’s RESTful API. The following section describes how to configure these capabilities.  

Capability Settings 
 Provide input parameters 

o Input parameters are used to send data to endpoint. 

o For example for CreateAccount capability, we may require to send username, email, and 

password like basic parameters. Values are associated using CreateAccount capability 

input parameters. 

 Provide output parameters 

o Output parameters are used to hold the value returned by the RESTful API. 

o For example for CreateAccount capability, to add an output parameter, click on Add 

More button, update all required fields, and then select the Mapping attribute from the 

dropdown. 

 

 

o After you add an output parameter, you need to configure this output parameter value 

(which will come from the RESTful web service API response) in the new section displayed at 

the bottom of this page. See the Response handling section for details. 
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 Provide input to command code section 

 

 
 

 

In the same section provide input for request headers and request body as shown below: 

 

 
 

Response Handling 
The response to the command call will be a RESTful Web Service API response message. Use this section 

to create proper response for the following fields: 

 Status Code  

 Brief Response 

 Detailed Response 

 

For Expression Type, select Status code, XPath, jsonPath or RegEx to evaluate the appropriate response 

fields. 
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If output parameter(s) is configured then depending on the type of response i.e. JSON or XML its value 

should be configured. For example: 

1. If response is in JSON format for the REST API create account request as shown below: 

Request: https://test-server.com/rest/account 

HTTP Method: POST 

Request body:  

{"firstname":"test", "lastname": "demo", “username”: “test”, "Password": "test123"} 

JSON response: 

{ 

   "RequestedObject": { 

      "Id": 3198 

   }, 

   "IsSuccessful": true 

} 

 Above JSON response needs to be parsed in order to get the value for output parameter as 

shown below: 

 

2. If response is in XML format for REST API create account request as shown below: 

Request: https://test-server.com/rest/account 

HTTP Method: POST 

Request body:  

<request-body> 

   <Password>test123</Password> 

   <firstname>test</firstname> 

   <lastname>demo</lastname> 

   <username>test1</username> 

</request-body> 

https://test-server.com/rest/account
https://test-server.com/rest/account
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XML response: 

<result> 

   <IsSuccessful>true</IsSuccessful> 

   <RequestedObject> 

      <Id>3198</Id> 

   </RequestedObject> 

</result> 

Above XML response needs to be parsed in order to get the value for output parameter as 

shown below: 

 

  

Using the Login capability 

To communicate to some of the REST endpoints, you must obtain a Session token or Login token. 
The token needs to be provided with each and every capability header or in the request body. 

To make sure you get this Session Token before running any capability, this connector executes its 
Login capability implicitly when the “Generate Session Token” check box is checked for the 
capability.  

 

 

This Login capability generates a new Session Token and passes it to all the capabilities using the 
output parameter functionality of this Connector.  
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By default, this output parameter is set and named as “SessionToken”. This is a Read-Only 
parameter; should not change these settings. Note that, the “Mapping” field of this output 
parameter should be blank. 

This SessionToken output parameter is configured in such a way that it will parse the response from 
the Login Post request and get the token from the JSON path configured as shown below. 

 

 
 

 

Example 
RSA Identity Governance and Lifecycle provides support for the RESTful web services shown in this 

use case. You can easily try it with the existing RSA Identity Governance and Lifecycle instance. If you 

have any other endpoint, then that can also be verified with this connector. 

1) Enable RSA Identity Governance and Lifecycle Web service support (Just to demo the RESTful 

connector): 
a. Log in to RSA Identity Governance and Lifecycle instance from the browser. 

b. Go to Admin > Web Services. 

c. If the Web Services Interface shows status OFF, then click EDIT and turn on the Web 

Service Interface. 

2) Set up the RESTful Connector: 

a. Go to AFX > Connectors. 

b. Click the Create Connector button. 

c. On the General tab, provide parameters as shown below: 

 

Name TestRESTful Connector 

Description This is Test RESTful Web Service Connector 
Server AFX Server (or any other existing server) 
Connector Template RESTful Web Service 

State Test 
Export As Template TestRESTfulConnector 

 

d. Go to the Settings tab and provide parameters as shown below: 
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(Reference: https://<server-ip>:<server-

port>/aveksa/command.submit?cmd=loginUser) 

 

Scheme https 
Host localhost OR <server-ip> 
Port 8443  OR <other server-port if set other than the default one> 

Authentication Type None 
 

For other settings, keep the default values. As this example will not require OAuth2 

authentication, all the OAuth2 related parameters can be safely ignored and remain 

blank. 

 

e. Go to the Capabilities tab. 

f. Select Login Capability. 

g. Add Input parameters using the Add more button under the Command Input Parameter 

section. 

 

 
As shown in the screenshot above, provide values for the newly added parameters: 

 

 UserName can be AveksaAdmin or any other existing RSA Identity Governance 

and Lifecycle user name that has login permission. 

 Provide default value for the Password parameter as well. 

 

h. In the Command code section: 

i. Set Path as: /aveksa/command.submit?cmd=loginUser 

ii. Select Method as Post. 

 

i. In the same section, set the Request header as shown below: 

i. Set Content-Type as: application/xml 

ii. Set Request body as: 

<username>${UserName}</username> 

<password>${Password}</password> 
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j. Set Status Code, Brief Response and Detail Response’s Expression Type as “Status 

Code”. 

 

k. For the SessionToken only, provide different parameters: 

Select Expression Type as “Regex” and put Expression as “token”. 

 

 
 

l. Save the Connector. 

After completing this configuration, if you go to any other capability of the same connector 

and select the check-box “Generate Session Token” then this configured login capability will 

be executed implicitly and the session token will be available to use in request header or 

request body for each capability. 

 

Making use of “Add More Parameters” functionality 
 

It is a standard practice to provide common parameters across all the RESTful Web Services commands 

to be used in the request body or the request header, for example, user names and password or a one-

time generated login token. 

To use the common parameters, each capability needs to have the same value, which can be difficult to 

maintain if there are changes to the endpoint. If these values are provided directly on the capability, 

such as through hard coding, then if there is a change, you may have to change it for each and every 

capability separately. 

To avoid these efforts, the RESTful Connector provides functionality that lets you add parameters of a 

certain type to use on any capability. Changing values for such a parameter would just require making a 

change in one place (from user’s point of view). 

On the Settings tab, Click the Add New Parameter button and provide all the required parameters as 

shown in below table: 
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Field Names 

 
Description 

Name Name of this new parameter; note that this name 
used when referring to the newly added 
parameter with capability. (Should not contain 
spaces.) 

Display Name Display name will be shown on the Connector’s 
setting tab. 

Description Short description 

Category You can define any title under which this new 
parameter will get listed on the UI, e.g. Connection 
Details, Proxy Settings Details or any other name 
as per the requirement. 

Type It can be a String, Password, Check Box, Select 
field, Text Area, or Integer. 

Default Value Default value for this parameter 
Required Is this field mandatory? 
Encrypted Select this option to encrypt the value. 
 

There are additional parameters if you need to configure specific field types like Select field or Text area. 

Once these parameters are set, they can be used across the capabilities with placeholder 

${Settings.<Parameter_Name>}. 

Example:  

1. Configure parameter: 
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On OK, it will be displayed in the Settings Panel 

 

2. Once set, it can be used on the capability with place holder ${Settings.TestNewParameter} 

 

At runtime, the Connector replaces its value with the value provided on the Settings tab.  

 

Using the Asynchronous Callback Feature 
 

When to use it 

In some cases, you may need the communication between the RESTful Web Service connector and 

the applications to be provisioned to have more control over endpoint maintenance schedules or 

request throttling.  

To update the capability status, normally the connector issues a callback to the main product engine 

after its communication with the endpoint has completed, but in this use case, if the communication 

with the endpoint is successful, the connector waits for an asynchronous callback from the remote 

system before issuing a callback to the main engine. 

Note that if the initial communication with the endpoint is not successful, as defined in the RESTful 

web service connector configuration, the "synchronous" callback to the main engine will be 

executed with the status captured from endpoint and the asynchronous callback will not be 

expected nor processed. 
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How to enable it 

The RESTful Web Service Connector has a settings checkbox for enabling asynchronous callbacks,  

and the configuration has a variable ${AfxAsyncCallbackUrl} which can be used to supply the specific 

callback URL to the endpoint.  

This URL contains the Connector (AFX) message id and is the only context/state about the request 

that the endpoint needs to maintain. If the request to the endpoint is unsuccessful, the normal 

callback will be issued. Otherwise the original request is saved on the AFX side in order to be 

retrieved once the asynchronous callback occurs. 

Once the remote endpoint has finished processing the request, it must POST a specified XML or 

JSON formatted request body that provides the status/outcome of the provisioning operation to the 

callback URL. 

AFX retrieves the original request using the AFX message id in the callback URL, updates the 

response section of the AFX message with the status information provided in the request body, and 

issues a callback to main engine. 

Configuring the Connector for asynchronous callback handling 

Following section describes how to configure asynchronous callback for a RESTful web service 

connector: 

1. The asynchronous callback variable ${AfxAsyncCallbackUrl} must be used in a request body or 

headers that specifies the URL where asynchronous callbacks are posted. This callback URL uses 

the HTTP scheme, so no sensitive information should be sent in the request body. Since the 

intent of this callback is solely to communicate the status of the request processing, it should 

not require any sensitive information. 

Example request body: 

<request> 

     <!-- <account>${Account}</account> or other elements here --> 

     <callback>${AfxAsyncCallbackUrl}</callback> 

</request> 
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2. The global properties that define the host and port for the asynchronous callback and the 
directory where the original requests are stored.  These settings are global and apply to all 
RESTful web service Connectors that have asynchronous callback enabled.  

These properties are found in afx-config.properties file in the below mentioned directory for   
the following AFX versions: 

 

RSA Identity 
Governance and 

Lifecycle Version 

afx-config.properties file location 

6.8.1 AFX/mule/lib/user 

6.9.1 AFX/mule/lib/user 

7.0.0 AFX/mule/lib/user  

7.0.1 and above AFX/esb/lib/user 

 

afx-config.properties file properties: 

 

Property name Default Value Description 

afx.async.callback.host localhost This controls both the host of the inbound 
HTTP endpoint listener in AFX and the host in 

the callback URL. 

afx.async.callback.port 8089 This controls both the port of the inbound 
HTTP endpoint listener in AFX and the port in 

the callback URL. 

afx.async.callback.request.directory apps/AFX-
CMD/callbacks 

This is relative to the ESB home directory 

 

Callback Request 

Once the provisioning request processing has completed on the remote endpoint, a callback must be 

POSTed to the URL provided via the ${AfxAsyncCallbackUrl} variable to indicate the outcome/status of 

the provisioning operation. The request body that’s POSTed back to this callback URL must be JSON if 

you specify a Content-Type header containing application/json or XML otherwise. 
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Callback Fields 

Code:  The value of this field is what is used on the RSA Identity Governance and Lifecycle side to 

determine whether or not the provisioning operation succeeded: 0 indicates success; any other integer 

within Java's integer range [-2147483648 to 2147483647] indicates failure. For JSON the code value can 

be a number or a string. 

Brief: This field contains a short message indicating the result of the operation. The message can be as 

simple as "Success" or "Error." Generally, the brief field should contain a little extra information, 

especially in the case of errors. A good value for the brief field would be the message (not the 

stacktrace) from a Java exception. 

Detailed: The purpose of this field is to contain enough information to aid troubleshooting in the case of 

a failure. The detailed field may be left empty in the case of success; for failures, an appropriate value 

would be a Java exception message along with its stacktrace. The intent of this field is to convey enough 

information to make the cause of the failure clear, or at the very least, easier to track down.  

Example for Callback Request  

JSON — The Content-Type request header must contain application/json in order for the body to be 

parsed as JSON. Any other Content-Type value, or the omission of the Content-Type header entirely, will 

result in the request body being parsed as XML.  

{ 

"code" : "1", 

"brief" : "Failure", 

"detailed" : "Invalid credentials" 

} 

XML — If the Content-Type request header is omitted or is present and does not contain 
application/json, the request body is parsed as XML. 

<status> 

<code>0</code>   

<brief>SUCCESS</brief> <detailed></detailed> 

</status> 

 

Asynchronous Callback Flow 

1) AFX receives a provisioning request for a RESTful web service Connector with asynchronous 

callbacks enabled. 
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2) AFX constructs the asynchronous callback URL based on the AFX message id and the properties 

within afx-config.properties, and substitutes it for all ${AfxAsyncCallbackUrl} variables within the 

request body and request headers. 

3) AFX issues the request to the remote RESTful web service and processes the response for success or 

failure based on the command configuration. 

 

On failure: The normal RSA Identity Governance and Lifecycle callback process is executed, and the 

status is extracted from the web service (again based on the command configuration) and supplied 

in the callback. 

 

On success: AFX skips the RSA Identity Governance and Lifecycle callback and writes the current AFX 

request message to an XML file with the AFX message id (same as the one in the callback URL) as the 

name with a .xml extension. This file is written to the directory specified by the 

afx.async.callback.request.directory property in the afx-config.properties file. 

 

4) When AFX receives the asynchronous callback, it parses the request body as specified above to 

extract the remote operation's status, extracts the AFX message id from the request URL and uses it 

to load the original request file created in the last step, and replaces the response section of that 

original request with the status that was extracted from the async callback request body. This 

modified AFX request message is then passed along to the normal RSA Identity Governance and 

Lifecycle callback process. 

Tips & Troubleshooting 
 

 Standard HTTP response codes: Following table shows standard responses, with error codes, for 
the RESTful Web Services. It may vary based on the actual API implementation. Use this table to 
troubleshoot issues related to the endpoint while using this connector. These errors can be 
observed in Server log files when the connector is in Active mode and from the UI while testing 
capabilities, when the Connector is in Test mode: 

For this connector, these errors can be observed in the Server log files here:  

For 7.0.1 and later: $AFX_HOME/esb/logs/esb.AFX-CONN-<connectorName>.log. 

For 6.9.1 and later: $AFX_HOME/mule/logs/mule.AFX-CONN-<connectorName>.log. 

 

 

Expected Condition HTTP 

Response 

Code 

Meaning Example 
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The business process succeeded or 

failed in an expected way 

200 Success Request for non-existent 

entity (user, group, role etc.) 

A system process failed (at a deeper 

level than the business process) 

400 bad request A deserialization exception is 

thrown or malformed request 

body 

Invalid session 401 Unauthorized Invalid or incorrect session 

token in request header 

User requests resource to which 

they do not have permission 

403 Forbidden The user requests a user but 

does not have read access to 

the module 

User attempts to POST content 

using the PUT URI or vice versa 

403 Forbidden The user attempts to save 

changes to an existing group 

record using the POST URI on 

the group controller 

No route matching the requested 

URI is round 

404 Not Found The user requested a URI that 

has no corresponding route to 

map it to a controller 

 

 It is important that the endpoint supports REST API. Also, the endpoint should be accessible from 
the location where RSA Identity Governance and Lifecycle server (AFX) is running. 

To verify this, make use of any REST Client (available for free on the internet) and try any RESTful 
command from the endpoint’s documentation, then check the response. The command should 
return status 200 OK. 

 The RESTful Connector supports SSL configuration and allows communication over HTTPS 
protocol. To use secured communication, make sure that the default keystore has the endpoint 
certificates added. If chain of certificates or intermediate certificates is required to reach the 
endpoint from the RSA Identity Governance and Lifecycle instance, ensure that the default 
keystore has all the required intermediate certificates as well. 

If the valid certificates are not in the proper keystore, an SSLHandshakeException is displayed: 

 

javax.net.ssl.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX path 
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building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find 
valid certification path to requested target 

This connector refers to the default certificate location, for example,   
$JAVA_HOME/jre/lib/security/cacerts 

Steps to import Certificate in Java cacerts.  

1. Make sure you have set JAVA_HOME in AFX Server.  

2. Download/retrieve Endpoint Certificate and Certificate Authority (only if required) certificates in 
PEM format and save them at some location e.g. /tmp 

3. Add certificates in cacerts by using keytool command: 

keytool -import -file  /tmp/certificate.pem  -alias certificate_alias  -keystore 
$JAVA_HOME/jre/lib/security/cacerts  –storepass changeit 

 
Also import Authority certificate in Java Cacerts if required. 
 

 

4. Restart the ACM and AFX Server. 
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