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Preface

About This Guide

This guide provides recommendations and procedures to deploy RSA Identity Governance and Lifecycle in an
Amazon Web Services (AWS) environment. The purpose of this document is to provide RSA customers with a
summary of sample test results associated with its performance using RSA Identity Governance and Lifecycle
7.1.1in an AWS environment.

Although each customer environment and deployment is unique, this document outlines a common set of use
cases, tests, and the performance numbers associated with them, and serves as a useful guideline for
deployments. Results may vary based on resources allocated, instance types chosen, and where the data
centers are situated compared to the users. Also, the AWS console continues to evolve, and while this guide
provides high level steps, some of the steps and instance types may evolve over time.

Documentation Set

The latest product documentation is always available at
https://community.rsa.com/community/products/governance-and-lifecycle.

Document Description

Release Notes What's new in the release, fixed issues, known issues and workarounds.

Installation Guide Product installation instructions.

Upgrade and Migration Guide Instructions for upgrading your product version and data.

Database Setup and Management
Guide

Instructions for setting up and managing a customer-supplied Oracle
database for RSA Identity Governance and Lifecycle.

Configuring WildFly Clusters
Instructions to set up and configure a WildFly application server cluster
in an RSA Identity Governance and Lifecycle deployment.

Online Help All concepts and instructions you need to configure and use the product.

Administrator's Guide
How to configure and manage RSA Identity Governance and Lifecycle.
Contains a subset of the information provided in the Online Help.

Public Database Schema Reference The public view of the database schema.

Support and Service

You can access community and support information on RSA Link at
https://community.rsa.com/community/products/governance-and-lifecycle. RSA Link contains a
knowledgebase that answers common questions and provides solutions to known problems, product
documentation, community discussions, and case management.

You can also access the RSA Identity Governance and Lifecycle community at
https://community.rsa.com/community/products/governance-and-lifecycle/client-partner-community. This
private community is only available to RSA Identity Governance and Lifecycle customers, partners, and internal
RSA staff.
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Chapter 1: Overview

This guide provides instructions for deploying a standalone RSA Identity Governance and Lifecycle deployment
in an Amazon Web Services (AWS) environment and configuring clustering between multiple nodes in AWS.

This guide is intended for RSA Identity Governance and Lifecycle installers and administrators. To follow these
procedures, users must have the appropriate network and administrative permissions to install and configure
the RSA Identity Governance and Lifecycle application and familiarity with AWS.

An AWS deployment of RSA Identity Governance and Lifecycle comprises the following components:

l A remote Oracle database deployed using an Amazon Relational Database Service (RDS) instance. The
remote database must adhere to the same requirements specified in the RSA Identity Governance and
Lifecycle Database Setup and Maintenance Guide.

l One or more RSA Identity Governance and Lifecycle nodes deployed on Amazon EC2 instances.

l A Virtual Private Cloud (VPC) to allow communication between the nodes and the database.

Deployment Overview

The high-level steps to deploy RSA Identity Governance and Lifecycle in an AWS environment are:

1. Configure an Amazon Virtual Private Cloud (VPC). For more information, see documentation provided by
Amazon.

2. Provision an Amazon RDS Instance for the RSA Identity Governance and Lifecycle database. For more
information, see Deploy a Standalone Instance on page 9.

3. Provision an EC2 Instance. For more information, see Deploy a Standalone Instance on page 9.

4. Configure the AWS environment for a standalone/single-node RSA Identity Governance and Lifecycle
installation. For more information, see Deploy a Standalone Instance on page 9.

5. In a deployment with multiple RSA Identity Governance and Lifecycle nodes, configure clustering
between nodes. For more information, see Clustering on AWS on page 15.

Requirements

The following tables list the requirements for deploying RSA Identity Governance and Lifecycle in an
AWS environment.

Database Requirements

Database engine version
Oracle 12.1.0.2 (v16 or higher) and 12.2.0.1 are supported. 

Oracle 12.2.0.2 and higher is not supported.

Database instance class r4.2xlarge or better

Allocated storage 60 GB or more

EC2 Instance Requirements

Amazon Machine Image (AMI) SUSE Linux Enterprise Server 12 SP3
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Instance Type t2.xlarge or better

Storage

20 GB or more

Note: 20 GB is the minimum space required by RSA Identity
Governance and Lifecycle and your deployment may require
additional storage depending on your environment.

RSA bases these requirements and recommendations on internal performance testing. For more information on
these performance tests and metrics, see Performance Metrics on page 32.

Related Documentation

For additional information, refer to the following documentation:

l RSA Identity Governance and Lifecycle Installation Guide

l RSA Identity Governance and Lifecycle WildFly Clustering Guide

l RSA Identity Governance and Lifecycle Database Setup and Maintenance Guide
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Chapter 2: Deploy a Standalone Instance

Provision an Amazon RDS Instance

You must provision an Amazon Relational Database Service (RDS) instance for the RSA Identity Governance and
Lifecycle database. The following procedure indicates fields that have specific requirements to configure an RSA
Identity Governance and Lifecycle database. Fields in the Amazon RDS console that are not listed here should be
configured as appropriate for your environment.

For more information about configuring a database for RSA Identity Governance and Lifecycle, see the RSA
Identity Governance and Lifecycle Database Setup and Management Guide.

Before you begin

l You must have a license for an Oracle 12.1.0.2 (v16 or higher) or 12.2.0.1 database. Oracle 12.2.0.2 
or higher is not supported.

l You must have a Virtual Private Cloud (VPC) configured, where you will deploy the RSA Identity 
Governance and Lifecycle nodes.

l The parameter group for the database must include the following Oracle init-parameter: _fix_ 
control='17376322:OFF'.

Note: RSA Identity Governance and Lifecycle as deployed in an AWS environment is not compatible with Oracle
Statspack.

Procedure

1. In the AWS console for RDS, click Create Database.

2. Select Oracle and the edition for your Oracle license.

3. Under Choose use case, select the appropriate use case for your deployment.

4. In the Instance specifications section, enter the following details:
Field Details

License model bring-your-own-license

DB engine version
Oracle 12.1.0.2 (v16 or higher) and 12.2.0.1. 
Oracle 12.2.0.2 and higher is not supported.

DB instance class r4.2xlarge or better

Allocated storage At least 60 GB

5. In the Settings section, enter the following details:
Field Details

DB instance identifier Enter a unique identifier

Master username avuser

Master password secret123

Confirm password secret123

6. ClickNext to proceed to the Configure Advanced Settings page.

Chapter 2: Deploy a Standalone Instance 9
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7. In the Network & Security section, provide the details for your Virtual Private Cloud (VPC). The RDS must
be configured to connect to the VPC where the RSA Identity Governance and Lifecycle nodes are
deployed.

8. In the Database options section, enter the following details:
Field Details

Database name AVDB

Port 1555

DB parameter group

Indicate a parameter group that meets the
database requirements specified in the RSA
Identity Governance and Lifecycle Database
Setup and Management Guide.

Note: Ensure that the parameter group
includes the following Oracle init-parameter: _
fix_control='17376322:OFF'.

Option group

Specify an option group that meets the database
requirements specified in the RSA Identity
Governance and Lifecycle Database Setup and
Management Guide.

Ensure that the option group specifies the
correct timezone for the instance.

Character set name AL32UTF8

9. Configure the Encryption, Backup, Monitoring, Log exports, and Maintenance sections as appropriate for
your environment.

10. Click Create Database.
A notification appears when database creation is complete, and the new instance is displayed in the list
of DB instances.

After you finish

l Record the location of the instance, which is needed to deploy the EC2 instance where you configure RSA
Identity Governance and Lifecycle. Click the name of the instance on the RDS console to open the
instance details, and the location is provided in the Endpoint field.

l In SQLDeveloper, as AVUSER, use the following command to set the Oracle instance timezone:

exec rdsadmin.rdsadmin_util.alter_db_time_zone(p_new_tz =>
'timezone');

Where timezone is the same timezone that was selected in theOption group.

l Shut down the application server, remove the AVPERF data source from the WildFly configuration, and
start the application server.

Provision an EC2 Instance

Perform this procedure to provision an Amazon EC2 instance, on which you deploy the RSA Identity Governance
and Lifecycle software.

10 Chapter 2: Deploy a Standalone Instance
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Before you begin

l You must have a Virtual Private Cloud (VPC) configured, where you will deploy the RSA Identity
Governance and Lifecycle nodes.

l Provision an RDS instance that is configured to communicate with your VPC.

Procedure

1. In the AWS Console, open the EC2 Dashboard and click Launch Instance.

2. In the Choose an Amazon Machine Image (AMI) section, select SUSE Linux Enterprise Server 12
SP3.

3. In the Choose an Instance Type section, select an instance type that is t2.xlarge or better.

4. ClickNext: Configure Instance Details.

5. In the Configure Instance Details section, provide the appropriate details for your environment.

6. ClickNext: Add Storage.

7. Click Add New Volume and add a storage volume of type root that provides at least 20 GB of storage.

Note: 20 GB is the minimum space required by RSA Identity Governance and Lifecycle, and your
deployment may require additional storage depending on your environment.

8. ClickNext: Add Tags.

9. Click Add Tag and specify the appropriate key pair for your environment.

10. ClickNext: Configure Security Group.

11. Click Add Rule and add the appropriate security group details for your environment.

12. Click Review and Launch.

13. On the Review Instance Launch screen, review the EC2 instance details. If correct, click Launch.

14. In the pop-up, specify the SSH key pair to use for aveksa.pem. You can specify an existing key pair or
create a new one here.
A notification appears when instance creation is complete, and the new instance is listed in the EC2
Dashboard of the AWS Console.

Configure AWS Environment for a Standalone RSA Identity
Governance and Lifecycle Installation

Perform the following steps to configure the AWS environment for the standalone RSA Identity Governance and
Lifecycle installation, and to perform the installation.

Before you begin

l Ensure that the Amazon RDS has been provisioned and the remote Oracle database has been set up. For
more information, see Provision an Amazon RDS Instance on page 9 and the RSA Identity Governance
and Lifecycle Database Setup and Management Guide.

l Provision an Amazon EC2 instance. For instructions, see Provision an EC2 Instance on page 10.

l Ensure that you meet the prerequisites for installing RSA Identity Governance and Lifecycle. For more
information, see the RSA Identity Governance and Lifecycle Installation Guide.

Chapter 2: Deploy a Standalone Instance 11
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Procedure

1. Use the following command to SSH into the EC2 instance as ec2-user with the aveksa.pem key and
copy~ec2-user/.ssh/authorized_keys to root:

sudo -i
mkdir ~root/.ssh
cp ~ec2-user/.ssh/authorized_keys ~root/.ssh
chmod -R go-rwx ~root/.ssh

2. SSH as root, and use the following command to set the appropriate timezone for your deployment:

unset DISPLAY; yast2 timezone

3. Use the following commands to provision the oracle user:

oracle_pass=$(perl -e 'print crypt($ARGV[0], "password")' secret)
/usr/sbin/groupadd --gid 500 oinstall
/usr/sbin/useradd -m --uid 500 -g oinstall -p $oracle_pass oracle
su - oracle -c "touch /home/oracle/setDeployEnv.sh"
mkdir ~oracle/.ssh
cp ~ec2-user/.ssh/authorized_keys ~oracle/.ssh
chmod -R go-rwx ~oracle/.ssh
chown -R oracle:oinstall ~oracle/.ssh

4. Install the following prerequisite packages for SUSE Linux Enterprise Server 12 SP3:
Component Details

OpenJDK 1.8:
java-1_8_0-openjdk
java-1_8_0-openjdk-devel
java-1_8_0-openjdk-headless
javapackages-tools

Install these packages using the following command as the root
user:

zypper in java-1_8_0-openjdk-devel

OpenJDK 1.8 requires the following packages:

l libasound2

l libFLAC8

l libfreebl3

l libgif6

l libjpeg8

l libjson-c2

l liblcms2-2

l liblua5_2

l libogg0

l libpulse0

l libsndfile1

l libsoftokn3

l libspeex1

l libvorbis0
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Component Details

l libvorbisenc2

l libXcomposite1

l libXi6

l libXrender1

l libxslt-tools

l lua

l mozilla-nss

Oracle SQL*Plus Instant Client:

oracle-instantclient12.2-basic-
12.2.0.1.0-1.x86_64.rpm

oracle-instantclient12.2-sqlplus-
12.2.0.1.0-1.x86_64.rpm

Download this utility from Oracle at
http://www.oracle.com/technetwork/database/database-
technologies/instant-client/overview/index.html.

Use the following commands to duplicate the installed sqlplus64
utility into sqlplus, and to copy the shared libraries from sqlplus64
to ldconfig:

ln -s /usr/bin/sqlplus64
/usr/bin/sqlplus

echo
"/usr/lib/oracle/12.2/client64/lib"
> /etc/ld.so.conf.d/oracle.conf

chmod a-wx
/etc/ld.so.conf.d/oracle.conf

ldconfig

Required 3rd-party libraries

bea-stax-api-1.2.0-
5.25.2.noarch.rpm

lcms2-2.7-7.2.x86_64.rpm

rhino-1.7-6.25.noarch.rpm

xmlbeans-2.1.0-2.27.noarch.rpm

The following RSA Identity
Governance and Lifecycle installer
components:

instantclient-basiclite-linux.x64-
12.1.0.2.0.zip

instantclient-sqlplus-linux.x64-
12.1.0.2.0.zip

openjdk18_u181.tar.bz2

wildfly-10.1.0.Final.tar
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Note: Transfer all required files for RSA Identity Governance and Lifecycle installation to the
/tmp/aveksa/packages folder and install the RPM files by running the following command: 
zypper in /tmp/aveksa/packages/*.rpm

5. IMPORTANT: Install the latest OS patches and packages by running the following command:

zypper up

Amazon provides important patches for OpenJDK, Network Security Services, Linux Kernel,
OpenSSL and other components that must be installed on the system.

6. Reboot the machine to enable changes and load the new kernel.

7. Transfer the desired RSA Identity Governance and Lifecycle build into the /tmp/aveksa/staging folder.

8. Use the following commands to edit the permissions and ownership of the /tmp/aveksa directory:

chown -R oracle:oinstall /tmp/aveksa

find /tmp/aveksa -type f -name '*.sh' -print0 | xargs -0 chmod a+x

9. Load the Aveksa_System.cfg configuration file located in /tmp/aveksa/staging/deploy, and ensure that
the AMAZON_RDS setting is present and has a value of Y.
If the parameter is not present, add it to the beginning of the file with the value of Y.

10. Edit Aveksa_System.cfg to ensure that the following parameters refer to the Amazon RDS instance:
l REMOTE_ORACLE_IP=

l REMOTE_ORACLE_PORT=

l ORACLE_SID=

l AVEKSA_PASS=secret123

11. If the machine is part of a VPC that is not configured to use the DNS hostnames option, edit the
/etc/hosts file to create a new entry for the IP address of the machine. For example, if the IP address is
172.24.216.5, create one entry: "172.24.216.5 ip-172-24-216-5.ec2.internal ip-172-24-216-5".

12. Use the following command to start the installer, and follow the prompts:

cd /tmp/aveksa/staging/deploy; ./install.sh -createschema

Note: For additional EC2 instances that connect to the same RDS instance, run only ./install.sh.

Note: If the installer indicates that there is a missing record in the /etc/hosts file, add the missing
record. If the installer indicates that the noelision libraries are missing, add them as the first line in the
file /etc/ld.so.conf.
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Chapter 3: Clustering on AWS

You can configure a WildFly application server cluster in an RSA Identity Governance and Lifecycle on Amazon
Web Services (AWS). This deployment requires an Oracle Relational Database Service (RDS) instance as the
remote database.

Prerequisites for Clustering in an AWS Environment

Before setting up WildFly clustering in an AWS environment, perform the following tasks.

l Have RSA Identity Governance and Lifecycle installed in a single node format, configured to use Oracle
RDS as the database. For instructions, see Deploy a Standalone Instance on page 9.

l Ensure that the required VPC is correctly configured to allow connectivity between nodes. To confirm
this, try to SSH between RSA Identity Governance and Lifecycle nodes, or telnet to the RDS node on port
1555.

Configure All Nodes

Perform the following procedures on all nodes in the cluster:

l Undeploy aveksa.ear and aveksaWFArchitect.ear

l Stop and Disable Services

l Configure Services for the Cluster

l Configure the Firewall

Undeploy aveksa.ear and aveksaWFArchitect.ear
The WildFly configuration that is set up by the standard install script is deployed in a standalone mode
configuration. The EAR files (aveksa.ear, aveksaWFArchitect.ear) deployed in this configuration are no longer
needed in a cluster configuration. To avoid accidental deployment, conflict, and to conserve space, undeploy
the EAR files.

Log in as oracle on each machine that is going to be part of the cluster, make sure WildFly is running, and run
the undeploy command as follows:

service aveksa_server status

/home/oracle/wildfly/bin/jboss-cli.sh -c --command="undeploy
aveksa.ear"
/home/oracle/wildfly/bin/jboss-cli.sh –c –-command="undeploy
aveksaWFArchitect.ear"

After undeploying each EAR file, verify that the EAR files do not exist by running the following commands:

/home/oracle/wildfly/bin/jboss-cli.sh -c --command="deployment-
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info --name=aveksa.ear"
WFLYCTL0216: Management resource '[("deployment" =>
"aveksa.ear")]' not found

/home/oracle/wildfly/bin/jboss-cli.sh -c --command="deployment-
info --name=aveksaWFArchitect.ear"
WFLYCTL0216: Management resource '[("deployment" =>
"aveksaWFArchitect.ear")]' not found

The output of this command should report that the EAR is not found.

Stop and Disable Services
Stop and Disable AFX Services

If used, AFX services are installed on only one of the servers in the cluster.

1. Identify the server used as the AFX Engine.

2. Log in as AFX_user on that server.

3. Stop the AFX service:

service afx_server stop

4. Log in as root on all other nodes to disable the AFX service with the following commands.

a. Stop the AFX services:

service afx_server stop

b. Unregister the services:

chkconfig afx_server off

c. Remove executable permissions from the service scripts:

chmod 400 /etc/init.d/afx_server

Stop and Disable RSA Identity Governance and Lifecycle Services

Stop and disable RSA Identity Governance and Lifecycle services before you create clustered domain instances.

1. Log in as root on an identified cluster node.

2. Run the following commands.

a. Stop the services:

service aveksa_watchdog stop
service aveksa_server stop

b. Unregister the services:
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chkconfig aveksa_watchdog off
chkconfig aveksa_server off

c. Remove executable permissions from the service scripts:

chmod 400 /etc/init.d/aveksa_watchdog
chmod 400 /etc/init.d/aveksa_server

3. Repeat for every cluster node.

Configure Services for the Cluster
Perform these steps as the root user on all servers that are going to be part of the cluster.

Add and Register the Cluster Aware Service

On all servers (except the remote database) that are going to be part of the cluster setup, complete the following
steps:

1. As the root user, copy the supplied aveksa_cluster file to /etc/init.d.

2. Back up /etc/init.d/aveksa_cluster.

3. Set the permissions on aveksa_cluster using the following command:

chmod 755 /etc/init.d/aveksa_cluster

4. Edit /etc/init.d/aveksa_cluster using a text editor.

5. If the server is a host controller node, change theNODE_TYPE variable to SLAVE.  You can do this by
uncommenting the line#NODE_TYPE=SLAVE and commenting the lineNODE_TYPE=DOMAIN. If the server
is the domain controller, then do not change theNODE_TYPE.  For example:

Domain Controller

NODE_TYPE=DOMAIN
#NODE_TYPE=SLAVE

Host Controller

#NODE_TYPE=DOMAIN
NODE_TYPE=SLAVE
SLAVE_HOST="HostControllerIP"

Where HostControllerIP is the IP address of the host controller.

6. Set theDOMAIN_MASTER variable to the IP address of the domain controller.  For example:

DOMAIN_MASTER="10.101.250.7"

7. Set theHOST_XML_NAME variable to the name of the host.  The name can be found in $AVEKSA_WILDFLY_
HOME/domain/configuration/host.xml as the 'name' attribute of the<host> element.  For example:

HOST_XML_NAME=master

8. Save and close /etc/init.d/aveksa_cluster.
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9. Run the following commands to register the service:

cd /etc/init.d
chkconfig --add aveksa_cluster
chkconfig --level 35 aveksa_cluster on

Determine and Configure JVM Memory Settings for the Cluster

As the root user, run the following command on all servers that will participate in the cluster to determine the
recommended amount of memory for the WildFly heap and meta space. Record the results and use the lowest
setting when updating the aveksa_cluster service.

service aveksa_cluster getmem

The output displays the recommended heap and meta memory values. For example:

Total Memory: 16047 MB
Reserved for OS: 2048 MB
Reserved by AFX: 3072 MB
Available for WildFly: 10927 MB

Recommended Cluster Options Settings (in MB)
WILDFLY_HEAP_MEM: 9287
WILDFLY_PERM_META_MEM: 1639

Edit /etc/init.d/aveksa_cluster in a text editor and set theWILDFLY_HEAP_MEM andWILDFLY_PERM_
META_MEM variables to the recommended values returned by the above command.  For example, using the
lowest common setting:

WILDFLY_HEAP_MEM=9686
WILDFLY_PERM_META_MEM=1709

Save and close /etc/init.d/aveksa_cluster.

Configure the Firewall
Firewalls are disabled on the SLES image provided by Amazon. As an alternate to a firewall, access to the node
can be managed using a combination of an AWS Security Group and a Virtual Private Cloud (VPC) configuration.
AWS provides ability to create a VPC, and access to all nodes within the VPC is controlled by rules specified in
Security Group configuration.

In a clustered environment, the required connectivity can be achieved using either a firewall or a security group
configuration.

The list of TCP ports that need to be opened specifically for cluster communication are 9999, 8080, 7600,
57600. Other ports required for connecting to the node are 21, 22, 1158, 1555, 8443, 8444.

Using Security Groups

Security groups can be configured to have specific ports opened between the source and target IP address
range. Inbound and outbound ports can be configured in the rule to allow the above list of ports.

Using firewall

In the case of an individual firewall:

vi /etc/sysconfig/SuSEfirewall2
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You do not need to open UDP in an AWS network. Include the below ports for TCP under the variable FW_
SERVICES_EXT_TCP:

FW_SERVICES_EXT_TCP="21 22 1158 1555 8080 8443 8444 9999 7600 57600"

/sbin/SuSEfirewall2 on

Configure the Domain Controller

Perform the following procedures only on the node designated as the domain controller:

l Create a Management User

l Configure the Domain Configuration File

l Configure the Host Configuration

l Start the Domain Controller

l Tune WildFly Configuration

l Edit Multicast References in domain.xml

l Include TCP Ping for Discovery

Create a Management User
The domain controller requires a management user to authenticate a host controller. The management user will
be configured on the domain controller. Execute add-user.sh script under /home/oracle/wildfly/bin. The
following are values provided to the various options in the script. RSA recommends that you use a strong
password for your production implementation.

oracle@vm-adap-10:~/wildfly/bin> ./add-user.sh
What type of user do you wish to add?
 a) Management User (mgmt-users.properties)
 b) Application User (application-users.properties)
(a): a

Enter the details of the new user to add.
Using realm 'ManagementRealm' as discovered from the existing
property files.
Username : AveksaClusterAdmin

Password recommendations are listed below. To modify these
restrictions edit the add-user.properties configuration file.
 - The password should not be one of the following restricted
values {root, admin, administrator}
 - The password should contain at least 8 characters, 1
alphabetic character(s), 1 digit(s), 1 non-alphanumeric symbol
(s)
 - The password should be different from the username
Password : <YOUR_PASSWORD_CHOICE>
Are you sure you want to use the password entered yes/no? yes
Re-enter Password : <YOUR_PASSWORD_CHOICE>
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What groups do you want this user to belong to? (Please enter a
comma separated list, or leave blank for none)[  ]:
Leave blank and press Enter
About to add user 'AveksaClusterAdmin' for realm
'ManagementRealm'
Is this correct yes/no? yes
Added user 'AveksaClusterAdmin' to file '/home/oracle/wildfly-
10.1.0.Final/standalone/configuration/mgmt-users.properties'
Added user 'AveksaClusterAdmin' to file '/home/oracle/wildfly-
10.1.0.Final/domain/configuration/mgmt-users.properties'
Added user 'AveksaClusterAdmin' with groups to file
'/home/oracle/wildfly-
10.1.0.Final/standalone/configuration/mgmt-groups.properties'
Added user 'AveksaClusterAdmin' with groups to file
'/home/oracle/wildfly-10.1.0.Final/domain/configuration/mgmt-
groups.properties'
Is this new user going to be used for one AS process to connect
to another AS process?
e.g. for a slave host controller connecting to the master or for
a Remoting connection for server to server EJB calls.
yes/no? yes
To represent the user add the following to the server-identities
definition <secret value="QXZla3NhMTIz" />

Note: Do not use the dollar sign ($) as part of your password. The scripts interpret the symbol as a new
variable and will not be able to read your password as a result.

After you add the user, note the value of the secret. In the previous example, it is "QXZla3NhMTIz". You will
need this secret when configuring the host controllers:

To represent the user add the following to the server-identities
definition: <secret value="QXZla3NhMTIz" />

If you choose a password that does not meet WildFly's current complexity requirements, you may receive
messages similar to the following:

WFLYDM0099: Password should have at least 8 characters! Are you
sure you want to use the password entered yes/no?

Type yes and press return if you want to continue with your current password choice and it will prompt you to
re-enter the same password.

Configure the Domain Configuration File
Edit domain.xml file located at /home/oracle/wildfly/domain/configuration and make the following
changes:

Update Management Timeout

The jboss.as.management.blocking.timeout value defaults to 300 seconds. This property is a timeout on
container stability. If jboss.as.management.blocking.timeout is reached during startup, all applications are
undeployed and the container is shut down.
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The following example shows the commands to set a custom value, such as 900 seconds:

<system-properties>
<property name="jboss.as.management.blocking.timeout"
value="900"/>
</system-properties>

Configure Server Group

Remove all <server-group> entries under the<server-groups> setting and add a new <server-group> as
shown below.

<server-groups>
<server-group name="img-server-group" profile="full-ha">

<socket-binding-group ref="full-ha-sockets"/>
</server-group>
</server-groups>

Update JVM Memory Settings

For optimal performance, add the following settings to the new server group made in Configure Server Group:

<server-group name="img-server-group" profile="full-ha">

<jvm name="default">

<heap size="${jboss.memory.max.heap.size}" max-size="${jboss.memory.max.heap.size}"/>

<jvm-options>

<option value="-server"/>

<option value="-XX:MaxMetaspaceSize=${jboss.memory.max.permgen.size}"/>

<option value="-XX:+UseG1GC"/>

<option value="-XX:+ExplicitGCInvokesConcurrent"/>

<option value="-XX:+ParallelRefProcEnabled"/>

<option value="-XX:+AlwaysPreTouch"/>

<option value="-XX:+UseStringDeduplication"/>

<option value="-XX:InitiatingHeapOccupancyPercent=10"/>

<option value="-XX:+HeapDumpOnOutOfMemoryError"/>

<option value="-XX:HeapDumpPath=/home/oracle/wildfly/domain/log/"/>

</jvm-options>

</jvm>

<socket-binding-group ref="full-ha-sockets"/>

</server-group>

</server-groups>

Configure Cluster Authentication Credentials

1. Search for the <profile name="full-ha"> entry and find the following:

<subsystem xmlns="urn:jboss:domain:messaging-activemq:1.0">

2. Find the password line below:
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<cluster
password="${jboss.messaging.cluster.password:CHANGE
ME!!}"/>

3. Replace the password line to look like the following:

<cluster user="some_username" password="some_password"/>

The some_username and some_password that you add here will update the appropriate values by the
configureWildfly.sh script.

Configure Host Configuration
Edit the host.xml file located at /home/oracle/wildfly/domain/configuration and make the following
changes.

Configure Server Name registered in RSA Identity Governance and Lifecycle

Remove all <server> entries under <servers> and add a new <server> as shown below. The<server>
entry is an instance of WildFly application server that hosts an IMG application.

The name of the server should be unique in the group. In this example, this host manages img-server-1.

<servers>
    <server name="img-server-1" group="img-server-group" />
</servers>

Verify Local Domain Controller

The <domain-controller> setting has the following configuration in this file. The <local/> entry identifies
this host as the domain controller.

<domain-controller>
<local/>
<!-- Alternative remote domain controller configuration with

a host and port -->
    <!-- <remote host="${jboss.domain.master.address}"
port="${jboss.domain.master.port:9999}"
security-realm="ManagementRealm"/> -->
</domain-controller>

Add Aveksa Security Realms

In a standalone mode (appliance mode) the installation automatically configures the security
realms AveksaAgentRealm and AveksaRealm. The AveksaAgentRealm contains the key and trust store for
the agent. The AveksaRealm contains the key and trust store for web access. In a clustered setup this is not
part of the domain configuration. Do not configure it in domain.xml, instead configure these settings in
the host.xml file.

Edit host.xml and add the following AveksaAgentRealm security realm under security-realms element, for
example:

<security-realm name="AveksaAgentRealm">

  <server-identities>

    <ssl>

<engine enabled-cipher-suites= "TLS_RSA_WITH_AES_128_CBC_SHA, TLS_RSA_WITH_AES_256_CBC_SHA"/>

22 Chapter 3: Clustering on AWS



RSA Identity Governance and Lifecycle AWS Deployment Guide 7.1.1

<keystore path="/home/oracle/keystore/server.keystore" keystore-password="Av3k5a15num83r0n3" alias="server"

key-password="Av3k5a15num83r0n3"/>

    </ssl>

  </server-identities>

  <authentication>

    <truststore path="/home/oracle/keystore/server.keystore" keystore-password="Av3k5a15num83r0n3"/>

  </authentication>

</security-realm>

AveksaRealm will be customer specific setup. For our testing purpose we will be using the aveksa.keystore.

Add the following AveksaRealm security realm under security-realms element.

<security-realm name="AveksaRealm">

  <server-identities>

    <ssl>

<engine enabled-cipher-suites= "TLS_RSA_WITH_AES_128_CBC_SHA, TLS_RSA_WITH_AES_256_CBC_SHA"/>

<keystore path="/home/oracle/keystore/aveksa.keystore" keystore-password="Av3k5a15num83r0n3" alias="server"

key-password="Av3k5a15num83r0n3"/>

    </ssl>

  </server-identities>

  <authentication>

    <truststore path="/home/oracle/keystore/aveksa.keystore" keystore-password="Av3k5a15num83r0n3"/>

</authentication>

</security-realm>

Update JVM Memory Settings

Use the following recommended values for JVM memory settings:

<jvms>
<jvm name="default">

<heap size="2048m"
max-size="${jboss.memory.max.heap.size}"/>

<jvm-options>
<option value="-server"/>
<option value="-XX:MetaspaceSize=2048m"/>
<option value="-XX:MaxMetaspaceSize=2048m"/>

</jvm-options>
</jvm>

</jvms>

These settings can be further tuned to meet your environment's performance needs.

Start the Domain Controller
Log in as oracle on the domain controller machine. Start the domain controller:

service aveksa_cluster start

Look for the following startedmessage in $AVEKSA_WILDFLY_HOME/domain/log/stdout.log. This
message indicates that the domain controller has started.
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================================================================
=========
  JBoss Bootstrap Environment
  JBOSS_HOME: /home/oracle/wildfly
  JAVA: /usr/lib64/jvm/java-1.8.0-openjdk-1.8.0/bin/java
  JAVA_OPTS: -Xms64m -Xmx512m -XX:MaxPermSize=256m -
Djava.net.preferIPv4Stack=true -
Djboss.modules.system.pkgs=org.jboss.byteman -
Djava.awt.headless=true
================================================================
=========
14:02:01,871 INFO  [org.jboss.modules] (main) JBoss Modules
version 1.3.3.Final
14:02:02,159 INFO  [org.jboss.as.process.Host Controller.status]
(main) JBAS012017: Starting process 'Host Controller'
[Host Controller] 14:02:03,415 INFO  [org.jboss.modules] (main)
JBoss Modules version 1.3.3.Final
[Host Controller] 14:02:03,725 INFO  [org.jboss.msc] (main)
JBoss MSC version 1.2.2.Final
[Host Controller] 14:02:03,838 INFO  [org.jboss.as] (MSC service
thread 1-3) JBAS015899: WildFly 10.1.0.Final starting
[Host Controller] 14:02:05,264 INFO  [org.xnio] (MSC service
thread 1-1) XNIO version 3.3.0.Final

...

[Host Controller] 14:02:12,193 INFO 
[org.jboss.as.domain.controller.mgmt] (Remoting "vm-adap-
22:MANAGEMENT" task-4) JBAS010920: Server [Server:img-server-1]
connected using connection [Channel ID 0f7d74e9 (inbound) of
Remoting connection 442b578f to /10.101.249.22:27320]
[Host Controller] 14:02:12,512 INFO  [org.jboss.as] (Controller
Boot Thread) JBAS015961: Http management interface listening on
http://10.101.249.22:9990/management
[Host Controller] 14:02:12,513 INFO  [org.jboss.as] (Controller
Boot Thread) JBAS015951: Admin console listening on
http://10.101.249.22:9990
[Host Controller] 14:02:12,514 INFO  [org.jboss.as] (Controller
Boot Thread) WFLYSRV0025: WildFly Full 10.1.0.Final (WildFly
Core 2.2.0.Final) started in 83234ms - Started 44 of 46 services
(13 services are lazy, passive or on-demand)

Note: If it does not exist, you need to create the log folder $AVEKSA_WILDFLY_HOME/domain/log/ before
running the command. This directory must have the same owner:group permissions of the $AVEKSA_
WILDFLY_HOME directory.

Tune WildFly Configuration
Use SSH to connect to the domain controller and log in as root.
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Edit configureWildfly.sh located in /tmp/aveksa/staging/deploy and add the following arguments to
WILDFLY_CONFIG_OPTIONS:

-DOperatingMode=domain
-DDOMAIN_CONTROLLER=<IP address of the domain controller host>
-DDOMAIN_USERNAME=<management-username>
-DDOMAIN_USER_PASSWORD=<management-user-password>
-DDOMAIN_HOSTNAME=<HOST_XML_NAME value from aveksa_cluster
script>

In the above step, for <management-username> and <management-user-password> use the same clear text
username and password that you used in the previous Create Management User section.

For example:

CONFIG_OPTIONS="-DAVEKSA_PASS_ENCRYPTED=${AVEKSA_PASS_ENCRYPTED}
-DAVEKSA_REPORTS_PASS_ENCRYPTED=${AVEKSA_REPORTS_PASS_ENCRYPTED}
-DAVEKSA_PUBLIC_DB_PASS_ENCRYPTED=${AVEKSA_PUBLIC_DB_PASS_
ENCRYPTED}
-DAVEKSA_AVPERF_PASS_ENCRYPTED=${AVEKSA_AVPERF_PASS_ENCRYPTED}
-DOperatingMode=domain -DDOMAIN_CONTROLLER=10.101.249.183 -
DDOMAIN_HOSTNAME=master
-DDOMAIN_USERNAME=AveksaClusterAdmin -DDOMAIN_USER_
PASSWORD=Aveksa123"

The following script uses the configuration in /home/oracle/Aveksa_System.cfg for the remote database
configuration.

Ensure that the following settings are correctly configured in this file:

l REMOTE_ORACLE=Y

l REMOTE_ORACLE_IP=<Remote Oracle database instance IP address>

l REMOTE_ORACLE_PORT=<Remote Oracle database instance port number>

l AVEKSA_PASS

l AVEKSA_REPORTS_PASS,

l AVEKSA_PUBLIC_DB_PASS,

l AVEKSA_AVPERF_PASS

Once you have verified that the settings are correct, run the following command:

cd /tmp/aveksa/staging/deploy

./configureWildfly.sh

This script will setup datasources, messaging properties and SSL properties for the application. Any failures
should be closely examined. If the script fails, follow these steps before you re-run the script:

1. Stop the aveksa_cluster service:

l For SuSE 11, enter:

service aveksa_cluster stop
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l For SuSE 12, enter:

systemctl stop aveksa_cluster

2. Edit domain.xml to remove the jdbc sources.

3. Start the aveksa_cluster service:

l For SuSE 11, enter:

service aveksa_cluster start

l For SuSE 12, enter:

systemctl start aveksa_cluster

If the script runs successfully, restart the domain controller when finished:

SuSE 11 commands

service aveksa_cluster stop
service aveksa_cluster start

SuSE 12 commands

systemctl stop aveksa_cluster
systemctl start aveksa_cluster

Edit Multicast References in domain.xml
To use WildFly clustering in an AWS environment, you must edit the domain.xml file to change the default
communication stack frommulticast to TCP.

Procedure

1. Open the file /home/oracle/wildlfly/domain/configuration/domain.xml for editing.

2. Change the default communication stack from UDP to TCP by replacing all references of <channel
name="ee" stack="udp"/> to <channel name="ee" stack="tcp"/>.

3. Include TCPPING instead of multicast:
a. Search for the following content, which appears twice:

<stack name="tcp">
<transport type="TCP" socket-binding="jgroups-tcp"/>
<protocol type="MPING" socket-binding="jgroups-mping"/>
<protocol type="MERGE3"/>
<protocol type="FD_SOCK" socket-binding="jgroups-tcp-fd"/>
<protocol type="FD"/>
<protocol type="VERIFY_SUSPECT"/>
<protocol type="pbcast.NAKACK2"/>
<protocol type="UNICAST3"/>
<protocol type="pbcast.STABLE"/>
<protocol type="pbcast.GMS"/>
<protocol type="MFC"/>
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<protocol type="FRAG2"/>
</stack>

b. In both places, comment-out the MPING section and add the TCPPING property as shown in bold
in the following:

<stack name="tcp">
<transport type="TCP" socket-binding="jgroups-tcp"/>
<protocol type="TCPPING">
<property name="initial_hosts">${jboss.cluster.tcp.initial_
hosts}
</property>
</protocol>
<!--protocol type="MPING" socket-binding="jgroups-mping"/-->
<protocol type="MERGE3"/>
<protocol type="FD_SOCK" socket-binding="jgroups-tcp-fd"/>
<protocol type="FD"/>
<protocol type="VERIFY_SUSPECT"/>
<protocol type="pbcast.NAKACK2"/>
<protocol type="UNICAST3"/>
<protocol type="pbcast.STABLE"/>
<protocol type="pbcast.GMS"/>
<protocol type="MFC"/>
<protocol type="FRAG2"/>
</stack>

4. Include the initial_hosts property:
a. Search for the following text:

<socket-binding-group ref="full-ha-sockets"/>
</server-group>

b. Add the initial_hosts text to this section, as shown in bold, where the value is a list of all hosts to
include in the cluster, including the domain controller and all host controllers.

<socket-binding-group ref="full-ha-sockets"/>
<system-properties>
<property name="jboss.cluster.tcp.initial_hosts" value="<IP
address of host1>[7600],<IP address of host2>[7600]" />
</system-properties>
</server-group>

For example:

<property name="jboss.cluster.tcp.initial_hosts"
value="10.31.66.130[7600],10.31.66.129[7600]" />
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Note: The default port of 7600 works for deployments with one node per host. If a single host
contains multiple nodes, different ports must be provided and added to the firewall
configuration.

Restart the aveksa_cluster

On the domain controller, restart the aveksa_cluster.

Procedure

1. Enter the following command:

service aveksa_cluster stop

service aveksa_cluster start

2. Check /home/oracle/wildfly/domain/log/stdout.log for errors.
If you see an "Unable to parse XML file" error, ensure that the values entered in the domain.xml or
host.xml files are correct.

Deploy RSA Identity Governance and Lifecycle

The aveksa.ear and aveksaWFArchitect.ear files are deployed on the domain controller machine. The
domain controller then propagates each EAR to all of the servers.

Before you begin

Identify the full path of the aveksa.ear and aveksaWFarchitect.ear files. On a standalone machine that is
being added to a cluster, the EAR files are located in /tmp/repackaged_ear_dir. The EAR files are deployed to
img-server-group.

Procedure

1. To deploy EAR files, log in as oracle user and execute the following command:

/home/oracle/wildfly/bin/jboss-cli.sh -c --controller=<IP
address of domain controller>

2. At the CLI prompt, enter:

[domain@localhost:9990]: deploy /tmp/repackaged_ear_
dir/aveksa.ear --server-groups=img-server-group
[domain@localhost:9990]: deploy /tmp/repackaged_ear_
dir/aveksaWFArchitect.ear --server-groups=img-server-group

After you finish

To check that the EAR files are deployed, monitor the /home/oracle/wildfly/domain/log/stdout.log file.
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Set Up and Configure the Host Controllers

Note: This section is for setting up and configuring each host controller machine that you plan to be part of the
cluster.

The next step is to configure the servers that will be “host controllers” in the cluster setup.

Create Host Configuration File
The host-slave.xml is a template that is used to configure this machine as a host controller. Within
the /home/oracle/wildfly/domain/configuration folder, run the following commands to copy the host-
slave.xml to host.xml:

cd /home/oracle/wildfly/domain/configuration

cp host-slave.xml host.xml

Configure Host Configuration File
In this step, edit the host.xml file to set the unique name for each host controller and set up the security
settings to participate in the cluster.

Name the Host Controller

It is a good practice to name your host controllers. The names appear in the logs and in the WildFly
management console.

This namemust be unique for each host controller. Add the name attribute to the host element. 

<?xml version='1.0' encoding='UTF-8'?>
<host name="<server name>" xmlns="urn:jboss:domain:4.2">

Add management user secret value

In this file locate the <server-identities> under <security-realm name="ManagementRealm">. Change
the value of the secret element to the value you noted when creating the management user on the domain
controller.

<management>
        <security-realms>
            <security-realm name="ManagementRealm">
                <server-identities>
                     <!-- Replace this with either a base64
password of your own, or

use a vault with a vault expression -->
                     <secret value="QXZla3NhMTIz">
                </server-identities>

Add Aveksa Security Realms

 The AveksaAgentRealm contains the key and trust store for the agent. The AveksaRealm contains the key
and trust store for the web access. In standalone mode (appliance mode), the security
realms AveksaAgentRealm and AveksaRealm are configured automatically. In a clustered setup, this is not

Chapter 3: Clustering on AWS 29



RSA Identity Governance and Lifecycle AWS Deployment Guide 7.1.1

part of the domain configuration. You do not configure these in domain.xml. Instead, you configure
the host.xml.

Note: Perform these changes on all machines where WildFly is installed and will be part of the cluster setup.

Edit host.xml and add the following AveksaAgentRealm security realm under the security-realms element:

<security-realm name="AveksaAgentRealm">

  <server-identities>

    <ssl>

      <keystore path="/home/oracle/keystore/server.keystore" keystore-password="Av3k5a15num83r0n3" alias="server"

key-password="Av3k5a15num83r0n3"/>

    </ssl>

  </server-identities>

  <authentication>

    <truststore path="/home/oracle/keystore/server.keystore" keystore-password="Av3k5a15num83r0n3"/>

  </authentication>

</security-realm>

AveksaRealm will be a customer specific setup. For testing and documentation purposes we use
the aveksa.keystore. Add the following AveksaRealm security realm under the security-realms element.

<security-realm name="AveksaRealm">

  <server-identities>

    <ssl>

      <keystore path="/home/oracle/keystore/aveksa.keystore" keystore-password="Av3k5a15num83r0n3" alias="server"

key-password="Av3k5a15num83r0n3"/>

    </ssl>

  </server-identities>

  <authentication>

    <truststore path="/home/oracle/keystore/aveksa.keystore" keystore-password="Av3k5a15num83r0n3"/>

  </authentication>

</security-realm>

Configure Domain Controller Settings

Each host controller requires the domain controller and the management user credentials to authenticate. To
the remote element, add the username attribute and set its value as username of the management user you
added during the domain controller setup and configuration.

In this example the value of username is AveksaClusterAdmin.

<domain-controller>

  <remote host="${jboss.domain.master.address}" port="${jboss.domain.master.port:9999}" username="AveksaClusterAdmin"

security-realm="ManagementRealm"/>

</domain-controller>

Configure Server Name registered in RSA Identity Governance and Lifecycle

Remove all <server> entries under <servers> and add a new <server> as shown below. The<server>
entry is an instance of the WildFly application server that will host the RSA Identity Governance and Lifecycle
application. The name of the server should be unique in the group. The name should not be the hostname
because WildFly allows multiple servers running on the same host. In this example, this host manages img-
server-2.
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<servers>
        <server name="img-server-2" group="img-server-group"/>
</servers>

Update JVM Memory Settings

Use the following recommended values for JVM memory settings:

<jvms>
<jvm name="default">

<heap size="2048m"
max-size="${jboss.memory.max.heap.size}"/>

<jvm-options>
<option value="-server"/>
<option value="-XX:MetaspaceSize=2048m"/>
<option value="-XX:MaxMetaspaceSize=2048m"/>

</jvm-options>
</jvm>

</jvms>

These settings can be further tuned to meet your environment's performance needs.

Start the Host Controllers
Login using the oracle user on each host controller machine. Start the host controller by executing the following
command:

SuSE 11 Command

service aveksa_cluster start

SuSE 12 Command

sudo systemctl start aveksa_cluster.service

Note: If it does not exist, you need to create the log folder $AVEKSA_WILDFLY_HOME/domain/log/ before
running the command. This directory must have the same owner:group permissions of the $AVEKSA_
WILDFLY_HOME directory.

You will notice following message in $AVEKSA_WILDFLY_HOME/domain/log/stdout.log on the domain
controller.

[Host Controller] 16:27:42,141 INFO  [org.jboss.as.domain] (Host
Controller Service Threads - 27) WFLYHC0019: Registered remote
slave host "img-server-2", JBoss WildFly Full 10.1.0.Final
(WildFly 2.2.0.Final)

Note: If you get a timeout message, open port 9999 on the domain controller machine.
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Chapter 4: Performance Metrics

This chapter summarizes performance tests run in two configurations of an Amazon Web Services (AWS)
environment, db.r4.2xlarge and db.r4.4xlarge, and the results for RSA Identity Governance and Lifecycle.

ACME Corporation is a large, fictional enterprise that provides the basis for the test data and use cases. For
more information about ACME, see ACME Specification on page 42.

AWS Configuration

The performance tests used the following combination of EC2 and RDS instance configurations.

EC2 Instance RDS Instance

2xlarge Configuration

l Instance type: t2.xlarge

l 4 vCPUs

l 2.3 GHz

l Intel Broadwell E5-2686v4

l 16 GiB memory

l EBS only - 30 GB storage

l Instance type: db.r4.2xlarge

l 8 CPUs

l 61 GiB memory

l 201 GB storage

l Engine Version: 12.1.0.2.v15

4xlarge Configuration

l Instance type: t2.xlarge

l 4 vCPUs,

l 2.3 GHz,

l Intel Broadwell E5-2686v4

l 16 GiB memory

l EBS only - 30 GB storage

l Instance type: db.r4.4xlarge

l 16 CPUs

l 122 GiB memory

l 201 GB storage

l Engine Version: 12.1.0.2.v16

WildFly Collections in the AWS Environment

The following two charts show the collection time for each of the AWS configurations in a WildFly environment.
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RDS instance type: r4.2xlarge

33 Chapter 4: Performance Metrics



RSA Identity Governance and Lifecycle AWS Deployment Guide 7.1.1

RDS instance type: r4.4xlarge

The results for collections in a WildFly environment indicate the following:

l The average collection time in the 4x instance was slightly better than the collection time in the 2x
instance.

l In the 2x instance, RSA Identity Governance and Lifecycle collected 250,000 users in about one minute,
650,000 accounts in about 3.5 minutes, and approximately 15 million entitlements (pre-exploded) in
about 17 minutes.

l In the 4x instance, RSA Identity Governance and Lifecycle collected 250,000 users in about one minute,
650,000 accounts in about 3.5 minutes, and approximately 15 million entitlements (pre-exploded) in
about 16 minutes.

Volume Tests with a Single User

Overview
The assorted performance scenarios for ACME involve a high volume of data processing from a single user.
These tests ran on an appliance with a WildFly application server.

Business Description Imports
The following graph plots ACME’s import time in the AWS 2x and 4x instances against the number of business
descriptions in a text file. The time to import 60,000 business descriptions in both 2x and 4x instances is almost
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the same.

Reports
After unification, orphan account cleanup, and import of business descriptions, ACME runs a few basic reports
on user entitlements and archives them in a CSV file. The following report shows the entitlement reports that
ran against 2x and 4x instances.
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Reviews
After collecting the necessary access information, ACME runs multiple recertification processes to verify access
and remove it as needed. ACME needs to plan its maintenance window accordingly.

Annual Review Generation Performance
The ACME system generates three annual reviews for four different business units.

Annual Review Refresh
ACME refreshes the comprehensive, annual reviews once a week during the eight-week cycle. ACME wants to
know how long that would take, assuming that 5 percent of the entitlements change on every refresh.
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User Review Generation Performance
The ACME system generates three User reviews for three different business units.
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User Review Refresh
ACME refreshes the comprehensive user reviews once a week during the eight-week cycle. ACME wants to know
how long that would take, assuming that 5 percent of the entitlements change on every refresh

Rules and Roles

Separation of Duty (SoD) Rule Processing

Correlation Specification
Number of
Violations

AWS - 2x
Instance

AWS - 4x
Instance

Name - Contains identical values 298709 0:07:53 0:07:08

Classification - At least one of the value matches
from

249793 0:05:44 0:05:32

Classification - System detects at least one 249793 0:05:49 0:05:49

Unauthorized Change Detection (UCD) Rule Processing
UCD checks the changes in account access found through collections against the change requests in RSA
Identity Governance and Lifecycle. Changes without a change request on record are flagged as unauthorized.

1 Rule – 10 Filters
The ACME system applies 1 UCD rule with 10 filters to detect unauthorized access in any of the 10 applications.
Collections run to detect additional unauthorized access. The ACME system generates a change request for each
unauthorized change to revoke access. Tests for 30,000 unauthorized changes run with no other change
requests in queue.
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Suggest Entitlements for Roles
An ACME Role Analyst performs the ‘Suggest and add entitlements’ operation for each of the roles that were
created for each business unit. The following table records the time taken to commit the changes to 500 roles.

RDS Instance Type Roles Count Members/Roles
Suggest Entitlements for
Roles

Commit
changes
to Role

r4.2xlarge 500 20 00:03:69 01:11:52

r4.4xlarge 500 20 00:03:39 01:09:36

500 Concurrent User Tests

The following sections describe the results of performance tests using 500 concurrent users on both a Dell
PowerEdge R730 box and in an Amazon Web Services (AWS) deployment.

Performance Test 500 Concurrent Users
Test Details

The load pattern of this test is as follows:

l 300 users gradually ramped up over the course of 30 minutes, followed by 20 minutes of steady state.

l Added another 100 users with a ramp up of 10 minutes, followed by 20 minutes of steady state.

l Added the final group of 100 users with a ramp up of 10 minutes, followed by 30 minutes of steady state
with the total of 500 users.
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Environment Details

AWS R730 with Remote Database

ACM Host Instance Type: t2.xlarge R730

Database RDS Instance Type: db.r4.2xlarge Remote DB - R730

Run Duration 1 hour 59 minutes and 6 seconds 1 hour 59 minutes and 6 seconds

Observations

l The average response time is 1.017 seconds.

l The ninetieth percentile response time is 0.928 seconds.

l The user CPU usage of the ACM host with a 500 user load was approximately 6%, and the usage of the
database host at the same load was approximately 4%.

The following table describes key observations from the tests.

AWS Results R730 Results

Average Response Time 1.116 seconds 1.017 seconds

90th Percentile Time 1.208 seconds 0.928 seconds

CPU Usage of ACM Host at 500 Users ~40%
~6%

Database host ~4%

Response Time in Seconds

The following table describes the average response time in seconds for a particular transaction.

Transaction Name

AWS R730 with Remote Database

Number
of
Samples

Average
Response
Time
(seconds)

90th
Percentile
Time
(seconds)

Number
of
Samples

Average
Response
Time
(seconds)

90th
Percentile
Time
(seconds)

T01_ACMHomePage 20867 0.024 0.024 20867 0.023 0.005

T02_Login 20807 0.163 0.182 20801 0.154 0.151

T03_ClkReviewLink 20740 0.040 0.020 20735 0.036 0.018

T04_ClickPerformReview 20676 0.283 0.349 20674 0.252 0.242

T05_NavigateToRandomEntilementPage 20609 0.224 0.280 20608 0.202 0.213

T06_SingleEntitlementReviewMaintain 10385 0.082 0.075 10399 0.065 0.047

T07_SingleEntitlementReviewRevoke 10134 0.240 0.268 10142 0.230 0.234

T08_Logout 20459 0.022 0.004 20467 0.023 0.004

T09_ConfirmLogout 20410 0.038 0.023 20409 0.032 0.014

Total 1.116 1.208 1.017 0.928

Host CPU Usage on the AWS ACM Instance

The following image depicts the user CPU usage on AWS running RSA Identity Governance and Lifecycle.
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Host CPU Usage on the R730 ACM Machine

The following image depicts the user CPU usage on the Dell PowerEdge R730 machine running RSA Identity
Governance and Lifecycle.
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ACME Specification

This section provides specific details about the fictitious ACME corporation, which was used to gather
performance data for this guide.

Identity Information
The following table provides the distribution of ACME's 250,000 users (225,000 of which are employees and
25,000 of which are contractors) among the four business units.

Business Unit Number of Users Number of Employees per Supervisor Number of Job Titles

USA 149,000 10 200

ASIA 10,000 2 500

EMEA 90,000 11 2000

Latin America 1,000 10 50

Account Information
The following table provides the distribution of ACME's 675,000 accounts among six Account Data Collectors
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(ADCs).

ADC Users Accounts Orphan/System Accounts

ADC_AD 250,000 300,000 50,000

ASIA_ADC 10,000 11,000 1,000

EMEA_ADC 90,000 99,000 9,000

USA1_ADC 70,000 77,000 7,000

USA2_ADC 80,000 88,000 8,000

RACF_ADC 10,000 100,000 10,000

The ADC_AD also has 60,000 groups, broken down as follows:

l Group 1 contains 50,000 users.

l Groups 2-11 has 2,000 users each.

l The remaining groups have 3 users each.

Application Information
ACME manages 1,000 applications. Across all applications are 15 million user entitlements, including 20,000
application roles. The following table provides details for the number of entitlements on ACME's app entitlement
databases and large applications.

App Entitlement
Database

Number of
Applications

Number of User
Entitlements

Number of Exploded
Entitlements

Number of Granular
Entitlements

App Entitlement Database
A

500 5,000,000 10,996,701 4,498,684

App Entitlement Database
C

210 1,000,000 808,000 808,000

HugeApplication1 through
HugeApplication4
(numbers are for each
application)

n/a 100,000 183,000 87,500

HugeApplication5 through
HugeApplication7
(numbers are for each
application)

n/a 100,000 189,000 90,000

HugeApplication8 and
HugeApplication9

n/a 100,000 190,910 90,910

RACF Mainframe Details
ACME's mainframe environment has 7.03 million user entitlements. It contains 10,000 user profiles that have
access to 100,000 mainframe accounts.

ACME maintains a separate database repository to manage associated business descriptions for all granular
entitlements in the organization. This business description repository is updated quarterly by the application
data stewards.

App Roles 10,000

App Roles Members 222,500
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Exploded Entitlements 12,673,000

Granular Entitlements 5,670,000
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Chapter 5: Troubleshooting

This chapter contains several steps you can take to verify the functionality of your deployment of RSA Identity
Governance and Lifecycle in an Amazon Web Services (AWS) environment.

Confirm Communication

To confirm that the cluster setup is working, search the domain controller and host controller log files for the
string Bridge ClusterConnectionBridge. The log files are located under
/home/oracle/wildfly/domain/log/stdout.log.

Verify that messages like the following appear in the log files of both the domain controller and the host
controllers.

For example, the string to look for is bold in the following log entry:

[Server:img-server-1] ^[[0m^[[0m09:13:22,147 INFO
[org.apache.activemq.artemis.core.server] (Thread-14 (ActiveMQ-
server-
org.apache.activemq.artemis.core.server.impl.ActiveMQServerImpl$
2@553f4fb7-1481379788)) AMQ221027: Bridge
ClusterConnectionBridge@26d0c5ef [name=sf.my-cluster.d3c66dc6-
7481-11e8-9533-0f7eebfd76f1, queue=QueueImpl[name=sf.my-
cluster.d3c66dc6-7481-11e8-9533-0f7eebfd76f1,
postOffice=PostOfficeImpl
[server=ActiveMQServerImpl::serverUUID=a5fbc63a-7470-11e8-a611-
d99efcf3c169]]@206c8d45 targetConnector=ServerLocatorImpl
(identity=(Cluster-connection-
bridge::ClusterConnectionBridge@26d0c5ef [name=sf.my-
cluster.d3c66dc6-7481-11e8-9533-0f7eebfd76f1, queue=QueueImpl
[name=sf.my-cluster.d3c66dc6-7481-11e8-9533-0f7eebfd76f1,
postOffice=PostOfficeImpl
[server=ActiveMQServerImpl::serverUUID=a5fbc63a-7470-11e8-a611-
d99efcf3c169]]@206c8d45 targetConnector=ServerLocatorImpl
[initialConnectors=[TransportConfiguration(name=http-connector,
factory=org-apache-activemq-artemis-core-remoting-impl-netty-
NettyConnectorFactory)
?httpUpgradeEnabled=true&httpPpgradeEndpoint=http-
acceptor&port=8080&host=172-24-216-26],
discoveryGroupConfiguration=null]]::ClusterConnectionImpl@103591
8432[nodeUUID=a5fbc63a-7470-11e8-a611-d99efcf3c169,
connector=TransportConfiguration(name=http-connector,
factory=org-apache-activemq-artemis-core-remoting-impl-netty-
NettyConnectorFactory)
?httpUpgradeEnabled=true&httpPpgradeEndpoint=http-
acceptor&port=8080&host=172-24-216-20, address=jms,
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server=ActiveMQServerImpl::serverUUID=a5fbc63a-7470-11e8-a611-
d99efcf3c169])) [initialConnectors=[TransportConfiguration
(name=http-connector, factory=org-apache-activemq-artemis-core-
remoting-impl-netty-NettyConnectorFactory)
?httpUpgradeEnabled=true&httpPpgradeEndpoint=http-
acceptor&port=8080&host=172-24-216-26],
discoveryGroupConfiguration=null]] is connected^

Note that the message appears only after both the domain controller and host controller are up and running.

Confirm Communication Protocol

Connect to the nodes using SSH, and run the following command to confirm that there is a process listening on
ports 7600 and 57600:

netstat -anp | grep 7600

An example of the output of the above command is as follows:

tcp 0 0 10.31.66.130:57600 0.0.0.0:* LISTEN 16679/java
tcp 0 0 10.31.66.130:7600 0.0.0.0:* LISTEN 16679/java
tcp 0 0 10.31.66.130:40209 10.31.66.129:57600 ESTABLISHED
16679/java
tcp 0 0 10.31.66.130:7600 10.31.66.129:16634 ESTABLISHED
16679/java
tcp 0 0 10.31.66.130:57600 10.31.66.129:49785 ESTABLISHED
16679/java

The above example output that ran on the machine 10.31.66.130 shows that the java process with PID 16679 is
listening on 7600 and 57600 for new connections, and has two connections established from 10.31.66.129 on
this port. In this example, 10.31.66.130 is the domain controller and 10.31.66.129 is the host controller.

Confirm that the java process PID is the RSA Identity Governance and Lifecycle instance running on the node to
verify that 7600 and 57600 are not used by any other process.

If the communication protocol was not correctly configured, the netstat command would not show the LISTEN
section. Check the configuration in domain.xml. After each change, restart the domain controller first and then
restart the host controller. For instructions, see Restart Nodes After Changes on page 46.

If there is a connection issue between the nodes, the netstat command would not show the
ESTABLISHED message. If the ESTABLISHED message does not appear, verify that the firewall is running and
check for any connectivity issue between the nodes. To verify connectivity, telnet <IP Address> 7600 and
confirm that there is communication.

Restart Nodes After Changes

You must restart all nodes any time you make a change to the domain.xml file on the domain controller.
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Procedure

1. Stop RSA Identity Governance and Lifecycle on all nodes using the following command:

service aveksa_cluster stop

2. After you have saved any changes to domain.xml, start the aveksa_cluster on the domain controller
first using the following command:

service aveksa_cluster start

3. After the domain controller has started and the stdout.log file located in
/home/oracle/wildfly/domain/log directory reports that RSA Identity Governance and Lifecycle has
started, start the host controller service.
When the host controller is running, a message appears in domain controller stdout.log that a remote
slave was registered.

For example, for a host controller connected to a domain controller over the admin port 9999, the domain
controller stdout.log file would provide the following information:

WFLYHC0019: Registered remote slave host "slave", JBoss WildFly Full
10.1.0.Final (WildFly 2.2.0.Final)
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