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METHODOLOGY INTRODUCTION 
The purpose of this Joiner, Mover and Leaver (JML) methodology is to guide you on taking the right steps 
towards a successful implementation of JML within your organization. 
 
The process and use cases described in this methodology are product agnostic, the playbooks related to 
the different use cases is the translation of the processes and use cases described in this document into 
the RSA Identity Governance and Lifecycle product. 
 
JML are the processes around joiners, movers and leavers, the maturity and the quality of the information 
used in these processes is vital for successful implementing JML within your organization. 
 

1.1. Audience 
Anyone who is interested in implementing or improving JML processes or understanding more about them 
 

1.2. Additional Information / References  
More information like playbooks or video’s that provide a step by step implementation of the use cases 
can be found on RSA Link. 
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2. MATURITY MODEL 
When looking at implementing JML there are a few things to take into consideration. Building proper JML 
processes take time and require commitment from various stakeholders. A JML process isn’t just an IT or 
identity management process, it is a process that has impact on different parts of your organization: 

• C-level 
• HR 
• Business / End users 
• IAM owner 
• Security 
• Application owners 

 
Creating awareness and involving all the different parts of your organization with the JML process is vital 
for the success of the JML process. It is also important to put the responsibility where it belongs and not 
to try and build exceptions in the Identity platform. For more details on the responsibilities see the 
Responsibilities paragraph. 
 
For the successful implementation of the JML process it is important to start simple and build it out so it 
can grow in maturity. The maturity of you as an organization with regards to Identity management play a 
big part in this too. How well have you defined your JML processes, do people follow those processes, are 
they repeatable, are they manual processes or have parts of the processes been automated. 
 
When we look at automation, how are they automated? Do you have an Identity management system in 
place? Is a ticket created in a ticketing system? Or are accounts and authorizations directly created / 
added in the target system? 
 
What about the authorizations you want to assign to users, is it clear what each authorization means, do 
you have roles created to bundle access. Are these roles HR driven, meaning have you created roles for 
departments, job function, etc. Or are the roles Technology driven and have you created application roles, 
meaning a role that allows you to book hours in SAP. Or is it a combination of both? 
 
When implementing JML there are 5 area’s that you need to look at and that based on the maturity define 
your starting point and next steps, see picture below. So by answering the following questions you can 
find your starting point and define your next steps: 

- What is the data quality regarding the data mentioned in the Data Quality paragraph? 
- What is the status of the JML processes mentioned in the Process overview paragraph? 
- Have you defined your stakeholders and their responsibilities? 
- What are the authorizations you’re looking to give using birthright access? 
- Have you automated your provisioning? 

 
 Phase 1 Beginner Phase 2 - Intermediate Phase 3 - Advance 
Data Quality Poor Average Good 
Process Defined / Documented Documented / Followed Followed / Repeatable 
Responsibilities Defined Agreed Acted on 
Authorization model Basic Extended Roles 
Automation Manual / Partial Partial Fully 
 
Once you have determined your current maturity you can then identity the areas of improvement, inform 
the stakeholders (as identified in the Responsibilities paragraph) to get an agreement on the goals and 
deliverables. Next a project (plan) should be created to identify resources (people / budget) and arrange 
project governance. 
 
This methodology should guide the customer in taking the right steps in successfully implementing JML 
within their organization. The phases are shown in the picture below and depending on your maturity the 
starting phase for each of the separate JML processes should be determined. You can be in different 
phases for each of the JML processes, e.g. in phase 2 for Joiner and leaver and phase 1 for mover.  
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2.1. Phase 1 - Beginner 
Phase 1 starts with understanding your current state based on the maturity table in the previous 
paragraph. Part of this phase is creating visibility of your joiners, movers and leavers. Customers should 
use this visibility to improve on data quality that is vital to the success of the JML processes. This is 
aligned with the recommended RSA phased approach (see picture below). 
 

 
 
In this phase you can also start with assigning basic authorizations, those that give users the ability to get 
access to a building or logon to the network. In this phase you don’t want to start with roles as that 
requires a mature JML process with sound data quality. 
 
The provisioning of the authorizations can be done (semi)-automated, either by creating helpdesk tickets 
or directly create the account and assigning the authorization in the target system. This again depends on 
the maturity of the organization 
 
The   
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Use Case Overview paragraph gives an overview of the use cases that have been defined and can be 
implemented using the playbooks found on RSA Link 
 
Quick wins for Phase 1 are: 

- Quick insight in joiners, movers and leavers of your organization so action can be taken 
- Improvement of JML data so the JML process can be automated 
- JML process documented and responsibilities defined so everyone is aware of the implications of 

JML is relationship to their role in the organization 
- Basic authorizations provide user the ability to access the network and do basic tasks 

 

2.2. Phase 2 - Intermediate 
In phase 2 you can extend on the JML use cases. It is important that the JML process maturity has grown, 
meaning the process are well documented and the different stakeholders agree with these. Additionally 
the data quality should be sound by now. 
 
If you don’t have a HR source for specific user types (e.g. contractors) you can use the Identity 
management platform to managed these users. The joiner and leaver processes are more complex 
because you might want to differentiate birthright access based on location. 
 
The   



RSA Identity Governance and Lifecycle 

 
Version: 2 Issue Date: 30/Jan/2018  Page 8 of 18 
 
 

Use Case Overview paragraph gives an overview of the use cases that have been defined and can be 
implemented using the playbooks found on RSA Link 
 
Quick wins for Phase 2 are: 

- Automated actions for the Joiners, movers and leavers of your organization is taken 
- JML process documented and responsibilities agreed and everyone is following the JML processes 
- Extended authorizations provide user the ability to access the network and do more than just basic 

tasks. With the extended authorizations you can differentiate birthright access more across 
departments, job roles and locations in your organization. 

- More and more automation is done towards the target systems. 
 

2.3. Phase 3 - Advanced 
Phase 3 involves using even more advanced use cases and the use of roles for assigning birthright access 
which gives organizations more flexibility in assigning birthright access. By moving beyond the standard 
basic authorizations and be able to assign access that is based on user’s department, location and job 
role, it allows users to start working immediately.  
 
By using roles, it becomes much easier for larger organizations to split the different birthright access and 
to roll out per department, job role or location. Using roles requires mature identity management and in 
particular well-defined role management processes 
 
The   
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Use Case Overview paragraph gives an overview of the use cases that have been defined and can be 
implemented using the playbooks found on RSA Link 
 
Quick wins for Phase 3 are: 

- More advanced automated actions for the Joiners, movers and leavers of your organization can be 
taken 

- JML process are followed and responsibilities are acted on and everyone is adhering to the JML 
processes 

- Roles are used for authorizations that provide user the ability to do start working immediately. 
With the roles you can differentiate birthright access more across departments, job roles and 
locations in your organization and be more flexible regarding movers. 

- Even more and more automation is done towards the target systems. 
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3. PROCESS 
When looking at a typical user lifecycle overview it looks like the picture below 
 

 
 
The “B-5” and “E-5” are dependent on your organization and might not be something every user will 
adhere too. You can have users where hire data = start date which means that the account and 
authorizations will be created once the record enters the IAM system. 
 
The joiner process uses A and B data, the mover process uses C data and the leaver process uses D, E 
and F data. 
 

3.1. Data Quality 
When implementing JML processes the following data has to be present and the quality of that data has to 
be sound in order for the JML processes to be successful. Before starting with JML it is recommended to 
start with visibility and certification to improve data quality, according to the RSA recommended phased 
approach (as described in Maturity Model paragraph above) 
 
Must have data available / used for JML 
 
Data Description Related to 
Unique ID Unique user identifier All 
Hire Date Date the company knows they will be bringing in a new user A 
Start Date First day the user will work for the company B 
Leaver Date The last working day of that user E 
Job Status State of the user, e.g. Joiner, New Employee, Long Leaver, Maternity, 

Leaver 
A, B, C, E 

Job Role Job Role / Function of the user, e.g. Consultant, Manager, etc C 
Location Location of the user, US, UK, etc C 
Organization / 
Department 

Organization / Department of the user, e.g. HR, IT, etc C 

Manager Who is the manager of the user All 
 
A transfer date is not really required because the changes in e.g. job role or organization, etc will trigger 
the move process. 
 
Supporting data that helps with the JML process with regards to communications: 
• Contact information:  What is the e-mail address, phone number, etc of the user 
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3.2. Process overview  
This paragraph describes typical Joiner Mover Leaver process flows that should cover 80% of the 
organizations. Those process flows are used as a starting point for customers when designing their JML 
processes. 
 
The processes assume there is one or more HR sources that provides the information regarding users. 
This could be internals, contractors, partners, etc. However, when there is no HR source or there is no HR 
source for a specific user type, etc contractors, the IAM system can be used as a HR source. 

3.2.1. Joiner 
When new users join the organization and they have been entered in the HR system the IAM system 
collects this information. There are 3 options on how to handle the new joiners: 

1. New joiners get birthright access assigned and based on this, accounts get automatically created 
and authorizations are added to these accounts 

2. New joiners get authorizations assigned based on users with similar meta data like job role, 
organization, location, etc. It is then up to the manager of the user to determine if these are the 
correct authorizations 

3. A combination of the 2 previous options 
 
 

 
 
An example of joiner process following option 1 is: 
HR enters a new user into the HR system, this new user is picked up by the IAM platform and will get 
birthright access so he/she can login to the network on the first workday. The birthright access will create 
an account in AD with some standard group(s). The manager of the joiner will get a notification with the 
AD account name of that joiner. The manager can also securely retrieve the password for that user on the 
first workday. 
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3.2.2. Mover 
Typically, when a user moves within an organization his authorizations will be reviewed by his old and / or 
new manager and automatically assigned authorizations (birthright access) will be removed / added. 
Again, as with joiners you have some options how to handle movers: 

1. User access will be reviewed by both the old and new manager 
2. User access will be reviewed by either the old or the new manager 
3. Automatically assigned authorizations will be removed / added automatically. E.g. if a user moves 

from department A to department B the authorizations regarding department A will be removed 
and the authorizations regarding department B will be added. 

 

 
 
An example of a mover process following option 2 is: 
When a user is moved in HR from department A to department B this is picked up by the IAM platform. 
The old manager is assigned a review to review the authorizations of the mover. 
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3.2.3. Leaver 
The leaver process is a combination of users leaving the organization and of users not using access (not 
logged in for X days). A notification of users who are leaving prior to the actual leaving date is used to 
trigger managers to take action (if needed) on changing the leave date. This is useful when dealing with 
lots of contractors, this way a manager can prevent users not being able to work because the leave date 
hasn’t been updated properly. 
 
The leaver process takes permanent leave (user leaving the organization) or temporary leave (sabbatical, 
etc) into consideration. 
 

 
 
An example of a leaver process is: 
When a user is terminated in HR this is picked up by the IAM platform. The IAM platform will disable the 
accounts of the user in the different target systems. 
 

3.3. Responsibilities 
As mentioned before a JML process isn’t just a IT or Identity management process, it is a process that has 
impact on different parts of your organization and that requires that the following people take their 
responsibility in the JML processes: 

• C-level, sponsorship is essential to the success of any project and implementing JML is not 
different. Getting C-level buy in for potential big changes that JML brings are vital. 

• HR, who take care of registering and updating the users / organization. If changes aren’t updated 
(like leave date) or changes are not communicated (like organizational change) this can have a big 
impact on the authorizations people have (or don’t have).  

• Business / End users, who hire and terminate employees and contractors. The better they follow 
the JML process the less exceptions you have to build in the system. If they forget to extend the 
contract of a user this user will lose their access and isn’t able to work anymore. 

• IAM owner, who manages the identity management platform and are the first point of contact 
when people can’t work because of incorrect authorizations. They shouldn’t try to use IT to build 
something that can handle all the exceptions caused by not following the JML process or not 
understanding the impact of their behavior of the other stakeholders. 
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• Security, define the security / authorization models and SoD violations that play a part in the JML 
processes. And security can be the bridge between the different areas within the company. 

• Application owners, who are responsible for the operations of their applications, the applications 
that are used by the business / end users for their day to day work  

 
The following RACI model can be used for the JML process: 
 C-Level HR Business / 

End user 
IAM owner Security Application 

owner 
Data quality I AR R C C I 
Processes A R C R R C 
Authorization 
model 

 I C R AR R 

Automation    AR I R 
 

3.4. Authorizations 
When implementing JML it is important to think about what authorization will be assigned / removed when 
users join, move within and leave the organization. Based on the data quality and the maturity of the 
authorizations it is advised to start with assigning basic authorizations.  
 
Basic authorizations for example provide access to the network (by means of AD account) and to read e-
mails. Basic authorizations are usually authorizations that every user in the organization should have, the 
quality of you HR data regarding department, job role, etc doesn’t impact this. 
 
When your data quality improves you can start defining more specific birthright access and use this to 
provide different birthright access to different users, e.g. based on department, location, job role, etc. 
 
And when you also have an authorization model that is mature you can move to using roles for birthright 
authorizations and automate the full birthright lifecycle using your JML processes. 
 

3.5. Automation 
Automation of JML is the first thing people think about as a way to improve efficiency. It is however 
important to identify which systems to automate first as it is not feasible to automate everything.  
 
A good starting point for automation of birthright access should be provided to systems such as AD for 
account and e-mail access so users can login and perform essential tasks. 
 
For all other access automation, you should look to prioritize the systems based on the ones that provide 
the most benefit, like ones with high number of changes or high risk applications. 
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3.6. Use Case Overview 
With the use cases described in this paragraph the customer should be able to implement the processes 
described earlier. The use cases are translated into RSA Identity G&L configuration in the different JML 
playbooks 
 

3.6.1. Phase 1 - Beginner 
 
• Joiner 

o Manager wants to know who joined the team (report) 
o Manager wants to assign authorizations based on other people in his team (suggested 

entitlements) 
o Customer wants to automatically add accounts / grant basic access when someone joins team 

(birthright access) 
• Mover 

o Manager wants to know who moved team (report) 
o Old or new manager want to review access of people who moved team 
o Manager wants to temporarily allow old access for knowledge transfer 
o Old and new manager want to review a user when moved 

• Leaver 
o Admin or Manager wants to know who left the team (report) 
o Manager wants to review access of people who left (termination) 
o Customer wants to automatically disable personal account of leaver on day of leaving 
o Manager wants to see who has not logged in for x days (report) 
o Manager wants to see when a user contract is expiring (report) 

 

3.6.2. Phase 2 - Intermediate 
 
• Joiner 

o Manager wants to know who’s going to join the team 
o Manager wants to add accounts / grant access BEFORE someone joins team (accounts enabled) 
o Customer wants to create account in location based on attribute (location, department, cost 

center, etc) 
o Customer wants to handle rehires, contractor to permanent (or other way around) 
o Customer wants to create new user in IG&L and assign to team / manager 

• Mover 
o Customer wants to move Account: when user is transferred 
o Customer wants to change the in IG&L created users (e.g. manager, department, etc) 
o Security want to undo emergency termination of a user, enabling their accounts 

• Leaver 
o Customer wants to move account: when user is terminated 
o Customer wants to remove access of leaver after x days 
o Customer wants to disable accounts that haven’t been used for x days 
o Manager wants to terminate an in IG&L created user in his team 
o Security wants to emergency terminate a user, disabling their accounts 
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3.6.3. Phase 3 - Advanced 
 
• Joiner 

o Manager wants to add accounts / grant access BEFORE someone joins team (accounts 
disabled). Enable accounts on start date 

o Customer wants to handle rehires (join, leave and join again) that get their old ID / accounts 
back 

• Mover 
o Customer wants to keep default access (e-mail, home drive) and remove all manual assigned 

authorizations  
• Leaver 

o Customer wants to reassign the Service Account of the person that left 
o Customer wants to reassign ownership (application, role, etc) when the owner leaves 
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GLOSSARY AND ABBREVIATIONS 
 
JML, this is the Joiner, Mover and Leaver process that is used for the user lifecycle within your 
organization 
 
IG&L, this is the RSA IAM system called RSA Identity Governance & Lifecycle 
 
Authorizations, these are the privileges, access, access rights, entitlements, etc that are assigned to a 
user by means of an account 
 
birthright access, an initial set of authorizations that give the user the ability to perform specific functions, 
e.g. logon to the network (AD account), read e-mail, etc. But with an extended or roles authorization 
model this could mean accessing department shares, CRM, etc. 
 
 
 



RSA Identity Governance and Lifecycle  
	

 
 
 
 
 
 

--- END OF DOCUMENT --- 
 


