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ACCESS REQUEST OVERVIEW 
The goal of the IT organization is to create and protect 
business value. The “create” element is demonstrated through 
the support and delivery of high-quality, cost-effective 
services that enable the business to meet their goals and 
objectives. The better the support and delivery of services, 
the faster the business can go. 
 
The “protect” element however, requires the IT organization 
to demonstrate the value of control, which can be difficult 
because oftentimes the tighter and more restrictive the 

controls, the slower the business is able to move. 
This trade-off is not an acceptable one. The business needs to move quickly, with 
adequate controls in place so IT must support and accommodate this demand. 
 
Implementing Identity and Access Management (IAM) helps to make sure the right 
people have the correct access to the right resources to perform work on behalf of the 
business. Poor IAM capabilities can result in large issues for the business. Conversely, 
sound IAM practices and technologies can reduce costs and better enable business 
agility. 
 
Business users have a constantly changing array of needs as members and contributors 
to a company. When the right people don’t have the correct access, the common 
practice for many organizations is to contact the IT service desk to request access, 
which initiates a process workflow to verify whether, in fact, the requestor should be 
granted the access they desire. 
 
Sound IAM practices and technologies can reduce costs and better enable business 
agility.  
  

KEY BENEFITS 
Business Agility 
� Visibility 
� Ease of use 
Reduce cost 
� Process optimization 
� Automation 
Compliance / Risk reduction 
� Preventing SoD 
� Closed loop verification 
� Auditing 
 



PROCESS  

 
 
 
PLANNING  
Before you start with Access Requests you need to understand your current state – How 
do your processes work today? How successful are they? What do your end users think 
of them? How good is the data that drives them? Who should be involved? 
 
Define what good looks like and when you will be successful – What do you want the 
Access Request process and experience to be? 
 
Understand what’s missing – Perform a gap analysis to understand what elements such 
as data and processes are missing to be successful 
Create measures to prove success – Key Performance indicators (KPI’s) should be 
created for this. KPI’s you should measure are: 

- Number	of	users	managed	by	the	IAM	system,	indicating	the	turnover	of	people	but	also	the	scale	you	are	
managing.	

- Number	of	requests	raised,	measuring	the	number	of	requests	that	are	raised	for	users	gives	you	an	indictor	to	
how	much	effort	users	need	to	put	in	to	use	your	process.	Time	to	create	a	request	and	time	to	process	the	
request	are	both	quantifiable	allowing	you	to	show	cost/effort	reduction.	

- Lead-time,	this	is	the	amount	of	time	between	when	you	are	notified	that	an	access	request	action	is	needed	
and	the	event	happening.	The	more	notice	you	have,	the	more	chance	you	have	to	be	successful.	This	is	also	a	
good	indicator	of	the	culture	of	your	business	in	relation	to	IAM.	

In the initial project scope, you must take an access governance based approach to 
orchestrate your access request process, validate the changes being made and confirm 
that they have completed successfully. Using this approach, you can confirm not only 
that the process works, but also have visibility of any data issues you were not aware of. 
 
When designing the access request process, you need to take into consideration that 
you design a dynamic process both from a user perspective as well as from a what you 
can request. By tying the questions of why access is needed to the items you can 
request you can create a uniform yet dynamic access request process. 
 
  



But a dynamic request process is nothing without a sound catalog of identities and 
access. Some of the biggest challenges when dealing with access requests are: 
  

a) Showing	the	requestor	too	much	data	so	that	they	cannot	find	what	they	need	
b) Not	giving	the	requestor	an	easy	way	to	find	the	items	they	need	to	request	

Understanding the identities of users and the catalog of access allows for you to make 
processes that are easier/simpler for the business to use. 
  
GOVERNANCE  
Here you must use your KPI’s to measure the success and define the improvements that 
can be made. It is very important to have the owners of the processes and approvals 
defined and to make sure they are updated on a regular basis. Specifically, for 
approvers as people move or leave the company, therefor it is important that ownership 
of roles, applications, etc. is updated in a timely and correct manor. 
 
End-Users can track their own requests making sure any delays can be escalated if the 
end-user wants to speed up the request process. Furthermore, all actions in the access 
request process will be logged so auditors can validate the access request actions. 
 
REMEDIATION  
Risk reduction is the key benefit of implementing access request processes, so ensure 
that fulfillment activities to add required access or revoke unnecessary access are done 
in a timely manner and are done correctly. 
 
Depending on the defined access request process policy violations are detected and 
additional approvals should be required. This way preventing policy violations or 
temporarily allowing these is possible which enhances compliancy but keeps business 
agility.  
 
AUTOMATION  
As access request processes mature, organizations should look to automate provisioning 
and policy enhancements to further reduce risk and the effort required of business users 
to complete certifications. 
 
A key factor in solid fulfillment processes is the verification that revocations were 
completed as expected. Regardless of the fulfillment method (i.e. manual vs. 
automated), utilizing a closed-loop architecture for data collections helps organizations 
to ensure all identified revocations were completed. 
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