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DOCUMENT SCOPE 
This document was created by the RSA Professional Services team to help guide customers through RSA IGL 
use-cases using out of the box functionality. It includes details of the components used and steps required to 
deliver the use cases specified. It does not give full exact configuration as this will be specific to your 
environment. 
 
 

IMPORTANT 
Apply configuration to non-production environments first. Only promote to Production like environments 
once the solution has been fully tested. Always take a backup of the environment before making changes.  
 
If you need assistance and require RSA PS to support, please contact your local Sales rep. 
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1 USE CASE 
When performing an Account Access and Ownership review, there is a requirement that selecting Revoke 

against the account results in disablement of the account and/or removal of access. Not deletion of the 

account.  

 

This is required as: 

 

• Some customers simply do not delete accounts 

• Not all applications support deletion of accounts 

 

2 CURRENT BEHAVIOUR 
Within the Account Access and Ownership review type, there are several States that can be displayed to a 

Reviewer: 

 

• Maintain 

• Revoke 

• Disable 

• Enable 

• Lock 

• Unlock 

• Custom 

 

Out of these, Maintain and Revoke are mandatory. Although the display names can be changed, these States 

cannot be hidden or removed from the Review. 

 

When a reviewer selects Revoke against the account, this will result in a Change Request being generated to 

Delete the account only (note it does not include removal of access). 

 

 
 

Where Deletion of an account is not supported, this then causes difficulties from a fulfilment perspective: 

 

Manual Fulfilment 

Although the Admin team fulfilling the request could simply disable the account instead of deleting it, this would 

result in the Change Request never reaching a completed state. This is because the request is looking to verify 

that the account has been deleted, not disabled. 

 

AFX Fulfilment 

For applications with AFX Connectors in place, if the Delete Account Capability has not been configured, the 

Change Request will fail and revert to Manual Fulfilment. 
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3 SOLUTIONS CONSIDERED 

3.1 Disable Button 
In addition to the Maintain and Revoke buttons, an additional button can be added allowing a reviewer to 

Disable an account. The Disable button will only generate a request to disable the account, it will not generate 

request/s to remove the associated access from the disabled account.  

 

Additionally, as it is not possible to remove the Revoke button, it’s still possible for the Reviewer to select 

Revoke against the account. Although this could be covered via training and education, it’s not entirely 

foolproof. 

 

3.2 Rename Revoke button 
Following on from the above, in addition to the Disable button, the Revoke button could be renamed to ‘Not 

supported’ or ‘Do no use’.  

 

However, as mentioned above, there’s no way of entirely stopping a Reviewer from clicking the button. 

Additionally, the button name change would be applied to all applications. This then doesn’t fit the model 

where some applications support deletion and others don’t. 

 

3.3 Cancel CR and notify reviewer 

As per above, use the Account Access and Ownership review definition but include ‘Maintain’, ‘Revoke’ and 

‘Disable’ actions. 

 

If the account is revoked, the change request can be cancelled and the submitter (reviewer) notified that the 

application does not support Delete and they must instead select ‘Disable’ and revoke all access. 

 

From an end user perspective, this is a horrible experience and would no doubt result in reviewers taking the 

easy route and marking items as Maintain. 

 

3.4 AFX Connector Capability 
Instead of adding the Disable button to the Account Access and Ownership Review, this could be left with the 

default Maintain and Revoke options.  

 

For the connected applications, the ‘Delete Account’ capability would be updated to perform a disable 

account action. 

 

However, this introduces several other complexities, the biggest being that the Change Request requires 

Deletion of the account when it’s actually only being disabled. As mentioned above, this will result in the 

Change Request remaining open. 

 

Additionally, this approach is only an option for connectors where the disable account query/procedure can 

be re-used within the Delete Account capability 
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4 PROPOSED SOLUTION 

4.1 Approval Workflow 
The Account Access and Ownership review will be left with the mandatory states of Maintain and Revoke. 

 

An Approval Workflow is then used to perform the following actions when Revoke of an account is selected: 

 

• Reject the delete account change request 

• Create a new change request to disable the account 

• Create a new change request to remove access from the disabled account 
 
Although this approach introduces some additional complexity from a workflow perspective, it also offers the 
most flexibility ensuring that Change Requests are created with the correct operation (Disable/Remove). This 
overcomes the issue mentioned above where Change Requests remain open. 
 
Additionally, by performing these actions in the workflow, the end user experience remains simple and 
straightforward. 
 
This is all achieved using out of the box configuration. 
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5 CAVEATS – MUST READ BEFORE CONFIGURING 

5.1 Version 
All configuration and testing of this solution has been performed using RSA IGL version 7.1 P03. 

 

5.2 Environment Control 
Apply configuration to non-production environments first and only promote to Production once the solution 
has been fully tested. Always take a backup of the environment before making changes.  
 

5.3 Performance - Increased number of CRs 
Implementing this solution will result in an increased number of Change Requests.  

 

This is due to the face that the original Change Request is rejected, and then new Change Requests are created 

depending on the supported behaviour.  

 

For example, if the Reviewer selects Revoke against multiple accounts within applications that do not support 

deletion, 1 Change Request will be automatically generated via the Review. This Change Request is then 

processed through the Approval Workflow which will perform the following: 

 

• Create a new Change Request per account to Disable/Revoke 

• Reject the original Change Request 

 

As a result, the system now holds 3 requests relating to the change: 

• Original Delete request in a Rejected state 

• 2 x Newly created requests to Disable accounts and Revoke access. 

 

 
 

Depending on the number of items marked as Revoke within the Review, the increase in Change Requests 

may have a negative impact on the performance of your environment. 
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5.4 Audit History 
When all items within the same Change Request are Rejected, the Notes and History records are updated 

within the Review to include ‘Revert’ operation details.  

 

It is not possible to update the Notes/History to included details of the newly created Change Request. 

 

 
 

Seeing a Change Request marked as Revert/Rejected with no record of a newly created associated request 

may confusion from a tracking/auditing perspective. 

 

NOTE: There is an ongoing case open with RSA Support to confirm if this is working as designed. Based on the 

Review Configuration below (Review) it is expected that no Revert operation should be performed.  
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5.5 Review Change Activity 
Where applications do not support Deletion, Changes Requests will be marked as Rejected under the Change 

Activity tab. It is not possible to update the Change Activity tab to included details of the newly created 

Disable/Revoke requests. 

 

 
 

However, it it possible to see details of the newly created request by: 

 

• Clicking on the Request hyperlink from the Change Activity tab (Green), or 

• Via the Requests > Requests tab 

 

Seeing a Change Request marked as Rejected with no direct record of a newly created associated request may 

confusion from a tracking/auditing perspective. 
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6 CONFIGURATION 
Depending on the customer requirements or what the application supports, the below configuration includes 

logic to handle the following scenarios: 

 

• Disablement the account only 

• Disablement of the account and Removal of access 

• Removal of access only 

• Deletion of account 

 

6.1 Attribute 
A custom Business Source attribute is used to tag an application/directory with what revoke process is 

supported. 

 

 
 

NOTE: All queries provided within this solution reference CAS9 as the ID of the Revoke Process flag. 

 

This is achieved using a Custom Value list to ensure the values selected are consistent as these are used within 

decision nodes in the workflow. 

 

 
 

NOTE: In this scenario, the standard process for majority of applications is to disable the account and revoke 

access. Instead of having to apply this status to potentially hundreds of applications, SQL within the workflow 

treats the NULL value as disableandrevoke. 

 

  



                                                                                                               RSA Identity Practice 
 

 

Dell Customer Communication - Confidential 

 

6.2 Approval Workflow 
6.2.1 Master 

To avoid having an overly complicated single workflow, this has been broken down in to master approval 

workflow and 3 sub-processes. This helps keep the workflows lean and simplifies troubleshooting and 

maintenance. 
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The master workflow consists of the following: 

 

1. Checks the request has been created via an Account Review and contains at least one Delete item. This is 

to ensure only Revoke Account requests from an Account Review are process via this workflow. The 

Milestone helps track the flow of the workflow from the Requests screen. 

 

 
 

2. SQL to treat any applications where the Revoke Process is set to NULL as disableandrevoke. This reduces 

the amount of effort involved when setting the Revoke Process attribute against applications. 

 

 
 

3. Decision node to transition the request to the correct sub-process. These nodes reference the workflow 

variable created under item 2.  

 

 
 

4. Calls the relevant sub-process (covered in the next section). For applications that support Deletion, no 

sub-process is required as this can use OOTB behaviour. If somehow an incorrect variable has been added 

under the Revoke Process attribute, the change request will be rejected. This could be extended to notify 

an Admin team if required. 
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6.2.2 Sub-Processes 
Separate Approval Workflows have been created for each of the different Revoke scenarios: 

 

• Disable Account only 

• Disable Account and Remove Access 

• Remove Access only 

 

All sub-processes follow the same format, with the only difference being the SQL Used to Create the XML. 

 

 
 

The sub-process workflows consists of the following: 

 

1. SQL used to create XML for use in the createChangeRequest Web Service node (3). Details of this can be 

found under the Create XML – SQL section below. 

 

2. Web Service node to create valid token for use in the createChangeRequest Web Service node (3) 

 

NOTE: New functionality in version 7.1.1 P02 onwards means a node to generate the token is not 

required. Instead, invoking of Web Services can be configured from the Admin > Web Services tab in the 

UI. Further details can be found here - https://community.rsa.com/docs/DOC-106097#What's3 

 

3. createChangeRequest Web Service node for creating Change Request to either disable, disable and 

remove or remove only.  

 

 
 

failOnOutstanding = false. This means that even if an outstanding request already exists, a change request 

will still be created. 

 

failOnViolation = false. This means that if even if creation of the change request would result in a violation 

occurring, a change request will still be created. 

 

The request body references the CR_XML variable created under item 1.  

https://community.rsa.com/docs/DOC-106097#What's3
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4. Error handling. If creation of the change request fails, an error will be written to the error log (Admin > 

Admin Errors). If creation of the change request is successful, a milestone will be added to the request to 

confirm a new Change Request has been created including details of the request name. 

 

 
 

 
 

5. Rejects the change request and updates the notes to advise on why it has been rejected. 

 

 
  



                                                                                                               RSA Identity Practice 
 

 

Dell Customer Communication - Confidential 

6.2.3 Create XML – SQL 
As mentioned above, SQL is used to create the body used for creation of the change request via Web Services. 

 

 
 

This query consists of the following: 

 

1. Sets the Name of the change request, this is prefixed by the system generated request name e.g. 00598 – 

Disable Account 

 

2. Updates the Notes within the change request 

 

3. Captures the original Reviewer who revoked the account as the ‘On behalf of’. This means that the 

Reviewer will have visibility of both the original request (Rejected) and the newly created request when 

looking at their Requests > Requests tab. 

 

NOTE: The user used to create the token must be authorized to submit requests on behalf of any given 

user. They must either have the Aveksa security entitlement ‘User : Delegate Web Service Requestor All’ or 

be a System Admin (for example: AveksaAdmin). 

 

 

 
 

 
 

4. Creates the body of the Web Service command including the Operation to be performed.  

 

5. SQL query used to capture the values required for the body of the Web Service command. This query will 

differ depending on the Operation being performed (Disable, Remove). 

 

For Removal of access, the query checks all access (app-roles, groups, entitlements) associated to the 

account marked as Revoke  

 

NOTE: Full copies of the SQL queries used are provided as attachments with this document. 
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6.3 Request Workflow 
6.3.1 Requests created through account access and ownership reviews 

The Request Workflow used to process changes created from Account Access and Ownership reviews must be 

updated to call the newly created Approval Workflow. 

 

 
 

As per recommended approach, do not update the out of the box Workflow. Instead, create a new Request 

Workflow that includes the additional approval step. This ensures the changes won’t be overwritten when 

patching/upgrading the environment. 
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6.3.2 Requests created through web services 
The newly created Change Requests are generated via Web Services and are therefore processed via the 

‘Requests created through web services’ Request Workflow. 

 

 
 

Typically, requests created via Reviews will not require any additional approval before proceeding to 

Fulfilment. Approval steps need to be removed within the Request Workflow used to process changes created 

through Web Services. 
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6.4 Review 
Within the Review it’s vital that the the ‘Revert revoked items if change request is rejected’ setting is disabled 

(unticked).  

 

 
 

If this is enabled (ticked), when the Change Request is Rejected it reverts the Revoke status selected by the 

Reviewer to Null. It would then also consider the the item to be un-reviewed and would require further action 

from the Reviewer. 

 

By disabling this option (unticked), it means that even when the Change Request is Rejected the Revoke status 

selected by the Reviewer is maintained. The item is considered as reviewed and no further action is required. 

 

NOTE: Configuration is based on the the Generate Change Requests option being set to Automatically.  
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7 WORKING EXAMPLE 
Step1 

Reviewer selects Revoke against the account. 

 

 
 

Step 2 

The workflow configured to process Change Requests generated from Account Access and Ownership reviews 

creates a Change Request to Delete the account. 

 

 
 

Step 3 

The Approval Workflow checks the Revoke Method attribute against the application and creates a new 

Change Request (1). It Rejects the Change Request (2) and updates the Notes to advise why it has been 

Rejected (3). 
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Step 4 

Depending on the supported Revoke Method, the Change Request is created to perform the required 

Operations (1). Note that all access associated to that account from Step 1 is listed for removal. 

 

The Notes are updated to detail why the Change Request was generated. Additionally, the ‘On behalf of’ is set 

to the original requestor so they have full visibility of each request. 

 

 
 

As the approval steps were removed from the Request Workflow processing changes created via Web 

Services, the request proceeds to the fulfilment phase. 

 

Step 5 

From the original Reviewers perspective, the item is still marked as Revoked and is considered as 

Reviewed/Completed.  

  

 
 

 

8 DISCLAIMER 
All configuration and testing has been performed against controlled data within a demo environment. 

Therefore, it has not been heavily load tested or used to process large quantity of requests. 

 

It is highly recommended that this configuration first be added to a non-production environment and tested 

against real life data before promoting to further environments.  

 

Always take a back up of the environment/s before making any significant changes. 
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