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INTRODUCTION AND OVERVIEW 

WHAT IS ACCESS CERTIFICATION? 

Access Certification is a regular process in which the appropriate person or people systematically review user access to corporate 

resources. Instances of inappropriate or excessive access are removed and the reviewers sign-off or attest that the remaining access 

is needed and proper.  The process produces proof so that the current state can be recorded and audited. Access Certifications are 

also called “Certifications”, “Reviews” or “Attestations”. In this document these terms will be used as synonyms. 

DEFINITION OF ACTORS 

Reviewer 

A reviewer examines a list of relevant user access rights, and approves or removes each one. He or she usually must accomplish this 

task in a certain period of time because the reviews are performed regularly, and proof must be furnished to the auditors (internal or 

external) on time. Reviewers may have various relationships to the reviewed users and their access rights. They might review all the 

access for the people who report directly to them, or all of the access for an application that they manage. If the reviewer is 

certifying the content of a role, he or she might be a role or process owner. 

Managers of Reviewers 

As reviews can only be considered a success and to have delivered a valid result t if all of the elements have been reviewed, it is 

essential to assure the reviewers complete their assigned work on schedule. Managers of reviewers can receive escalations and assist 

in the decision process. 

Certification Monitors  

Certification Monitors have the responsibility to oversee and manage the certification process from the business side. They might be 

responsible for an entire certification or for a subset, such as a specific department or cost center. Monitoring can be done at multiple 

levels – for example, a manager will monitor any reviews being done by their direct reports and another user might monitor an 

entire division or cost center.  

Monitors typically: 

 Track the progress made by reviewers;

 Help with delegation and re-assignment of reviews;

 Send reminders to reviewers who are behind schedule, and

 Answer questions about specific items.

Having business users act as monitors greatly increases the probability that the certification will be completed on time, reduces the 

burden on both the reviewers and IT security, and increases the accuracy of the certification process. Monitors are usually defined 

(either by name or hierarchical relationship) in advance. Quite often the managers of the reviewers will become their monitors, 

working in conjunction with an internal risk management team.  

Review Administrator 

The Review Administrator works with the asset owners to configure the review so it includes the proper user base and access 

elements, and with the internal or external auditors to assure the needed regulatory requirements are covered.  



Auditors 

Certification results are presented to auditors, both internal and external, to certify compliance with the applicable regulations and 

measurement standards. As the certification results can comprise a large volume of data, auditors typically do not examine all the 

detailed results. They instead view summary reports and perform spot checks, focusing on the access that was retained (rather than 

the access that was removed) and often asking a sample of reviewers about the criteria they used to make their decisions. 

Asset Owners 

Asset Owners may be the managers of applications, servers, groups or roles. Their roles in certification typically include: 

 Providing or validating the data fed to the certification system;

 Providing business terms to make technical access more understandable;

 Acting as a technical reviewer for service accounts on a platform, and

 Approving or performing changes triggered by reviewers

REGULATIONS AND DRIVERS 

Access certifications are driven by internal governance and risk management standards, as well as external regulatory requirements. 

Some compliance requirements apply to certain industries (e.g. PCI, Basel II/III, GLBA, FERC, HIPAA), others are international 

standards (e.g. ISO/IEC 27001), still others apply to specific countries (e.g. PIPEDA, BSI Grundschutzkatalog) or states (e.g. CA 

1386, MA Privacy 201) while others apply to general financial reporting (e.g. SOX, JSOX, MAR). 

Despite their differences, each of these requirements demands one fundamental thing: Insight and control over what resources users 

may access and who allowed them that access.  

HISTORY OF CERTIFICATION 

Traditionally, certifications were annual events requiring large amounts of manual work by many people. Review administrators 

would gather all the compliance-relevant information from the asset owners, manually correlate user and application information and 

send reports (either as hard copies or spreadsheets) to the individual reviewers for comment. Just tracking the completion state of 

the reviews was very time consuming. After collecting the reviewed reports the review administrator then had to compile change 

requests, reports, forward them to the appropriate asset owners and manually track that those changes were implemented.  

Whether as a manual or partially automated process, certifications were resource intensive and very difficult to complete on time. 

The data was likely to be inaccurate and in a form that was very difficult to present clearly to reviewers. As a result, organizations 

were unable to expand the scope or frequency of their certifications. 

INDUSTRY PRACTICES: ACCESS CERTIFICATION MODELS 

Access certifications must be tailored to the right audience and be relevant to them so the review is actionable and actually results in 

the reduction of risk. If the access data and supporting user data is not presented to the right people in a format that makes sense 

to them, it will be difficult to defend the quality of the certification to auditors.  

Platform Owner Reviews 

A platform provides the basis for one or many applications. A Platform Owner Review will include elements that are used by the 

servers as well as other privileged accounts that are needed to run a hosted application. An example might be a review of several 

Unix-based servers and the privileged account, access entitlements and access groups those resources support. 

Line of Business/Supervisor Reviews 

These reviews usually cover the broadest range of users and their access entitlements. Assigning such a review to line of 

business/supervisor reviewers is very often the only way to obtain a qualified understanding of which user access entitlements 

should be maintained or revoked.  

One of the challenges when involving business users in access certifications is helping them understand what access individual 

entitlements really give the user.  Investing the time and effort in providing simple business descriptions for entitlements can really 

pay dividends. 

An additional challenge can be the large number of user entitlements that some users or groups have. The short term solution most 

companies adopt is to work with their auditors to understand which entitlements are the most critical to review. For example, the 

auditors might be most concerned with entitlements that allow users to modify rather than read data, so would focus on reviewing 

only those in the short term.   

Application Review 

An application review is typically performed by the application owner, and covers any user access for a particular application. An 

application review can also be a combination of a user access review and a platform review. That is, business people review user 



access to the application permissions, a server administrator reviews service level access to the server on which the application runs 

and a data base administrator certifies access to the application’s back-end database.  

Orphaned Account Reviews 

Orphaned accounts lack any link to a user identity. As a result, any access associated with an orphaned account would not be 

certified in any user-based model such as a Line of Business/Supervisor review. Application and Platform reviews (see above), or a 

dedicated Orphaned Account Review could provide the needed certification.  

Usually done by the application owners, these reviews involve deleting the orphan accounts or assigning actual owners to them, and 

then evaluating the access associated with those accounts. Once corrected, the entitlements associated with these accounts can be 

reviewed by any of the other methods described.  

Role Reviews 

As discussed in the Line of Business/Supervisor review section above, roles provide an excellent facility to reduce reviewers’ 

workload. However, in the case of a LOB review the reviewers certify only if a user should have a particular role, but not whether the 

content of the role is appropriate. That determination is the responsibility of a role or business process owner. Those reviewers use a 

Role Review to certify that the content of a role, especially the access entitlements granted by the role, are appropriate.  

Event Triggered Reviews 

Event Triggered Reviews can leverage any of the review methods described above, but are not periodic. They are instead triggered 

by specific events such as user transfers, terminations or access policy violations. A common example is the LOB/supervisor review 

of a user that just changed departments, and is performed by both the previous and new supervisors.  

Incremental Reviews 

Delta, or incremental, reviews can reduce the workload of the reviewers by including only items that have not been reviewed since a 

particular date or within a specific timeframe. This streamlines the overall process and keeps the reviewers focused more on their 

daily business. 

METHODOLOGY OVERVIEW 

CONTINUOUS COMPLIANCE OVERVIEW (COLLECTION AND VERIFICATION) 

Properly implemented, compliance measurement is a continuous, closed loop process. The platform used for it should support 

automated data collection, a variety of certification types, and automated measurement of the successful removal of access rights 

from end points.  

The data collection function should be: 

 Regularly Scheduled (typically daily for user data, and weekly for entitlements and accounts)

 Automated(Collections must be instrumented to run without manual steps), and

 Validated (If data or communication errors occur, the appropriate owners need to be notified.)

The certifications supported by the platform:

 Should be independent of the continuous collection process, and represent a snapshot of the point at which the certification was

launched.

 Should update certifications that have already started, if desired, with a specific subset of user or entitlement data, and

 Should be independent of each other and concurrent so there is no limit on the number or type that can be running at a given

time.

Fulfillment processes should

 Send the change request to the appropriate provisioning system, ticketing system or individual as soon as the entitlements are

revoked or immediately following the completion of the review.

 Regularly monitor the target system to ensure that the entitlements have been removed, and to escalate to the appropriate

people when target timelines for revocation are missed.



DATA COLLECTION 

There are three basic methods of data collection: Direct Collectors, Data Extracts, and an Application Warehouse.  It is not 

uncommon to use more than one method in a single implementation. It is also common to start with either the Application 

Warehouse or Extracts and move over time to a higher percentage of direct collectors. 

Direct Collectors are configured within the access governance solution to read data directly on demand from the application or 

platform, rather than relying on extraction steps that must be scheduled. The collectors typically are based on protocols such as 

JDBC and LDAP, and can run automatically or on demand based on the type of data being collected, and on the desired granularity in 

measuring and validating changes. Exceptions and errors must be handled within the system and routed to the application owner.  

Direct collectors are the most robust and reliable collectors, perform well and infrequently require maintenance or intervention. 

Application owners don’t need to do much after the initial setup. However, they take more time to set up and validate per application 

than the other methods.  

Data Extracts are provided by application owners and typically deposited in a central location for processing. Typically, application 

owners are given a limited number of CSV flat file formats to choose from and are responsible for mapping their data to that format. 

Construction and delivery of the extracts can be either manual or scripted. The data files can be consolidated and read by a single or 

multiple collectors.  

Data extracts are typically already in use, so applications can be on-boarded quickly. However, they are less reliable than direct 

collectors for both quality of data and reliable transfer. The extraction scripts and methods might vary from application to application 

and can be prone to human error. Delivery of the extract file can be either manual or scripted and is not managed by the governance 

system, which makes handling of errors and exceptions a challenge. It’s also harder to prove to an auditor that all the 

users/entitlements have been collected from an application using an extract collector rather than a direct collector  

An Application Warehouse can be used if it is already in place and provides a full view into user entitlements and accounts at a 

granular enough level. Some organizations have already invested in a data collection and consolidation model to provide visibility or 

management of most or all of their applications. In that case, it is straightforward to build a single collector to populate the 

application warehouse and use that data for access certification. An Application Warehouse can house data about hundreds or 

thousands of applications, but is only as good as the collection or submission methodologies used to populate it. 

GATHERING USER DATA 

The purpose of collecting user data is to build a single unified record for anyone having or potentially having access to any 

applications or platforms. Typically the primary source of data is the corporate HR system(s). In some cases the user data is 

collected from multiple sources by configuring multiple user collectors. 

There are often multiple sources of complete user records that do not need to be correlated. Information about employees for 

example, might be stored in PeopleSoft while information about contingent workers is stored in a contractor management system. 

In other cases, different attributes for the same users might be located in various systems. For example, the users and most of their 

attributes might be kept in the HR system, while the most accurate source of email address is Active Directory. In this case, 

unification policies should automate the correlation of these sources, giving precedence to the Active Directory email attribute. 

Careful attention should be paid to which user attributes to collect. Generally speaking, more attributes are better because user 

information can be invaluable for setting policies, determining roles, analyzing and organizing data and helping reviewers make their 

maintain/revoke decisions. 

Ideally the connection to the source of user attributes will be a direct collector and will be run daily. Frequently, administrators of HR 

systems are hesitant to provide access to the database, even when that access is read only, because the database may contain 

private or confidential information that is not required for access recertification. A simple solution is to suggest they provide a 

database view, which exposes only the user information they are willing to publish, and it appears as a single flat view. Extracts will 

work if this is not possible. 

Accounts and Entitlements (overview of methods) 

Data about applications, user accounts and entitlements are linked to provide detailed views of who has access to what, and who 

granted that access.  

Users are people that have access. 

Accounts are the link between users and their entitlements. They can be application specific or be used with multiple applications, 

such as Active Directory to allow multiple applications to authenticate through a single sign-on solution. The collectors allow for 

flexible strategies for connecting accounts to users based on different user attributes. Orphaned accounts are those that cannot be 

mapped to users using the correlation rules. 

Entitlements are functions within applications. They can be simple, as in “Update:Payroll” or be nested where, for example, 

membership in the Manager group would allow the user to perform several transactions including “Update:Payroll.” Entitlements are 

always associated with accounts. Accounts are automatically linked to the user who owns them.  



User Entitlements are the unique combinations of entitlements granted to specific users within an application, for example “User 

dpeterson has Update:Payroll.” 

Business Descriptions 

A glossary of Business Descriptions is a very powerful tool that helps business users understand the specific functions allowed by 

various entitlements. This detailed understanding allows the users to make more accurate decisions and reduce the security or 

compliance risks of inappropriate access. Experience shows that the removal rate for excess entitlements is much higher when 

reviewing managers are presented with a business description such as “Update Bonus Amount” rather than a technical term such as 

CICS_BN_LVL_SET. 

Business descriptions can contain a simple alternate term for an entitlement, a longer description, a link to help content or all three. 

This glossary is typically provided by the business owner of an application, and frequently already exists in some form before the 

access review. 

Certification Design practices 

Certifications need to be tailored based on the reviewers, the target population and the scope and type of data to be certified. This is 

far from a “one size fits all” process. The technical owner of hundreds of servers will not want to view their certification the same way 

a manager will review their direct reports. 

Design considerations include: 

Who Reviews Whom: This determination may be a simple as supervisors reviewing their direct reports, or application owners

reviewing their applications. Frequently, it is more complex with additional mappings based on data categorization, employee types,

risk level, cost-center or any number of attributes.

How to organize the data: Is the data presented to the user in a single view? Should contractors be presented in a separate tab from

full time employees, or privileged accounts separated and highlighted?

What data to show: t is best to provide a simple data set for managers reviewing their own users. They probably don’t need titles

and job codes to recognize their people, while this information might be invaluable to an application owner reviewing which users

have access to their application.

Presentation: Data should be sorted and grouped, and the columns ordered, in a way that makes sense for the particular review type

and audience. This helps the user understand the entitlement data quickly and allows them to step through their certification in a

logical way. Entitlements, roles and permissions should be presented to the reviewer at a level at which they can authorize their

removal. Reviews should be able to see enough detail to understand the makeup of a group. But if, for example, the reviewer can

only decide whether a user is kept in or removed from the group (and not make decisions about entitlements) each granular

entitlement should be presented as a separate maintain/revoke decision.

FULFILLMENT AND VERIFICATION 

Fulfillment is the removal of a user account or entitlement when a reviewer chooses to revoke it. Verification is the automated 

monitoring of the target systems to ensure that the removal occurs within the desired timeframe, or escalation of the issue to the 

appropriate people if the appropriate change isn’t made. 

Change requests can be sent to provisioning systems, ticketing systems, or simply e-mailed to the appropriate person or team. In 

most cases more than one method is used simultaneously, based on the application. Regardless of the mechanism used to make the 

change, the verification process needs to monitor and verify changes by directly and continuously collecting information from the 

target systems. If the records of entitlements are only collected monthly or quarterly, or if the extracts are done only monthly or 

quarterly, verification of fulfillment will take too long.  



MEASURING COMPLIANCE – AUDIT REPORTING 

Auditors need to understand the certification process, the state of an on-going certification, summary results and revocation details. 

They frequently need to examine the entitlement data directly to spot-check sample cases. 

 There are several ways to automate and enable support for audit reporting:

 Scheduled Reports: Standard system status and summary reports are periodically scheduled and delivered to the audit team

during and after the certification.

 Interactive Reports: These allow auditors to log in and run standard or specifically configured reports on demand.

 Dashboards: These allow auditors to review progress and certification results and to drill down on any specific activities.

 Entitlement Data Access: These give auditors a read-only, browsable view of the entire set or subset of user entitlements, and

the ability to drill down and spot check user access at any level of granularity.

PROJECT PLANNING 

PERFORM A BUSINESS ASSESSMENT 

A business assessment for an access governance project is critical to understanding the business challenges an organization faces, 

its security and audit requirements and how to sustain continuous compliance with those requirements. 

Such an assessment can be led by a steering committee consisting of senior executives (such as the CIO, CISO, VP of Security) as 

well as representatives from audit, risk, compliance, IT Security/Operations and the company’s lines of business. This assures input 

from individuals who understand the core business values of the organization and have the appropriate skills to understand the 

“why” and “how” of access governance solutions. 

The business assessment includes formulating and understanding the “as-is” conditions that do not meet the organization’s security, 

risk and compliance needs. It also identifies, at a high-level, the most important business areas where more understanding is needed 

of user access rights. The most important output of this phase is a high-level charter and mission statement that defines the 

organization’s access certification goals and requirements. 

PERFORM A TECHNICAL ASSESSMENT 

Upon a successful analysis of the business requirements, a technical analysis and feasibility study is performed, using the business 

goals and objectives (the project charter and mission) as the starting point. The technical analysis captures the “as-is” scenarios in 

depth and creates the framework and foundation for the “to-be” scenarios. 

This stage includes consultation with the lines of business to capture and document the sources of data required for  the access 

governance certification process. This includes identifying and documenting the requirements for the revocation and remediation 

processes. 

The key output of the technical assessment is a well-defined and articulated solution blueprint that meets and addresses the 

business goals, objectives and requirements. 

Setting the Scope: Pilot for Success 

The outputs from the business and technical analysis determine the project scope. Successfully setting the project scope requires 

that it:  

 Be un-ambiguous and complete. Ambiguity in the scope leads to confusion, while incompleteness leads to schedule slips that

hurt business deliverables and mandates.

 Be finalized at a specific point in time,  to avoid scope creep that can cause “never ending” projects.

 Be the result of a collaborative effort, to avoid misinterpretations in requirements and design.

 Contain well-defined criteria to track overall progress and risk mitigation processes.

 Be broken down into stages/phases to define and show “quick wins”.

 Define the data sources that are most relevant from a business standpoint, to gain the visibility into them required for access

certification.

These requirements for defining and setting the project scope will aid in defining the project goals and objectives that are in turn 

required to create a project plan frame-work. 



High Level Technical Design 

A high-level technical design provides an overview of the technical solution for an access governance certification. It should include a 

high-level architecture diagram and depict the components and interfaces required for a full functioning solution. Among the 

components it should describe are those that perform identity, accounts and entitlements on-boarding. It should also define, at a 

high level, the use cases around the revocation and remediation process.  

The technical design should provide enough information that it can be used as a “blueprint” for the successful implementation and 

deployment of an access governance certification solution. 

It is recommended that the high-level technical design document be reviewed by the project team and appropriate sign-off be 

provided by the principal project team members i.e. the project sponsor, line of business, IT Security and project manager to ensure 

buy-in from everyone. This will avoid project scope and, more importantly, will help maintain the identified risks and mitigation 

controls. 

Identify Participants 

For any given project it is critical that appropriate project participants be identified and, based on their skill-set and knowledge of the 

organization, processes and technologies, assigned appropriate responsibilities.  

The roles and responsibilities are broken down among three main categories of participants: the primary project team, the secondary 

team (i.e. which is not required to be involved on a full time basis), and the sustaining team, which maintain business-as-usual and 

post-project activities. Specific members in each category, and their responsibilities, are shown below. 

PRIMARY ROLES AND RESPONSIBILITIES 

Typical Access Governance Deployment Team 

ROLE RESPONSIBILITIES 

Project Manager Primary contact for access certification implementation 

activities throughout the deployment. The deployment team 

directly supports the project manager. 

Account Manager Available and responsible for feedback and escalation of issues 

raised by the client’s business sponsor at all times. 

Architect Helps, during the early phases of the project, to ensure that a 

realistic deployment plan is created. Understands the client’s 

business requirements and transforms them into a deployable 

architecture and design to be implemented on the access 

governance platform. 

Business Analyst Has experience consulting with application owners and IT 

infrastructure teams. Understands and documents the 

specifications for onboarding identity and application data into 

access governance platform, maps data elements for 

identities, entitlements, and roles in the access governance 

solution, and refines requirements for reports, reviews, and 

certifications in the system. 

Implementation Engineers Install, configure, test, troubleshoot and roll out the access 

governance platform to support client requirements for the 

project. With a solid knowledge of the access governance 

solution, translate functional requirements defined in the early 

phases of the project into functionality that can be tested by 

the client team and deployed into a production environment. 



Typical Client Project Team 

ROLE RESPONSIBILITIES 

Business Sponsor Senior advocate for the business use of the access governance 

system. 

Project Manager As project lead, drives definition of the success criteria for the 

deployment and facilitates day-to-day coordination of client-

side deliverables. 

Access Governance System Owner Executive As the business sponsor owning the technical solution at the 

customer site, he or she supports their internal customers, 

assigns individuals to work with the access governance vendor 

support/product management teams, and communicates with 

the access governance vendor management team. 

Business Analyst If required, uses their experience consulting with application 

owners and IT infrastructure teams to understand and 

document the specifications for onboarding identity and 

application data into the access governance platform, map 

data elements for identities, accounts and entitlements in the 

access governance solution, and refine requirements for 

reports, reviews, and certifications. 

IT Infrastructure Owner Authorizes installation of the access governance system and 

network access accommodations required for the system. Also 

provides access credentials to identity management 

directories. 

Access Governance System Administrator and Operations 

Personnel 

Administrator manages the ongoing operation and 

configuration of the access governance platform. 

Operations personnel provide on-going implementation, 

configuration, testing, troubleshooting, and tuning of the 

platform following the successful deployment. They should 

understand the access governance solution and system 

concepts and be familiar with their company’s certification 

processes, reporting requirements, and environment. They 

should have the technical skills/experience: 

Database and directory experience in (as applicable) LDAP, 

ODBC, Oracle, Novell, Active Directory, etc. 

Basic understanding of Java 

Hands-on development experience in SQL 

Hands-on systems administrative experience with Unix/Linux 



Secondary Role and Responsibilities 

ROLE RESPONSIBILITIES 

Internal Audit Provides additional details around audit requirements and 
findings for integration of the access governance solution. 
Requests access to review results and reporting capabilities 
once the initial recertification process is complete. 

Information Resource Owner(s) Provide information about the location and structure of 
application-specific entitlement data so the access governance 
system data collectors can be correctly configured to extract 
the data. They should have a detailed understanding of the 
structure, content, and accessibility of the data that must be 
collected, be able to translate technical data attributes such as 
application entitlement data into business descriptions, and be 
readily available to assist implementation engineers. 

Sustaining Team (post project completion) 

ROLE RESPONSIBILITIES 

Access Governance System Operations Personnel 

The administrator manages the ongoing operation and 
configuration of access governance platform. 
Operations personnel provide on-going implementation, 
configuration, testing, troubleshooting, and tuning of the 
platform following the successful deployment. They should 
understand the access governance solution and system 
concepts, be familiar with their company’s certification 
processes, reporting requirements, and environment. They 
should have the following technical skills/experience: 
Database and directory experience in, as applicable, LDAP, 
ODBC, Oracle, Novell, Active Directory, etc. 
Basic understanding of Java 
Hands-on development experience in SQL 
Hands-on systems administrative experience with Unix/Linux 



DEPLOYMENT READINESS CHECKLIST 

A deployment readiness checklist is a must for every access certification deployment. It allows the project team to ensure that all the 

production dependencies and readiness requirements have been met prior to deploying the access governance certification solution 

to production. 

The production readiness checklist below is divided into three (3) functional areas (organizational, operational and technical) to 

address all aspects of a successful deployment. 

Functional Area Activity or Role Questions to Ask Possible Remediation Owner 

Organizational: 
** Items in red are 
examples. 

Y End User Training 

Are end users prepared to 
log into the system and 
perform their assigned 
tasks? Will they know 
what to do when they 
receive an email from the 

access governance 
solution calling for action? 

Perform user acceptance 
testing with end users who 
should now be aware of 
the functionality of the 
system. Also provided a 

user document and 
solution user tasks guide. 

Y 
Operations and 
Support Training 

Is operations ready to 
support the solution once 
it moves into production? 
Do they have the tools 
and training to perform 
functions such as 
backup/restore/basic 
troubleshooting? 

Hold one-on-one training 
sessions with the 
operations team. Provide a 
deployment and operations 
guide i.e. run book and the 
access governance solution 
Administration Guide. 

Y 

Security 
Administration 
Training 

Is the security 
administration team 
prepared to grant access 
to users as appropriate? 

Hold a brief overview 
session, stressing the need 
to limit the number of 
access entitlements 
granted outside of the 
access governance 
solution. 

N System Engineer 

Does the client have 
someone who is capable 
of continuing to on-board 
data and has a firm 
understanding of how the 
solution was built? 

Client is currently learning 
about collectors; however 
he will be limited to 
collectors and 
administration.  

Technology: 

Y Backup and Recovery 

Are processes in place to 
ensure the configuration 
of backup and recovery?  

Working to establish 
appropriate backup and 
recovery procedures. 

Y Performance 

Has performance been 
tested? Are there 
performance issues that 
need to be addressed? 

Performance testing 
showed the system can 
support the requirements 
of 200 concurrent user 
sessions with 3.5 sec. 
average response time. No 
issues to be addressed.  

N 

Outstanding Issues / 
Open Engineering 
Cases 

Are there major/minor 
outstanding issues and 
enhancements? Are they 
production show-
stoppers? How will the 
remaining issues be 
tracked after the 
production launch? 

There have been a few 
exceptions made to get 
into production. We need 
to continue to track the 
issues and work with the 
vendor on a roadmap to 
solve them. 

N 
Email Configuration 
and Expectations 

Is there a firm 
understanding of how and 
when emails will be sent 
out?  

Through QA testing, team 
members have been made 
aware of when the system 
sends emails.  

N System Load 

How heavy a load is 
expected for first release 
of the system? What 
loads are expected going 
forward? N/A 



N Scalability 

How do you scale the 
solution when it runs out 
of disk space or memory?  N/A 

Operational:

N Remediation Activities 

What happens when 
someone or something is 
rejected during a review? 
Who will take action, and 
when? 

This has been documented 
as part of the remediation 
use case and been 
successfully tested 

N 
Continued Application 
Integration 

Has an application 
integration process been 
defined?  

 This will be done once the 
initial system is in 
production.  

N 

Customer perception 
that this is "easy” and 
their involvement is no 
longer needed. 

 Have we set customer 
expectations that a client 
technical resource must 
continue to be heavily 
involved in the process? Completed. 

GATHERING USER DATA 

User Data Overview 

Gathering all the identity-related data relevant to user access visibility is essential for continuous compliance throughout an on-going 

governance process. Such user data usually contains basic information such as first name, last name and email, but can also include 

other information such as the user’s supervisory chain, department, cost center, and business unit structure. Very often, the required 

user date is split among several sources, and data about contractors or part-time employees is kept in different locations than 

information about full time employees.  

Designing collection  

The definition and design of identity collection is essential to a successful access recertification project. Because user information is 

kept in many repositories (such as an HR data database, contractor database, Active Directory, LDAP, etc.) it is critical to understand 

the intricate data elements, dependencies among the repositories and which data sources are authoritative. If the access governance 

solution can directly consume data from the source system, data can be collected as often as daily.  

Extracts from systems that don’t allow direct access should be done as an automated process to help ensure consistent quality and 

format. This usually involves automatically extracting the data, performing basic syntax check and stripping of unwanted characters, 

and pushing the extracted file(s) to a central file repository.  

User Attribute Mapping and Correlation of User Data Sources 

Beyond gathering user data from multiple sources, an access governance solution should be able to map these users and correlate 

their data into a unified view of all relevant user information.  

To achieve this, the solution must map which attributes are important, which sources can deliver which data and how the data 

sources are logically joined. Because every environment is different, the solution must be flexible in how it names user identity 

attributes and how many must be collected. It is also critical to ensure that only unique attributes are used to map data among 

sources to assure the same data elements are not mapped twice.  

Mapping Table and Authoritative Source Identification:  

First, it is important to visualize which data will come from which source. When two or more sources provide the same data points, 

identify which contains the higher quality data and is thus the authoritative source for that data. 

Data unification joins and reference resolutions 

Identity data unification consolidates heterogeneous user records from multiple user data sources into a normalized user data model 

providing a full set of attributes per user. 

For example, assume that data source (1)  and (2) relate to employees, while data source (3) relates to contractor information. The 

values for data source 1 “employeeID” and the “cn” of data source 2 returned are identical so they provide the key link for the 

joining criteria. Data source 3 does not provide any additional data for the employees but is an independent source for contractors. 

This results in the following join: 

Source1.employeeID → Source2.cn 

The unified view will provide all the attributes for an employee, even though data source one (1) is missing the email information 

and data source(2) the Cost Center information. 



In the last step the unified user view provides a hierarchical view of the organization. For example, the Supervisor attribute will 

resolve to another user record. The reference resolutions can then enable supervisor chains or cost center links. As a general design 

principle a large number of joins should be avoided.In the above example the resolution rule would be: 

Source1.manager → Source1.userid 

Or 

Source1.manager → Unified View.UserID 

This can result in the following supervisor/manager chain: 

Sample User3 

UserID 987 

Manager - 

SCHEDULING COLLECTIONS FOR CONTINUOUS COMPLIANCE 

It is critical that identity data collection run on a scheduled basis to assure the correct correlation of supervisor chains, and to detect 

users moving through or leaving the organization. In general, the frequency of collections is limited by the data source that can 

deliver data least often. These “slower” sources are usually data extracts, as direct connections performed via LDAP or databases do 

not have these limitations. Depending on what information is collected from each source, and how the data is used, it can be 

advisable to collect from directly-collected sources more often than from extracts. This is especially true if the extracts provide less 

important information such as phone numbers. 

Pre-Collection Checklist 

Action Status 

Collection Design agreed ( ) 
Attribute sources identified ( ) 
Mapping between sources defined ( ) 

Collection Design Agreed 

Stakeholders must agree on either how to connect to data sources directly, or how to assure quality data is collected from extracts in 

a consistent, reliable and timely manner. 

Attribute Sources Identified 

Identifying which data source can deliver which data points and with what quality helps to create a high quality unified user view. 

Mapping Between Sources Defined 

If the join criteria between the sources are robust, duplicates will not occur. 

Collecting Data 

Before configuring the collectors to run on a regular basis, it is advisable to test them to determine the volume of data they collect 

and how long the collection takes. If possible, repeat with the modified data to understand how long consecutive data loads will take. 

Once the overall volume and timings are known, it is important to validate the imported data. 

Validating Data Collection 

A few data points can help estimate the quality of the collection. For example, counting the departments and overall user count 

within the data should indicate whether all the data has been imported and processed correctly. If more than the estimated number 

of users appear in the consolidated data, the joining criteria might not be correct and duplicate user entries may exist.  

If such numbers are found to be accurate, the data should be checked for consistent quality. This can be done by spot-checking 

certain individuals, following supervisor chains and generally validating that user attributes are filled with the right values. 

GATHERING APPLICATION/PLATFORM DATA 

Application On-Boarding Overview 

Applications usually use an access id (account id) to provide users access to certain functions within the application. To perform an 

access recertification, it is thus necessary to collect those accounts, link them to user identities, collect the access entitlements and 

link them to the accounts. This data can be collected directly from the application repositories or via data extracts such as CSV files. 

Sample User1 

UserID 1234 

Manager ABC 
Sample User2 

UserID ABC 

Manager 987 



Engaging the Application Data Owner 

Application (or asset) owners are important resources to be engaged in the discovery phase of the access recertification because 

they have the knowledge required to understand the entitlement structure of their application or platform. They understand, for 

example, how accounts are linked to user identities and how the entitlement data should be represented. They can explain, on a 

deeper technical level, how the data is delivered, and in what format, and whether several applications can be combined into one 

data feed. If the data is delivered in a flat file, work with the application data owners to ensure the data is delivered in a consistent 

format. Keep in mind the regular data collections ensure that change requests are closed appropriately and that reports are as 

accurate as possible.  

Mapping accounts to human beings 

Generally speaking, accounts are the medium that enables a user to gain access entitlements for a particular application. The link 

between an account and a identity must be established using a mapping relationship. Application owners must help discover what 

attribute of an account maps to what attribute of an identity.  

At the initial load of user data is it very likely that not all accounts can be mapped to an identity. These accounts will turn up as 

orphans and can be treated separately through an Orphaned Account Reviews (see above). Often, service or technical accounts don’t 

have an owner yet. 

Other accounts, such as shared accounts used to administer systems, might link to more than one user identity. 

In this example the Application “1” account name contains values that can be found in the unified user view attribute UserID. 

Application “2” provides information to link accounts to the “EmployeeID” user attribute. 

It is not uncommon to have more than one possible link from an account to the users. For example, most accounts might be linked 

via the UserID but some may also be linked via the EmployeeID. These multiple criteria must be identified with the help of the 

application owner to allow the automated mapping and linking of accounts to user identities. 

Mapping Entitlements to a Usable Model 

The model which makes up the entitlement structure can differ vastly from application to application. This makes it important to be 

flexible when it comes to representing the data within the governance solution.  

Entitlements, when following the RBAC naming convention, consist of a resource and the action(s) that can be performed on it. 

Hence, an entitlement is a resource:action pair. 

The different data models can be best explained by a few examples. 

Example Possible model 

Simple Read/write/modify access to certain tables for each account 

Groups Read/write/modify access to certain tables for groups. Accounts reference 
certain groups 

Application Roles Application Roles reference various read/write/modify rights to certain tables. 
Application roles reference to accounts. 



There are several combinations of the above models, such as mixing application roles and groups. 

Example: Simple Model 

The simple or flat model creates a direct relationship between an account and the granular entitlements. 

Example: Model With Groups 

If groups of accounts are used, those groups usually reference accounts, and the granular entitlements reference the groups that are 

allowed to access them. Groups of course could also be nested within other groups. 





Example: Application Roles  

The last example uses application roles. This types of role exists only within the application and represent an aggregation of granular 

entitlements and a further nesting of application roles, and contains a list of users that can access those application roles. 

GATHERING AVAILABLE METADATA 

Metadata provides additional information that can be used later, such as in reviews and reports. Which metadata is required depends 

on factors such as previous audit findings, internal guidelines or simply user convenience. Metadata can also help reviewers quickly 

identify the true meaning of an element and make the right decision about access or entitlement rights. Whether metadata is 

available for all applications must be determined with the application owners. 

Examples of Metadata 

Accounts: 

 Last Login Timestamp

 Indicator if the account is privileged or not

 Additional account user information such as the full name of the user

 Risk level associated with the account

 Creation date



Groups and Application Roles 

 Information that identifies the owner/administrator or the object

 Risk level

 Entitlements

 Indicator if the entitlement is privileged or not

Entitlement Risk Ranking

 Last used

 Owner

Collecting Data 

Applications can make their access data available in various ways. Sometimes it is possible to connect to the application repository 

directly and collect the data using mechanisms such as LDAP, SQL Databases, J2EE security realms. Often due to connectivity 

constraints a direct connection is not possible. Data collection then requires data extracts that can come in various forms, with 

comma separated values (CSV) being the most common. Another decision must be made about whether to collect data from each 

application separately or via a repository of combined data.  

Both approaches (dedicated and consolidated data feeds) have advantages and disadvantages. Dedicated collections can occur on 

their own schedule but require configuration of each system. Consolidated data feeds can vastly reduce the amount of dedicated 

collectors needed but require pre-collection processing to reach the consolidated state.  

Using Business Descriptions to Maximize Results 

Business descriptions translate the technical terms used within IT to a much more business user-friendly terminology. Such 

descriptions can be applied to any involved object – for example, applications, groups, roles, entitlements and application roles. 

The business descriptions are not a “nice to have”. They are essential to the success of an Access Certification, which is determined 

by the acceptance of the results by the internal and external auditors. Any element without a meaningful description might as well be 

tagged as “not reviewed” because there is often no way for a business user to make an informed decision about it. If that element is 

privileged, auditors might question any decision around that application, platform or role even if the surrounding elements have valid 

descriptions. 

Descriptions are not limited to a single term, but could contain detailed explanations of what the element stands for and perhaps 

links to external sources such as an Intranet webpage that provides extra context.  

For example, RACF is known to have entitlements that are next to impossible to decipher by business people. The element 

“GCICSTRN-CTOPER” might translate to “Order plan entry approve” with a detailed description and a link to the internal Web portal 

for further information.  

Good sources of such descriptions are the application owners together with the owners of the business processes associated with 

that application. One goal of the data delivery is to provide the appropriate descriptions in an understandable form. Because the 

descriptions can change over time, it may be necessary to import the descriptions on a regular basis as well. 

Enabling Fulfillment and Verification  

As important as high quality data is, it is just as important to make sure that all the changes triggered by reviews are implemented. 

The way these changes are communicated back to the application, platform or asset owner depends on the existing infrastructure. 

Provisioning systems, if they are in place, are a good fulfillment mechanism.  

Over the years, however, it has become clear that the application and platform coverage of such provisioning systems is not 

sufficient to meet compliance requirements. Semi-automatic fulfillment processes have proved effective ways to quickly provide 

broad enough platform coverage to meet such needs. This might involve, for example, the triggering of an email notification to the 

responsible asset owner, or the creation of an incident in an existing help desk/trouble ticket system.  

No matter how the changes are made, it is important that the governance solution validates they have been made. Even with the 

use of fully automated provisioning, it can never be ruled out that required changes have not been implemented. The governance 

solution, through its regular data collection, must verify that the model fits the reality and vice versa. 

SCHEDULING COLLECTIONS FOR CONTINUOUS COMPLIANCE 

The need for regular collections of the data has two main drivers. On the one hand, applications constantly evolve with the addition 

or removal of elements as well as changes to the description of those elements. Changes can also happen outside the governance 

solution that must be identified and acted upon. On the other hand, changes made as the results of recertifications must be fulfilled 

and verified. This verification can only be done if the data is loaded on a regular basis.  



The frequency of the collections depends on the ability of the applications (or more precisely, the asset owners) to deliver new and 

updated data. Although daily collections should be the target, weekly schedules will in most cases be the fact of life. The criticality of 

an application will drive up the frequency and hence increases the demands on the asset owners to provide the right data. 

Pre-Collection Checklist 

The following points help to assure the readiness for each application. 

Action Status 

Contact to application and business process owners ( ) 
Account data mapped to user data ( ) 
Access data mapped to model ( ) 
Data validated ( ) 
Fulfillment process defined ( ) 

Contact With the Application and Business Process Owners 

Application owners must be aware of the format in which they must provide the application access data. They need to guarantee that 

the data is kept in the same format and at the same level of quality over time. Application owners must assure that the data is 

delivered on time and at the agreed-upon location. Together with the business process owners, application owners are also 

responsible for the business descriptions.  

Account Data Mapped to Users’ Data 

A simple table helps show how the application account data relates to the user identity data. 

User Identity 
attribute 

Application A Application B Application C 

User ID accountname 
Employee ID Username Login 

Access Data Mapped to Available Models 

If the application data is collected by a dedicated collector, this mapping must occur separately for each application. In case of a 

consolidated repository of access data from various applications, the mapping is done all at once. This of course means that all 

application data must be normalized to match the format of the central repository. 

Fulfillment Process in Place 

Even the best data collection efforts are futile if the required changes to access and entitlements are not made. When considering to 

what extent the fulfillment process should be automated, take into account the volume of changes, the number of applications 

involved and the time in which changes must be made.  

Validating Data Collection 

Validation is required after the initial data load of the accounts, entitlements and descriptions. An initial spot check can help ensure 

that the proper accounts and entitlements are represented.  

The next round of checks could be more volume based, checking the overall number of accounts for a particular application and that 

orphaned accounts make up the 30% of overall accounts found in most organizations. It is critical that the application 

business/technical owner validate the data collection and provide their sign-off. 

PRE-CERTIFICATION DATA CLEANUP 

Data Cleanup Overview 

To avoid unnecessary work for the reviewers, especially if those are line of business users, it is strongly recommended to make sure 

the presented data is clean. Any “dead wood” (erroneous data) will cause confusion and require extra cycles to determine the right 

way to treat it.  

Validating Active Users 

The next step is to assure the identity data is fresh and reflects the most recent turnover and changes in roles. If possible, spot 

checks can assure that employees, contractors and other users that are no longer active are marked as deleted or otherwise 

identified for later sorting or review. 

Reviewing Orphaned Accounts 

Orphaned accounts are often not real orphans but could not be assigned to a real user due to insufficient or bad data. This means 

that an access certification will miss any access entitlement assigned to those “semi-orphans”. This can be avoided by having the 

appropriate application, platform or business process owners review their access and assign the orphans to a real user identity.  



Optional Application/Platform Owner Reviews 

Another safety check is to perform separate application or platform reviews before any line of business users start their certifications. 

Besides eliminating orphaned accounts by mapping them to real identities, these reviews also provide the reviewers insight on 

privileged accounts and can highlight special access such as access to Unix “root” accounts or “SAPALL” entitlements in SAP systems. 

Spotting these potential excessive access entitlements provides a quick and easy way to remove them.  

Certification Readiness Checklist 

Action Status 

Validated Active Users ( ) 
Reviewed orphaned accounts ( ) 
(optional) Application/Platform Owner 
Review 

( ) 

Validated Active Users 

This step assures the right users are reviewed by the right reviewers and that any non-active user accounts can be dealt with 

appropriately. Reviewed Orphaned Accounts 

This step reviews the access entitlements of any services account that will never have a connection to a user identity, and assigns 

the “semi-orphans” to their appropriate reviewers.  

(Optional) Application/Platform Owner Review 

 This step can act as a “sanity check” by removing any obvious excessive permissions before the data is presented to business users, 

thus reducing the workload of the following reviewers. 

USER ACCESS CERTIFICATION 
CERTIFICATION OVERVIEW
Setting up a user certification requires determining what gets reviewed, who does the review and who monitors the reviewer. 

Conducting the recertification requires training the reviewers and monitors, providing process notifications to the right stakeholders, 

keeping the data quality high and providing evidence to the auditors. The following section discusses user-based certifications but 

similar approaches apply to reviews of business roles or on the application account level.  

CONFIGURING COVERAGE: WHAT GETS REVIEWED 

The most basic choices about what gets reviewed involve what elements are certified and who will do the review. 

User Coverage 

When rolling out a certification it has proven beneficial to start with a smaller user base and gain experience in handling a 

certification cycle. For example, the first cycle of a certification may only review members of a certain department or job level. This 

keeps the circle of elements and the training effort relatively small. Beginning with a smaller user base also makes it easier to gather 

feedback from all involved stakeholders. 

On subsequent runs of the certification the targeted user base can be extended. The newly-added reviewers and monitors will benefit 

from the knowledge gained through the initial review, and the more veteran reviewers and monitors can teach others within the 

organization. 

Application or Platform Coverage 

The next choice is defining what gets certified. Usually, compliance requirements determine the order in which applications are 

certified. The higher the risk, the more likely the application will be included in the first runs of the certification.  

Other criteria include the availability of business descriptions and the granularity required for the certification. Any access element 

without a business description is immediately disqualified from a line of business certification because it is impossible for the 

reviewer to make an informed decision about it. That in turn can mean excluding the whole application related to that one access 

entitlement.  

If auditors approve, reviewing only a subset of access entitlements for an application can also reduce the workload on the reviewers 

and monitors. For example, the first cycle might include only group memberships but not granular entitlements.  

Picking the Reviewers 

Reviewers must have a relationship with the elements they certify. For line of business reviews, this usually involves an 

understanding of the business process and the users related to the element. In general, the reviewer will be the manager or 

supervisor of the reviewed users. Other potential candidates to review lines of business are cost center owners. If the organization 

chooses reviewers on a basis other than hierarchy, those names can be manually entered into the system or consumed from an 

extract.  A good starting point is making the supervisors of users the reviewers. At some point, to ensure integrity, reviewers at the 

highest levels of the organization will review each other’s entitlements.  



Certification Monitors: Business People Driving Review Success 

An important element of a successful review cycle is monitoring its progress. The importance of monitoring becomes evident when 

considering that a line of business certification is conducted by its supervisors, and with an average team size of ten employees a 

50,000 employee company will need about 5,000 reviewers. Each of these reviewers is busy with their day-to-day business, and the 

certifications take valuable time out of their schedule.  

These 5,000 reviewers need management oversight as much as any other group within an organization, and failing to provide it will 

endanger the success of the certification. This oversight will be provided by monitors. Their main task is to assist reviewers with their 

review and handle unassigned access entitlements or those that have been pushed back by the reviewers. They can also proactively 

contact reviewers to remind them of outstanding items.  

There are many ways to choose monitors. A good way to distribute the workload evenly is to have the supervisors of reviewers 

become their monitors. Other monitors might be responsible for certain sub-part of the review, e.g. for a certain application or 

department. Yet another group might have oversight for all active certifications.  

Just as with reviewers, good starting points are the line of business managers (supervisors) of the reviewers and a small circle of 

monitors that oversees all reviewers. 

DESIGNING THE CERTIFICATION: MAKE THE CONTENT RELEVANT 

Once the decisions around the content have been made, it is important to make the right content easily accessible to each reviewer. 

For example a supervisor in less interested in the department her users are located in than in a detailed description of the user’s 

access entitlements. In turn, an asset owner is already quite aware of the meaning of a shorter entitlement description, but will be 

very interested in which department a user is working for.  

When highlighting out of role entitlements, listing them in a separate section or making sure that privileged accounts get extra focus 

helps the reviewer make the right decision.  

All this shows the need for different views of the data that are tailored to each reviewer, and contain the information the reviewer 

needs to decide upon the element in question.  

As the amount of data can be large it is also important to make sure it can be very quickly searched for a particular element and 

grouped together when needed, for example to answer the query “Show me all access groups by application name.” 

Certification Workflow Decisions: Notifications, Escalations and Timing 

Certifications must be completed at a specific time, with milestones along the way. The length of a certification cycle varies but 

should not exceed 4-6 weeks as longer cycles do not tend to lead to better results. Anything longer than 6 weeks will simply give the 

reviewer more excuses to delay finishing their tasks. 

At the beginning of the certification the reviewers and monitors should receive an email with important information about the 

process, especially details about how to get help and the deadline for their work.  They should also be notified at regular intervals of 

how much work they have left to do will remove some of this oversight from the monitors.  

Towards the end of the cycle, reviewers that lag the most should receive firmer reminders, and may require personal follow-up from 

their monitors. A good way to accelerate reviewers’ progress is to automatically escalate items they have not reviewed to their 

managers.  

At the end of the cycle the certification administrators or monitors can decide if they will give laggards more time to complete their 

work, again after some automated email or monitor intervention). In some cases it might be appropriate to automatically revoke all 

items that have not been reviewed, depending on the type of review and the regulatory requirements.  

Reviewer and Monitor Training 

Reviewers and monitors require basic training to do their best work. The training material should be created using real world data. 

The reviewers and monitors trained for the pilot can carry their knowledge into the organization and act as multipliers as the 

program expands.  

The certification should also include online help that repeats parts of the training. A short rundown of the most important points 

along with a short training video will help to refresh the memories of reviewers and monitors.  



PRE-LAUNCH VERIFICATION 

The following steps should be completed before beginning a certification. 

Action Status 

User coverage defined ( ) 
Application coverage defined ( ) 
Reviewer assigned  ( ) 
Monitors assigned ( ) 
Data views defined and assign to the right 
audience 

( ) 

Reviewers and monitors trained ( ) 
Reminders and Escalations defined ( ) 
email templates designed ( ) 

Certification Launch 

When the certification starts, the notification emails can create a peak load on the email servers. The infrastructure must be 

prepared to cope with this load even when throttling mechanisms are in place. Be sure the email comes from an approved sender so 

it is not marked as spam and ignored.  

MONITORING CERTIFICATION PROGRESS  

The ongoing monitoring of the certification can be partly automated through scheduled email reminders and escalations. Monitors 

must also handle all items that were either never assigned or were delegated by the reviewer to the monitor.  

In-Flight Changes 

To keep the data quality high it is necessary to update the user identity data and the business descriptions, since during the four to 

six week certification cycle some users might change their jobs or business descriptions may be altered based on reviewer feedback. 

CLOSING THE CERTIFICATION 

When a certification is closed, further changes are not permitted and the certification result becomes evidence for the auditors. 

However, depending on the process agreed upon with the auditors, it might be possible to allow latecomers some final changes after 

the due date. After that grace period or if no such period is allowed, it may be required to mark all items that have not been 

reviewed as revoked to assure 100% completion.  

Measuring Results - Preparing Evidence for Audit 

After the certification has been closed, reports of the reviewers’ decisions have to be produced. These reports will, together with the 

certification results, serve as the primary evidence to the auditors. Further reportable data may include the various change activities 

and their current status as well as the number of delegated items.  

Measuring Success  

Success in the compliance world usually means “accepted by the auditors” but other factors can come into play. If the auditors are 

satisfied but the business users were very unhappy with the amount of work and the presentation of the data, that will require 

changes in the next certification cycle. If such feedback leads to future improvements, all sides will benefit. 



Gathering Metrics 

Various “hard,” or measurable, metrics can show how successful the certification was. 

Factor Meaning 

Completion status per department (or any 
other unit) 

If less than 100% this can indicate a lack of control over the 
reviewers or a lack of training. To reach full completion revise the 
monitoring oversight and assure the reviewers understand the 
meaning and importance of the certification to the organization. It 
can be very efficient to create competition among departments over 
completion rates.  

Percent of revoked access entitlements This is usually effective for only the first few certification cycles. 
Usually the revocation rate for the first cycle is around 15-30%. Any 
rate much lower indicates either previous good management of 
access entitlements or a lack of reviewer awareness.  

Percent of orphaned accounts before and after The percent of orphaned accounts should have decreased 
considerable per application. If not, either the application or platform 
review was not conducted or reviewer awareness of this issue was 
low. 

Amount of delegations (if permitted)  A high rate of delegated items points to unclean data. Either the 
identity data is insufficient or out of date or the business descriptions 
are insufficient and not coherent.  

Time to implement the changes triggered by 
the review 

If it takes too long to implement changes triggered by the reviewers, 
the risk reduction envisioned for the certification does not happen. 
Reasons can include a lack of automation, an overly large volume of 
changes or a lack of awareness on the application owner side. 

GATHERING PARTICIPANT FEEDBACK 

Along with the hard factors it is important to measure the soft success factors through opinions and suggestions from the key 

stakeholders. 

Reviewers 

As reviewers are usually very business oriented, their feedback can help optimize the presentation of the review. 

Question Impact 

Is all the needed information visible? A lack of required information can reduce the 
quality of reviewers’ decisions. It also slows the 
decision process and increases the workload 

Is the data easily accessible? Slows decision making or leads to bad decisions. 
May point to the need for additional viewing angles. 

Is the data meaningful? If the answer is no, this could mean unclear 
business descriptions. Without clear descriptions, 
reviewers cannot make sound decisions on access 
or entitlements. 

Is the quality of user data high enough? Unknown records may need to be delegated, 
increasing the workload and lengthening the 
process 

Is the workload acceptable? If a majority of the reviewers had a hard time 
meeting their deadlines, they will be less likely to 
cooperate the next time. Consider splitting the 
work among more reviewers next time. For 
example one supervisor review might be split up 
between different team leads. Discuss this with the 
auditors! 
Another way to reduce the workload can be to use 
roles to group entitlements, reducing the number of 
items that need to be reviewed.  

Is the planned frequency of certification 
acceptable? 

Reviewers may resist recertification programs if 
they think the workload will be as high as in the 
first one. Providing smaller reviews that only treat 
changes will enable the planned frequency of 
reviews while reducing the workload. 

Is the online help facility adequate? No matter how good the initial training, the 
pressures of daily business will make it fade, 
especially for line of business reviewers. Provide an 
overview of the basics, and a quick online “How to” 
before any new certification to assure best results. 

Is more training needed? Without proper training, reviewers cannot meet the 
security and compliance goals of the certification. 
Consider more formal training if the need for 



certifications is not clear, or if new elements such 
as roles might cause confusion.  

Monitors 

As monitors help drive the certification to completion from a business side, their feedback can help tune that process. 

Question Impact 

Are the representations of the progress data 
sufficient? 

Without good progress data, monitors cannot 
assure their reviewers complete their work on time. 
Consider whether progress data could be presented 
in a more consumable way? 

Is the workload ok? Reasons could include bad data quality (user data 
out of date and hence lots of delegations or 
inaccurate business descriptions) or the need to 
split monitoring tasks among more monitors. 

Is the user data sufficient to verify their 
information?  

Are the email addresses and phone numbers 
accurate and up to date? If not, reviewers must 
spend more time tracking user information. 

Auditors 

The evidence presented and the facilities provided to conduct spot checks are essential to the auditors. Their feedback will assure 

they get what they need to certify compliance. 

Question Impact 

Is the application coverage sufficient? Does the next certification cycle need to include 
more compliance-relevant applications? 

Is the user coverage sufficient? Do more users, or different types of users, need to 
get included? 

Is the evidence presented sufficient? Is the format and the data contained within the 
reports sufficient?  

Are the spot checking facilities adequate? Is there a need to provide more reports or querying 
options? 

Application Owners 

Application owners not only must deliver the access data and business descriptions needed for the review, but must ensure any 

changes triggered by a certification are implemented. 

Question Impact 

Is the volume of changes acceptable? If the volume of changes remains high beyond the 
first few certification cycles, automation can ease 
the administrative burden. 

Is the level of automation acceptable? Should a provisioning system perform the changes 
or should they trigger action by a help desk / 
trouble ticket system? 

Is the data model representation adequate? The first few certifications will help the reviewers 
and the application owners understand how data 
should be presented. If there is a better way to 
map the application’s model for certifications, those 
changes can be incorporated in the next cycle. 



PREPARING TO EXPAND THE SCOPE 

Once the feedback has been incorporated and the adjustments made, the next certification cycles might need to include more 

applications, platforms and users, triggering a horizontal expansion of the certification. Demands from the auditors or the business 

might require including more elements for an application or platform. This vertical extension of the scope could mean including 

access entitlements that in the first certification were regarded as less critical or too labor-intensive. 

CONCLUSION 
Building a stable and operational Access Certification and Management framework actively promotes access governance. The success 

of follow-on initiatives depends on the foundation of the initial certification effort. The methodology and practices outlined in this 

document, when executed with good project management practices, allow an organization to create a blueprint for subsequent 

stages of access governance. The reader and practitioner are urged to actively engage business and IT champions throughout the 

project and to conduct value realization studies after go-live to create a viable strategy for ongoing improvement of their access 

governance activities. 
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