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RSA® MFA Agent 1.1 for macOS
Release Notes

This document describes the RSA® MFA Agent 1.1 for macOS release. Read this document before installing the
software. This document contains the following sections:

l Product Overview

l Installing This Product

l Documentation

l Support and Service

These Release Notes may be updated. The most current version can be found on RSA Link at
https://community.rsa.com/community/products/securid/mfa-agent-macos.

Product Overview

RSA MFA Agent for macOS works with the RSA SecurID Access Cloud Authentication Service to require users to
perform additional authentication when accessing macOS computers. A user enters the username and
password and then can be prompted for additional authentication (for example, by approving a request in the
RSA SecurID Authenticate app). If the user credentials are correct, the user gains access to the computer.

The Authentication Agent is installed on macOS computers. When users try to sign into or unlock computers,
the Authentication Agent communicates with the Cloud Authentication Service to manage authentication.

Key features of this release include:

l Support for the Approve, RSA SecurID Authenticate Tokencode, and SecurID Token methods for online
authentication

l No fail-open offline authentication with Authenticate Tokencode

l Agent customization using the RSA Agent Control Center

l Online Emergency Access using the Emergency Tokencode authentication method

What’s New in This Release

This section lists the new features and enhancements that are introduced in RSA MFA Agent for macOS.
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RSA MFA Agent 1.1 for macOS includes the following new features:

l You can ask your users to test authentication with the RSA Agent Control Center.

Note: If you do not enable offline authentication, the Test Offline Authentication button displays,
but your users will receive an "Unsuccessful authentication" message.

https://community.rsa.com/community/products/securid/mfa-agent-macos
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l User can use Device Biometrics as an authentication method. To use Device Biometrics, users must
register their mobile devices with the Cloud Authentication Service. For more information, see
Authenticator Registration on RSA Link.

l You can upgrade from RSA MFA Agent 1.0 to 1.1 for macOS.

l RSA MFA Agent 1.1 log files are stored in a new location: /Library/Application Support/RSA MFA
Agent/Logs. RSA MFA Agent 1.0 log files are moved to the new location.

Installing This Product

You can install RSA MFA Agent for macOS on macOS computers running the following operating systems:

l macOS Catalina (10.15.4 or later)

l macOS Mojave (10.14.6 or later)

For installation and upgrade instructions, see Chapter 3, "Installing RSA MFA Agent" in the Installation and
Administration Guide.

Documentation

The following product documentation is available on RSA Link:

https://community.rsa.com/community/products/securid/mfa-agent-macos

Title Filename

RSA MFA Agent 1.1 for macOS Installation
and Administration Guide

rsa_mfa_agent_macOS_1.1_installation_administration_
guide.pdf

RSA SecurID Access User Help Available from within the RSA SecurID Authenticate app

Fixed Issues

RSA MFA Agent 1.1, October 2020

This release includes a fix for the following issue:

AAFM-1268 - After an upgrade frommacOS 10.15.4 to 10.15.5, users had an authentication issue while
unlocking the screen and the log files were deleted. Users can now successfully authenticate and the log files
are present.
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https://community.rsa.com/docs/DOC-54115
https://community.rsa.com/community/products/securid/mfa-agent-macos
https://community.rsa.com/docs/DOC-114418
https://community.rsa.com/docs/DOC-114418
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Support and Service

You can access community and support information on RSA Link at https://community.rsa.com. RSA Link
contains a knowledgebase that answers common questions and provides solutions to known problems, product
documentation, community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware
and software products that have been certified to work with RSA products. The website includes
Implementation Guides with step-by-step instructions and other information on how RSA products work with
third-party products.

Copyright © 2020 RSA Security LLC or its affiliates. All rights reserved. RSA Conference logo, RSA, and other
trademarks are trademarks of RSA Security LLC or its affiliates. For a list of RSA trademarks,
https://www.rsa.com/en-us/company/rsa-trademarks. Other trademarks are trademarks of their respective
owners.
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Intellectual Property Notice

This software contains the intellectual property of RSA or is licensed to RSA from third parties. Use of this
software and the intellectual property contained therein is expressly limited to the terms and conditions of the
License Agreement under which it is provided by or on behalf of RSA.

Open Source License

This product may be distributed with open source code, licensed to you in accordance with the applicable open
source license. If you would like a copy of any such source code, RSA or its affiliates will provide a copy of the
source code that is required to be made available in accordance with the applicable open source license. RSA or
its affiliates may charge reasonable shipping and handling charges for such distribution. Please direct requests
in writing to RSA Legal, 174 Middlesex Turnpike, Bedford, MA 01730, ATTN: Open Source Program Office.

System Data Collection and Usage Policy

In certain circumstances, RSA collects data from customer installations of RSA products for purposes including
but not limited to accurate billing of product usage and to maintain and improve RSA products. For details see
"RSA’s right to collect System Data" in Product Usage Rights:
https://www.rsa.com/content/dam/en/terms/units-of-measure.pdf.
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