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Preface

About This Guide

This guide describes how to use Group Policy Object (GPO) templates to manage RSA® MFA Agent 2.0.1 for
Microsoft Windows. It is intended for administrators and other trusted personnel. Do not make this guide
available to the general user population.

RSA MFA Agent for Microsoft Windows Documentation

For more information about RSA MFA Agent 2.0.1 for Microsoft Windows, see the following documentation:

Release Notes. Describes information what is new and changed in this release, as well as workarounds for
known issues.

Installation and Administration Guide. Describes how to install, configure, and manage RSA MFA Agent
2.0.1 for Microsoft Windows.

Group Policy Object Template Guide. Describes how to use Group Policy Object templates to configure
RSA MFA Agent 2.0.1 for Microsoft Windows.

The latest version of all documentation is available on RSA Link at
https://community.rsa.com/community/products/securid/mfa-agent-windows/.

Related Documentation

For more information about products related to RSA MFA Agent 2.0.1 for Microsoft Windows, see the following:

l RSA Authentication Manager documentation set. See RSA Authentication Manager 8.5
Documentation on RSA Link.

l Cloud Authentication Service documentation set. See Cloud Authentication Service
Documentation on RSA Link.

l RSA Ready Partner Program. RSA works with a number of manufacturers to qualify software that
works with RSA products. Qualified third-party products include virtual private network (VPN) and
remote access servers (RAS), routers, web servers, and many more. To access the directory, including
implementation guides and other information, go to http://www.rsaready.com.

Support and Service

You can access community and support information on RSA Link at https://community.rsa.com. RSA Link
contains a knowledgebase that answers common questions and provides solutions to known problems, product
documentation, community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware
and software products that have been certified to work with RSA products. The website includes
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Implementation Guides with step-by-step instructions and other information on how RSA products work with
third-party products.

Before You Call Customer Support
Make sure that you have direct access to the computer running RSA MFA Agent 2.0.1 for Microsoft Windows.

Please have the following information available when you call:

l When you use the Cloud Authentication Service, RSA provides you with a unique identifier, called the
Customer Support ID, which is required when you register with RSA Customer Support. To see your
Customer Support ID, sign in to the Cloud Administration Console and clickMy Account > Company
Settings.

l If you use RSA Authentication Manager, your Authentication Manager software version number is your
RSA Customer/License ID.

To find this number, do the following:

In the RSA Security Console, click Help > About RSA Security Console > See Software Version
Information.

l The make and model of the machine on which the problem occurs.

l The name and version of the operating system.

Preface 6
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RSA Group Policy Object Template

The RSA Group Policy Object (GPO) template allows you to manage RSA MFA Agent 2.0.1 for Microsoft Windows
using RSA group policies. The template is installed as part of the product installer, but it is also available
separately as a zip (RSA_MFA_Agent_2.0_PolicyTemplates.zip). The group policies defined in the template
allow you to connect with the RSA SecurID Access Cloud Authentication Service or RSA Authentication Manager
and control how users sign into their Windows computers.

RSA group policies allow you to apply policy settings to the appropriate computers. Typically, you copy the
template into the defined directory on your domain controller and then define the authentication policy settings
in the templates. Each computer within the domain automatically downloads the settings and loads them into
the Microsoft Windows registry. Windows stores them in the Registry Editor keys under
HKEY_LOCAL_MACHINE > Software > Policies > RSA.

Each Windows computer must be part of a domain.

If you change policy settings, the new settings override any previous settings. In domain environments, all
computers wait for specified refresh intervals before updating their settings. When the refresh process ends,
the settings associated with the templates are loaded into the Windows registry.

Note: To ensure that users cannot change the default (or another setting), you must install the template, make
any changes, and enforce the policy on the domain controller. For more information about enforcing a policy,
see the Windows Server documentation.

RSA SecurID Access Settings

The RSA SecurID Access Settings template contains policy settings to define how the MFA Agent connects to
RSA SecurID Access, handles load balancing and failover, and manages user sign-in.

The following policy settings are available:

l Specify the retry count for how many times the MFA Agent tries to contact a server.

l Specify server refresh interval for how long the MFA Agent waits between polling attempts.

l Specify the RSA Authentication Manager agent name.

l Specify the RSA SecurID Authentication API key.

l Specify the Cloud Authentication Service access policy.

l Specify the RSA SecurID Access timeout period that the MFA Agent waits for a response before an
additional authentication request times out.

l Collect system attributes (location and IP address) from a computer to be used in a Cloud Authentication
Service access policy.

l Disable RSA SecurID Access authentication for a user that does not exist in an identity source that is
synchronized to the Cloud Authentication Service.

l Enable RSA SecurID Access authentication.

l Enable load balancing for authentication requests.

l Set computers to unlock with Windows password.

Chapter 1: Group Policy Object Template 8
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l Specify how long the Agent tries to collect location data before timing out.

l Specify the RSA SecurID Authentication API REST URL.

For more information about configuring the RSA SecurID Access settings, see Defining RSA SecurID Access
Settings on page 15.

Local Authentication Settings

The Local Authentication Settings template files allow you to control how the MFA Agent sign-in prompts appear
to users.

The following policy settings are available:

l Specify custom tile image, text, and logo.

l Specify number of offline authentication failures that are allowed before a user must authenticate online
or use emergency access.

l Allow the Agent to retrieve the user's challenge setting from a local cache if the agent cannot determine
the user's group membership from the domain controller.

l Define an RSA SecurID Access challenge group to include or exclude users from challenging for
credentials.

l (Cloud Authentication Service) Specify number of offline days to download.

l (Cloud Authentication Service) Specify when message displays to users about expiring offline days.

l Enable streamlined authentication from remote applications (for example, Microsoft Remote Desktop
Connection), so that users do not need to enter credentials twice when using those applications, unless
additional authentication is required.

l Enable offline authentication.

l Specify if the Agent prompts users for password after prompting for multifactor authentication, instead
of prompting before multifactor authentication.

l Enable reserve password.

l Specify remote desktop applications that do not require RSA SecurID authentication.

l Specify if the Agent sends the domain and user name to RSA Authentication Manager during
authentication.

l Specify logging options.

For more information about configuring the Local Authentication settings, see Defining the Local Authentication
Settings on page 30.

Credential Provider Filter Settings

The RSA SecurID Access Credential Provider Filter contains policy settings to define how theMFA Agent responds
when users sign intoWindows.

The following policy settings are available:

l Exclude theMicrosoft Password Credential Provider

l Exclude theMicrosoft Picture Password Credential Provider
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l Exclude theMicrosoft PIN Logon Credential Provider

l Exclude theMicrosoft Smart Card Credential Provider

l Exclude theMicrosoft WLID (Windows Live ID) Credential Provider

l Exclude the RSA SecurID Access Credential Provider

l Exclude all third-party Credential Providers

For more information about configuring the RSA SecurID Access Credential Provider Filter settings, see Defining
the RSA SecurID Access Credential Provider Filter Settings on page 51.

Understanding Co-Existence of RSA Windows Agents

If you plan on using RSA Authentication Agent 7.4.3 for Microsoft Windows and RSA MFA Agent 2.0.1 for
Microsoft Windows on the same computer, be aware of the following:

l Both Agents can exist on the same computer. The order that you install and uninstall (if necessary) the
Agents does not matter.

l You can configure the GPO Credential Provider Filter settings to display the Agent credential provider tile
used for authentication. To limit user confusion with the authentication process, RSA recommends only
displaying one Agent credential provider tile at a time on users' computers.

For the Agent that you exclude, be sure to disable offline authentication. If you exclude an
RSA Authentication Agent 7.4.3 credential provider and disable offline authentication, instruct your
users to restart their computers, so that users do not see the Authentication Agent offline notifications.

An administrator might choose to display both credential provider tiles on a computer to simplify testing
of both Agents.

l If you use both Agents on the same computer, understand how the GPO settings are impacted by co-
existence:

l The Agents share the same GPO Credential Provider Filter Settings. A change to the settings of
one Agent changes the same setting in the other Agent.

l Most GPO settings, such as local authentication settings, are not shared. Each version of the
Agent uses its own GPO settings. Some RSA Authentication Agent 7.4.3 features are GPO settings
in MFA Agent 2.0.1.

For a comparison of the features and GPO settings for the two Agents, see "Comparing RSA Authentication and
MFA Agents for Microsoft Windows" in the Installation and Administration Guide.
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Installing the RSA Group Policy Object Template

Group Policy is a feature of Microsoft Windows. RSA recommends that before you deploy the RSA Group Policy
Object template, you become familiar with Microsoft Windows Group Policy concepts and best practices. For
more information, search the Microsoft Support website at https://support.microsoft.com/en-us.

The RSAGPO template comes with the agent. If you want to apply the policies' settings tomultiple computers in a
domain, see Install the Template on the Domain Controller below.

If you do not want to apply the policies' settings to all of the computers in the domain, you can apply the policies to
specific computers. For more information about applying the settings to specific computers, see Install the Template
on aWindows Computer below.

Install the Template on a Windows Computer

If you install RSA MFA Agent 2.0.1 for Microsoft Windows on the same computer you want to use to manage your
template, you do not need to manually install the template. The application automatically copies the template
files to C:\Windows\PolicyDefinitions during installation.

You may only need to install the template if you delete it. To install the template, copy the complete contents of
the RSA_MFA_Agent_2.0_PolicyTemplates.zip package, except for theMigration Tool folder, to
C:\Windows\PolicyDefinitions on the computer, preserving the existing subfolder structure.

Install the Template on the Domain Controller

Install the template by copying it to the appropriate local directory or shared network location.

Procedure

Do one of the following to install the template on a Windows Server domain controller:

l Copy the complete contents of the RSA_MFA_Agent_2.0_PolicyTemplates.zip package, except for
theMigration Tool folder, to C:\Windows\PolicyDefinitions on the domain controller, preserving
the existing subfolder structure.

l Copy the complete contents of the RSA_MFA_Agent_2.0_PolicyTemplates.zip package, except for
theMigration Tool folder, to the following shared network location on the domain controller, preserving
the existing subfolder structure:

\\domain_name\SYSVOL\domain_name\Policies\PolicyDefinitions

where domain_name is the name of the domain containing the servers where the policy settings will
apply. Create the PolicyDefinitions folder if it does not already exist.

The policies in the RSA GPO template are installed in the default Not Configured state, and additional steps are
required to configure the settings and apply them to a domain policy. For more information, see Defining the
Policy Settings on page 13.

12 Chapter 2: Installing Group Policy Object Template
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Accessing the Group Policy Object Template

This section describes how to access the template and define settings. It includes instructions for domain
controllers and Windows computers that are not subject to Group Policy. The example procedures include
screens from aWindows Server operating system.

Note: Make sure that you have installed the template. For more information, see Installing Group Policy Object
Template on page 11.

Access the Template on a Domain Controller
This section describes how to access the template to view and define settings.

Procedure

1. Click Start > Administrative Tools > Group Policy Management.

2. If necessary, double-click the domain name in the left-hand frame to expand it.

3. If necessary, double-click Group Policy Objects to expand it.

4. Right-click the policy with the template you need to edit, for example, Default Domain Policy, and
click Edit.

5. Double-click Policies from Computer Configuration.

6. Double-click Administrative Templates: Policy definitions (ADMX files).

7. Double-click RSA Desktop.

Access the policy settings by double-clicking the folders.

Access the Template On a Windows Computer
This section describes how to access the template to view and define settings with the Local Group Policy Editor.

Procedure

1. Click Start > Run > gpedit.msc.

2. Double-click Administrative Templates.

3. Double-click RSA Desktop.

Access the policy settings by double-clicking the folders.

Policy Settings

You define the policy settings by selecting one of the following options:

l Not Configured. This is the default setting of an installed policy.

l Enabled. You activate a policy setting by enabling it.

l Disabled.When you select Disabled for a policy, you deactivate the setting that was previously enabled.

Disabled is not the same as Not Configured. Not Configured is the default setting of an installed policy. You must
select Enabled to activate a policy that is Not Configured. Review each policy setting carefully.

14 Chapter 3: Defining the Policy Settings
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For more information on Microsoft Windows Group Policy concepts and best practices, search the Microsoft
Support website at https://support.microsoft.com/en-us.

Defining RSA SecurID Access Settings

The RSA SecurID Access Settings folder contains settings to connect the MFA Agent with RSA SecurID
Access and select the access policy that specifies how users sign into their Windows computers.

Specify the Retry Count
You can specify the number of times that the MFA Agent tries to contact the RSA SecurID Access server if the
first attempt is unsuccessful. If multiple servers are configured, the Agent attempts to contact the next server
when the retry count is reached.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on the previous page.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Specify Retry Count. A dialog box similar to below
opens with a definition of the policy.

5. Select one of the following:

l Not Configured. In this state, the Agent tries to contact an RSA SecurID Access server twice
before attempting to contact the next server.

l Enabled. In this state, you can specify the number of retry attempts.

Chapter 3: Defining the Policy Settings 15
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l Disabled. In this state, the Agent does not try to contact the server again if the first attempt is
unsuccessful. If multiple servers are configured, the Agent attempts to contact the next server.

6. If enabled, specify a number from 1 to 5. The default value is 2.

7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Specify the Server Refresh Interval
You can specify the number of minutes that MFA Agent waits between polling attempts to determine whether the
RSA SecurID Access server is available.

The default and minimum value is 5.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Specify Server Refresh Interval. A dialog box similar
to below opens with a definition of the policy.

5. Select one of the following:

l Not Configured. In this state, the Agent waits 5 minutes before trying to determine whether a
server is available.

l Enabled. In this state, you can specify how long the Agent waits.

16 Chapter 3: Defining the Policy Settings
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l Disabled.In this state, the Agent waits 5 minutes before trying to determine whether a server is
available.

6. If enabled, specify the number of minutes that the Agent waits between polling attempts.

7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Specify the RSA Authentication Manager Agent Name
If you are using the Agent in RSA Authentication Manager REST mode, specify the hostname used to register the
Agent with Authentication Manager. The name is specified in the Security Console Access > Authentication
Agents page. For more information, see Add an Authentication Agent.

The Cloud Authentication Service uses the agent name for Approve and Device Biometric notifications that are
sent to user authenticators. If the policy is Disabled or Not Configured, the notiifications display the hostname of
the agent machine.

This policy must be enabled and configured for the Agent to work with RSA Authentication Manager. This policy
is optional for the Cloud Authentication Service.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click RSA Authentication Manager Agent Name. A dialog
box similar to below opens with a definition of the policy.

Chapter 3: Defining the Policy Settings 17
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5. Select one of the following:

l Not Configured. In this state, no users can sign in with the Agent.

l Enabled. This state allows you to specify the Agent hostname and allows users to sign in with
RSA SecurID Access. See the next step.

l Disabled. In this state, no users can sign in with the Agent.

6. If you selected Enabled, enter the Agent hostname exactly as specified in the Security Console.

7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Specify the RSA SecurID Authentication API Key
You must specify the RSA SecurID Authentication API Key that the Agent sends to the RSA SecurID
Authentication API to securely identify authentication requests.

This policy must be enabled and configured for the Agent to work.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click RSA SecurID Authentication API Key. A dialog box
similar to below opens with a definition of the policy.
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5. Select one of the following:

l Not Configured. In this state, no users can sign in with the Agent.

l Enabled. This state allows you to specify the RSA SecurID Authentication API Key and allows
users to sign in with RSA SecurID Access. See the next step.

l Disabled. In this state, no users can sign in with the Agent.

6. If you selected Enabled, enter the RSA SecurID Authentication API Key.

If you are using the Agent to connect to the Cloud Authentication Service, the key is available in the Cloud
Administration ConsoleMy Account > Company Settings page. For more information, see Add an
RSA SecurID Authentication API Key.

If you are using the Agent to connect to RSA Authentication Manager, the key is available in the Security
Console Setup > System Settings > RSA SecurID Authentication API page. For instructions, see
Configure the RSA SecurID Authentication API for Authentication Agents.

7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Specify the Cloud Authentication Service Access Policy
You must specify the Cloud Authentication Service access policy to use to control which users can sign in with
the Agent and how those users must sign in. The available access policies are displayed in the Cloud
Administration Console in the Access > Policies page. For more information, see Add an Access Policy.

This policy must be enabled and configured for the Agent to work with the Cloud Authentication Service. RSA
Authentication Manager does not use this policy, unless the Cloud Authentication Service is used for
authentication.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Cloud Authentication Service Access Policy. A
dialog box similar to below opens with a definition of the policy.

Chapter 3: Defining the Policy Settings 19

https://community.rsa.com/docs/DOC-62339
https://community.rsa.com/docs/DOC-62339
https://community.rsa.com/docs/DOC-76831
https://community.rsa.com/docs/DOC-54144


RSA MFA Agent 2.0 for Microsoft Windows Group Policy Object Template Guide

5. Select one of the following:

l Not Configured. In this state, no users can sign in with the Agent.

l Enabled. This state allows you to specify the Cloud Authentication Service access policy to
control user sign-ins. See the next step.

l Disabled. In this state, no users can sign in with the Agent.

6. If you selected Enabled, enter the exact name (including case sensitivity) of the access policy as
specified in the Cloud Administration Console.

7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Specify RSA SecurID Access Timeout
You can specify the number of seconds that the MFA Agent waits for a response from RSA SecurID Access
before an additional authentication request times out.

The default value is 15 seconds. You can adjust this value, from 1-180 seconds, based on your company
requirements.

If the authentication request times out, the user is prompted for offline authentication (if available) or the
authentication request is unsuccessful.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.
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3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Specify RSA SecurID Access timeout. A dialog box
similar to below opens with a definition of the policy.

5. Select one of the following:

l Not Configured. In this state, the Agent waits for a response from RSA SecurID Access for 15
seconds before timing out.

l Enabled. In this state, the Agent waits for a response from RSA SecurID Access for the specified
number of seconds before timing out.

l Disabled. In this state, the Agent waits for a response from RSA SecurID Access for 15 seconds
before timing out.

6. If enabled, specify the timeout in the Seconds field.

7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Collect System Attributes for Cloud Authentication Service Access Policy
You can specify if the Agent collects and sends the following system attributes to the Cloud Authentication
Service to use for conditional authentication as specified in the access policy:

l IP address using the IPv4 standard

l Location (latitude and longitude)

If the access policy contains condition attributes, when a user tries to sign into the computer, the Cloud
Authentication Service can restrict access based on these attributes.

Be aware of the following if you want to collect system attributes:
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l If you are collecting the IP address on a computer with multiple IP addresses (for example, the computer
has two NICs), the MFA Agent only collects the first IP address.

l The MFA Agent cannot collect location attributes on a computer that is not capable of providing location
or has location collection disabled.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Collect system attributes for Cloud
Authentication Service access policy. A dialog box similar to below opens with a definition of the
policy.

5. Select one of the following:

l Not Configured. In this state, the Agent collects and sends system attributes to the Cloud
Authentication Service.

l Enabled. In this state, the Agent collects and sends system attributes to the Cloud
Authentication Service.

If you enable this setting, confirm that Windows location service is also enabled.

l Disabled. In this state, the Agent does not collect and send system attributes to the Cloud
Authentication Service.

6. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

7. Close the Group Policy Management Editor.
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If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Disable RSA SecurID Access Authentication for Unknown User
If you are using the Cloud Authentication Service during Windows authentication, you can specify if the Agent
allows a user unknown to RSA SecurID Access to sign in with only a Windows password and not require
additional authentication.

Users are unknown to the Cloud Authentication Service when they do not exist in identity source that is
synchronized to the Cloud Authentication Service.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Disable RSA SecurID Access authentication for
unknown user. A dialog box similar to below opens with a definition of the policy.

5. Select one of the following:

l Not Configured. In this state, the Agent does not allow unknown users to sign into their
computers.

l Enabled. In this state, the Agent allows a user unknown to the Cloud Authentication Service to
sign in with only a Windows password and not require additional authentication.

l Disabled. In this state, the Agent does not allow unknown users to sign into their computers.

6. Click Apply, and then clickOK to return to RSA SecurID Access Settings folder.

7. Close the Group Policy Management Editor.
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If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Enable RSA SecurID Access Authentication
You can specify if the Agent requires RSA SecurID Access additional authentication during Windows
authentication.

This policy must be enabled for MFA Agent to work.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Enable RSA SecurID Access authentication. A
dialog box similar to below opens with a definition of the policy.

5. Select one of the following:

l Not Configured. In this state, RSA SecurID Access is not used during Windows authentication.

l Enabled. In this state, RSA SecurID Access is used during Windows authentication.

l Disabled. In this state, RSA SecurID Access is not used during Windows authentication.

6. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

7. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.
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Enable Load Balancing
The MFA Agent automatically balances authentication request loads that are sent to RSA Authentication
Manager. Load balancing and failover settings apply to your connections to Authentication Manager.

If load balancing is not configured, then the MFA Agent uses weighted round robin. The agent periodically
measures the time taken by each server to process an authentication request ,and distributes more requests to
faster servers and fewer requests to slower servers.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Enable Load Balancing. A dialog box similar to below
opens .

5. Select one of the following:

l Not Configured. In this state, the Agent uses weighted round robin for load balancing and
failover.

l Enabled. In this state, you can choose between weighted round robin and round robin. Round
robin sends authentication requests to each server in sequence, in the order the servers were
added in the comma separated list.

l Disabled. In this state, the Agent does not use load balancing, but instead sends all
authentication requests to the first available server in the list.

6. If enabled, select "Weighted round robin" or "Round robin" in the Select the load balancing scheme
drop-down list.
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7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Set Computers to Unlock with Windows Password
You can allow the user to unlock the computer with only a Windows password during the time-out period. The
time-out period starts when a user completes RSA SecurID Access authentication. You might do this to allow a
simpler authentication flow for users for a certain amount of time.

Procedure

1. Make sure that you have installed the templates. For more information, see Installing Group Policy Object
Templates.

2. Access the templates. For more information, see Accessing the Group Policy Object Template on
page 14.

3. Double-click the RSA SecurID Access Settings.

4. In the right pane, double-click Unlock with Windows Password. A dialog box opens with a definition
of the setting.

5. Do one of the following:

l Not Configured. Users must enter a Windows password and additional authentication to unlock
their computers.

l Enabled. Users can unlock their computer with a Windows password during the time-out
period. See the next step.

l Disabled. Users must enter a Windows password and additional authentication to unlock their
computers.
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6. If you select Enabled, do the following:

a. Specify the number of times users can enter incorrect passwords (defaults to three) before they
are prompted for RSA SecurID Access authentication. The maximum number of attempts is 10.

b. Specify the number of minutes (defaults to 75 minutes) when users can unlock their computers
by entering Windows passwords. The maximum time-out period is 720 minutes.

7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry once the refresh
interval ends in the domain.

Specify Location Collection Timeout
You can specify the number of seconds that the Agent tries to collect the computer location (latitude and
longitude) before timing out. The default value is five seconds.

If the location collection times out and the Trusted Location attribute is required in the Cloud Authentication
Service access policy, then the user cannot sign into the computer.

Before you begin

Ensure that the policy Collect system attributes for Cloud Authentication Service access policy is
enabled. This policy must be enabled in order for a new timeout value to take effect.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Specify location collection timeout. A dialog box
similar to below opens with a definition of the policy.
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5. Select one of the following:

l Not Configured. In this state, the Agent tries to collect the location for five seconds before
timing out.

l Enabled. In this state, the Agent tries to collect the location for the specified number of seconds
before timing out.

l Disabled. In this state, the Agent tries to collect the location for five seconds before timing out.

6. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

7. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Specify the RSA SecurID Authentication API REST URL
The MFA Agent uses the RSA SecurID Authentication API REST URL for load balancing. This URL connects the
MFA Agent with RSA SecurID Access. You can specify one URL for the Cloud Authentication Service or up to 15
URLs for RSA Authentication Manager.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click RSA SecurID Authentication API REST URL. A
dialog box similar to below opens with a definition of the policy.
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5. Select one of the following:

l Not Configured. In this state, no users can sign in with the Agent.

l Enabled. This state allows you to specify the RSA SecurID Authentication API REST URL. See the
next step.

l Disabled. In this state, no users can sign in with the Agent.

6. If you selected Enabled, specify the RSA SecurID Authentication API REST URL with the following
format:

https://hostname:port/

l If you are connecting to the Cloud Authentication Service, the hostname is the Authentication
Service Domain specified in the Cloud Administration Console.

To view the hostname:

a. In the Cloud Administration Console, click Platform > Identity Routers.

b. Click Edit next to one of the identity routers.

c. Click Registration.

The Authentication Service Domain field is displayed. The default port is 443.

l If you are connecting to RSA Authentication Manager, the host name is the Fully Qualified Domain
Name specified in the Operations Console Administration > Network > Appliance Network
Settings page. The default port is 5555. You can enter up to 15 comma-separated URLs.

7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.
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Defining the Local Authentication Settings

The Local Authentication Settings folder contains settings that allow you to control how users interact with
the MFA Agent.

Specify Custom Logo to Replace RSA SecurID Access Logo
Specify a custom logo to replace the RSA SecurID Access logo when the user is prompted to enter RSA SecurID
Access credentials.

Ensure that the custom image directory and custom image file have proper file-permissions. The recommended
image size is 220 x 80 pixels.

Procedure

1. Make sure you have installed the templates. For instructions, see Chapter 2: Installing Group Policy
Object Templates.

2. Access the templates. For instructions, see Accessing the Group Policy Object Template on page 14.

3. Double-click Local Authentication Settings.

4. In the right pane, double-click Specify custom logo shown when collecting RSA SecurID Access
credentials. A dialog box opens with a definition of the setting.

5. Select one of the following:

l Not Configured. The RSA SecurID Access Credential Provider does not display a custom logo.

l Enabled. The RSA SecurID Access Credential Provider replaces the RSA SecurID Access logo
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with the custom logo. If the custom logo is not specified, the RSA SecurID Access logo is
displayed.

l Disabled. The RSA SecurID Access Credential Provider does not display a custom logo.

6. If you selected Enabled in step 5, enter the fully-qualified path to the logo file, for example,
C:\Program Files\Common Files\RSA Shared\RSA Credential Provider\myCustomlogo.bmp.

7. Click Apply, and then click OK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry once the refresh
interval ends in the domain.

Specify Custom Text to Display Beneath RSA SecurID Access Fields
Specify additional text to display beneath the RSA SecurID Access credential fields.

Procedure

1. Make sure you have installed the templates. For instructions, see Chapter 2: Installing Group Policy
Object Templates.

2. Access the templates. For instructions, see Accessing the Group Policy Object Template on page 14.

3. Double-click Local Authentication Settings.

4. In the right pane, double-click Specify custom text shown when collecting RSA SecurID Access
credentials. A dialog box opens with a definition of the setting.

5. Select one of the following:
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l Not Configured. The RSA SecurID Access Credential Provider does not display custom text.

l Enabled. The RSA SecurID Access Credential Provider displays the custom text (if specified)
beneath the RSA SecurID Access credential fields. If custom text is not specified, the
RSA SecurID Access Credential Provider does not display custom text.

l Disabled. The RSA SecurID Access Credential Provider does not display custom text.

6. If you selected Enabled in step 5, enter the text in the Text field.

You can enter up to 128 characters. To have the text display on one line, enter no more than 55
characters. Do not enter text beyond 128 characters because it will not display.

7. Click Apply, and then click OK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry once the refresh
interval ends in the domain.

Specify Custom Tile Image to Replace RSA SecurID Access Image
You can specify a custom image rather than the RSA SecurID Access image in the RSA SecurID Access
Credential Provider tile displayed. The Agent uses the RSA SecurID Access image by default.

Ensure that the custom image directory and custom image file have proper file permissions. The recommended
size of the custom image is 72x72 pixels.

Procedure

1. Make sure you have installed the templates. For instructions, see Installing the RSA Group Policy Object
Template on page 12.

2. Access the templates. For instructions, see Accessing the Group Policy Object Template on page 14.

3. Double-click Local Authentication Settings.

4. In the right pane, double-click Specify custom tile image for RSA SecurID Access Credential
Provider. A dialog box opens with a definition of the setting.
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5. Select one of the following:

l Not Configured. The RSA SecurID Access Credential Provider uses the RSA SecurID Access
image.

l Enabled. The RSA SecurID Access Credential Provider uses the custom image if specified or the
RSA SecurID Access image if a custom image is not specified.

l Disabled. The RSA SecurID Access Credential Provider uses the RSA SecurID Access image.

6. If you selected Enabled in step 5, enter the fully-qualified path to the bitmap file, for example,
C:\Program Files\Common Files\RSA Shared\RSA Credential
Provider\myCustomBitmap.bmp.

7. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry once the refresh
interval ends in the domain.

Specify Custom Background Image Shown When Collecting RSA SecurID
Access Credentials
You can specify a custom image to show instead of the default RSA SecurID Access blue color (RGB color code
43, 87, 151) when a user authenticates with RSA SecurID Access credentials.

Ensure that the custom image directory and custom image file have proper file-permissions.

Make sure your users' registered RSA SecurID Authenticate devices correctly display your custom image. Be
careful about using logos or pictures. You can configure your custom image, like the default image that
RSA provides, as a background image that stretches across the entire screen on any device.
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Procedure

1. Make sure you have installed the templates. For instructions, see Installing the RSA Group Policy Object
Template on page 12.

2. Access the templates. For instructions, see Accessing the Group Policy Object Template on page 14.

3. Double-click Local Authentication Settings.

4. In the right pane, double-click Specify custom background image shown when collecting RSA
SecurID Access credentials. A dialog box opens with a definition of the setting.

5. Select one of the following:

l Not Configured. The Agent uses the default RSA SecurID Access blue color.

l Enabled. The Agent uses the custom image if specified or the default RSA SecurID Access color
if a custom image is not specified.

l Disabled. The Agent uses the default RSA SecurID Access blue color.

6. If you selected Enabled in step 5, enter the fully-qualified path to the image file, for example,
C:\Program Files\Common Files\RSA Shared\RSA Credential Provider\myCustomBackgroundImage.png.

7. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Specify the Number of Offline Authentication Failures
If the MFA Agent connects to the Cloud Authentication Service, you can specify the number of allowable failed
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offline Authenticate Tokencode authentication attempts before users must authenticate online or use the
Emergency Tokencode to gain entry to their computers. By default, this value is 20.

This policy does not apply to RSA Authentication Manager.

If the Agent locks offline authentication, the user must successfully authenticate online (for example, with
Approve or Authenticate Tokencode) before the MFA Agent unlocks offline authentication.

The lockout counter is reset when an offline user enters a correct Authenticate Tokencode or Emergency
Tokencode within the specified number of attempts or the user successfully authenticates online.

The offline authentication lockout counter is separate from the online Authenticate Tokencode lockout counter.
Consider the following examples:

l A user enters an incorrect Authenticate Tokencode when online. That attempt does not count towards
the 20 attempts for locking offline authentication.

l Both offline authentication in the Agent and Authenticate Tokencode for the user in the Cloud
Authentication Service are locked. An administrator unlocks the user's tokencodes in the Cloud
Administration Console. Offline authentication remains locked until the user successfully authenticates
online or uses Emergency Tokencode.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the RSA SecurID Access Settings folder.

4. In the right pane of the dialog box, double-click Specify number of offline authentication failures.
A dialog box similar to below opens with a definition of the policy.

5. Select one of the following:
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l Not Configured. In this state, the Agent locks the Authenticate Tokencode after 20 attempts.

l Enabled. In this state, you can specify the number of allowable failed offline Authenticate
Tokencode authentication attempts before users must authenticate online or use the Emergency
Tokencode to gain entry to their computers.

l Disabled. In this state, the Agent locks the Authenticate Tokencode after 20 attempts.

6. If enabled, specify a number from 1 to 20. The default value is 20.

7. Click Apply, and then clickOK to return to the RSA SecurID Access Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Specify Number of Offline Days to Download
If the MFA Agent connects to the Cloud Authentication Service, you can specify the number of offline days that
the Agent downloads for users to perform offline authentication.

This policy is not used when the Agent is connected to Authentication Manager. Instead, the number of offline
days is determined by the Authentication Manager offline authentication policy assigned to the user.

Procedure

1. Make sure that you have installed the templates. For more information, see Installing Group Policy Object
Templates.

2. Access the templates. For more information, see Accessing the Group Policy Object Template on page 14

3. Double-click the Local Authentication Settings folder.

4. In the right pane, double-click Specify number of offline days. A dialog box similar to below opens
with a definition of the setting.

36 Chapter 3: Defining the Policy Settings



RSA MFA Agent 2.0 for Microsoft Windows Group Policy Object Template Guide

5. Select one of the following:

l Not Configured. The Agent downloads the default number of offline days.

l Enabled. The Agent downloads the specified number of offline days.

l Disabled. The Agent downloads the default number of offline days.

6. If you selected Enabled, specify the number of offline days that the Agent downloads. The Agent
downloads the number of days that you specify and the current day. The number must be between 1-
14.

By default, the Agent downloads 14 days plus the current day of offline data (also called offline days) to
the computer.

Note: If you have enabled "Specify when message displays to users about expiring offline days,"
ensure that the number of downloaded days is more than the number of days that displays a warning
message.

7. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings are loaded into the Windows registry after the
refresh interval ends in the domain.

Specify When Message Displays to Users about Expiring Offline Days
If the MFA Agent connects to the Cloud Authentication Service, you can specify when a message displays to
warn users that offline days are about to expire. This settings applies to the Cloud Authentication Service.

This policy does not apply to RSA Authentication Manager.

Procedure

1. Make sure that you have installed the templates. For more information, see Installing Group Policy Object
Templates.

2. Access the templates. For more information, see Accessing the Group Policy Object Template on page 14

3. Double-click the Local Authentication Settings folder.

4. In the right pane, double-click Specify when message displays to users about expiring offline
days. A dialog box similar to below opens with a definition of the setting.
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5. Select one of the following:

l Not Configured. The Agent does not warn users before offline days expire.

l Enabled. The Agent displays a warning message to users.

l Disabled. The Agent does not warn users before offline days expire.

6. If you selected Enabled, specify the number of remaining offline days when the Agent displays a
warning message to users to download more offline days. If the Agent has sufficient offline days, a blue
icon displays in the tray.

7. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings are loaded into the Windows registry after the
refresh interval ends in the domain.

Enable Streamlined Authentication from Remote Applications
This setting specifies if the Agent accepts credentials received from remote applications (for example, Microsoft
Remote Desktop Connection). If the Agent accepts credentials from remote applications, users do not need to
enter credentials twice when using those applications, unless additional authentication is required.

Procedure

1. Make sure that you have installed the templates. For more information, see Installing Group Policy Object
Templates.

2. Access the templates. For more information, see Accessing the Group Policy Object Template on
page 14.

3. Double-click the Local Authentication Settings.

4. In the right pane, double-click Sign-on with credentials from remote applications. A dialog box

38 Chapter 3: Defining the Policy Settings



RSA MFA Agent 2.0 for Microsoft Windows Group Policy Object Template Guide

opens with a definition of the setting.

5. Select one of the following:

l Not Configured. The Agent accepts credentials from all remote applications, such as Windows
Remote Desktop Connection.

l Enabled. The Agent accepts credentials from all remote applications, such as Windows Remote
Desktop Connection.

l Disabled. The Agent does not accept credentials from any remote applications.

6. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

7. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Enable Offline Authentication
You can specify if the Agent allows offline authentication on Windows computers. Offline authentication allows
users to complete authentication when their computers are not connected to the authentication service.

Procedure

1. Make sure that you have installed the templates. For more information, see Installing Group Policy Object
Templates.

2. Access the templates. For more information, see Accessing the Group Policy Object Template on page 14

3. Double-click the Local Authentication Settings folder.

4. In the right pane, double-click Enable offline authentication. A dialog box similar to below opens
with a definition of the setting.
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5. Select one of the following:

l Not Configured. In this state, offline authentication is turned on.

l Enabled. In this state, offline authentication is turned on.

l Disabled. In this state, offline authentication is turned off. During the next authentication
attempt, users' day files are deleted and they cannot complete offline authentication.

6. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

7. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings are loaded into the Windows registry once the
refresh interval ends in the domain.

Prompt for Password After Multifactor Authentication
You can specify if the Agent prompts users for a Windows password after successful multifactor authentication,
instead of prompting before multifactor authentication. With either order, users are required to successfully
authenticate with both their Windows password and an additional authentication method.

This setting can be used with the Cloud Authentication Service and RSA Authentication Manager. This setting
applies whenever the Agent prompts for multifactor authentication, for example, in User Account Control
screens and when accessing remote desktop applications (if configured).

Note: The GPO policy "Prompt for Password after Multifactor Authentication" is not supported for Windows
Server Core 2016 and Windows Server Core 2019.

Procedure

1. Make sure you have installed the templates. For instructions, see Chapter 2: Installing Group Policy
Object Templates.

2. Access the templates. For instructions, see Accessing the Group Policy Object Template on page 14.
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3. Double-click Local Authentication Settings.

4. In the right pane, double-click Prompt for Password After Multifactor Authentication. A dialog
box opens with a definition of the setting.

5. Select one of the following:

l Not Configured. The Agent prompts users for password and then multifactor authentication.

l Enabled. The Agent prompts users for multifactor authentication and then password.

l Disabled. The Agent prompts users for password and then multifactor authentication.

6. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

7. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Specify Which Users to Challenge
The RSA MFA Agent protects resources by challenging users for RSA SecurID Access credentials. You determine
the degree of protection by specifying which users you want the agent to challenge (A group of users, all users
except a certain group of users, or all users except local users). If this policy is disabled or not configured (but
the GPO settings "Enable RSA SecurID Access authentication" is enabled), all users are challenged.

You create a challenge group using the Microsoft Windows interface. For information about creating a Windows
group, see your Windows documentation. If you do not want to create a new group through the Microsoft
Windows options, use one of the default Windows groups.

If you create a challenge group for users' domain accounts, local authentication protects access to your
company’s domain in addition to protecting access to the local Windows desktop on users’ computers. You can
create a challenge group locally, or you can create a challenge group on the domain server.
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After you create a challenge group, you specify how the Agent addresses the group during authentication.

Procedure

1. Make sure that you have installed the templates as described in Installing Group Policy Object
Templates.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14

3. Double-click the Local Authentication Settings folder.

4. In the right pane of the dialog box, double-click RSA SecurID Access Challenge Group. A dialog box
similar to below opens with a definition of the policy.

5. Select one of the following:

l Not Configured. In this state, all users are challenged.

l Enabled. This state allows you to challenge members of a particular group, everyone except
members of a particular group, or no local users. See the next step.

l Disabled. In this state, all users are challenged.

6. If you select Enabled, select which users you want to challenge.

Which Users to Challenge How to Configure

Members of a particular group

a. From the Challenge drop-down list, select
Users in a group.

b. In the Group name field, enter the name of
the group that you want to challenge in the
format <domain name or machine
name>\<group name>, or for the current
machine, enter .\<group name>.
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Which Users to Challenge How to Configure

You must enter a valid group name. If the
group name is invalid or does not exist, the
Agent challenges all users.

Anyone except members of a
particular group

a. From the Challenge drop-down list, select
Users except a group.

b. In the Group name field, enter the name of
the group that you want to exclude in the
format <domain name or machine
name>\<group name>, or for the current
machine, enter .\<group name>.

You must enter a valid group name. If the
group name is invalid or does not exist, the
Agent challenges all users.

No local users (Challenge only
domain users)

From the Challenge drop-down list, select Users
Except all local users

The Group name field is ignored, and local users
are not challenged.

7. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry once the refresh
interval ends in the domain.

Enable Retrieval of Locally Cached Challenge Settings
You specify challenge status by using the Microsoft Windows interface to create a challenge group. You can
create a group locally or on your company's domain server. For more information, see Specify Which Users to
Challenge on page 41.

When a user attempts to log on to a local Windows desktop using a domain account, the MFA Agent contacts the
domain controller to determine the user's challenge status. If the Agent cannot determine the challenge status
(for example, if the connection to the domain server fails), the Agent challenges the user for RSA SecurID
Access credentials. Users who have RSA SecurID Access credentials can authenticate successfully, but users
who are not required to authenticate using RSA SecurID Access are locked out of their computers.

You can configure the Agent so that when the challenge status is not available from the domain server, the
Agent searches for a cached challenge setting on the user's local computer.

If a locally cached policy setting exists, the Agent uses it to determine whether or not to challenge the user for
RSA SecurID Access credentials. If a locally cached setting does not exist, then you can set one of the following:

l Challenge the user for RSA SecurID Access credentials

l Do not challenge the user (allow Windows password)

If this policy is not configured or is disabled, the Agent does not use the local cache to determine group
membership. If the Agent cannot determine group membership, then the user is challenged for RSA SecurID
Access credentials.
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Procedure

1. Make sure that you have installed the templates. For more information, see Installing Group Policy Object
Templates

2. Access the templates. For more information, see Accessing the Group Policy Object Template on page 14

3. Double-click the Local Authentication Settings folder.

4. In the right pane, double-click Cache Challenge Settings. A dialog box similar to below opens with a
definition of the setting.

5. Select one of the following:

l Not Configured. This state challenges users for their RSA SecurID Access credentials if a
user’s group membership cannot be determined. The Agent does not use the local cache to
determine group membership.

l Enabled. This state enables the Agent to use the local cache to determine group membership if
the domain controller is unavailable. See the next step.

l Disabled. This state challenges users for their RSA SecurID Access credentials if the user's
group membership cannot be determined. The Agent does not use the local cache to determine
group membership.

6. If you select Enabled, do one of the following:
l To require RSA SecurID Access credentials when group membership cannot be determined,
select Challenge users.

l To not require RSA SecurID Access credentials, but instead allow the Windows password when
group membership cannot be determined, select Do not challenge user.

7. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.
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If the policy was modified on the domain controller, the settings load into the Windows registry once the refresh
interval ends in the domain.

Enable Reserve Password
A reserve password is an emergency access method that allows an administrator to assist a user who is unable
to sign in, for example, because the user has run out of offline day files. If you set the reserve password option,
the user is prompted to enter a reserve password to sign in if the computer cannot connect to RSA SecurID
Access and one of the following applies:

l Offline authentication is not running on the local computer or is disabled.

l Offline authentication is running, but there are no offline days on the local computer.

Only an administrator knows the reserve password. If a user is prompted for a reserve password, the user must
contact the IT help desk for assistance. After the user enters the Windows password, the administrator must
enter the reserve password on the user's computer. If approved, the user can access the computer.

Procedure

1. Make sure that you have installed the templates. For more information, see Installing Group Policy Object
Templates.

2. Access the templates. For more information, see Accessing the Group Policy Object Template on
page 14.

3. Double-click the Local Authentication Settings folder.

4. In the right pane, double-click Enable reserve password. A dialog box similar to below opens with a
definition of the setting.

5. Do one of the following:
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l Not Configured.With this setting, authorized users cannot sign in with a reserve password.

l Enabled.With this setting, authorized users can sign in with a reserve password.

l Disabled.With this setting, authorized users cannot sign in with a reserve password.

6. If you select Enabled, generate a hash value of the reserve password using the RSA MFA Agent Reserve
Password Hash Generation utility, and enter the hash value of the reserve password in the Enter the
generated hash value field.

For instructions on generating the hash value, see Generate Hash Value of Reserve Password below.

7. Click Apply. ClickOK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry once the refresh
interval ends in the domain.

Generate Hash Value of Reserve Password

You can generate a hash value of the reserve password using a command line interface in interactive or non-
interactive mode.

Before you begin

Download the RSA MFA Agent Reserve Password Hash Generator utility from RSA MFA Agent for Microsoft
Windows Downloads on RSA Link.

Procedure

1. Install the utility:

a. Log on to the computer as an administrator (or a user with administrator privileges).

b. Double-click RSA MFA Agent Reserve Password Hash Generator x64.msi or RSA MFA
Agent Reserve Password Hash Generator x86.msi to start the installation wizard.

c. ClickNext.

d. Read the License Agreement or click Print to print it. When ready, select I accept the terms in
the license agreement and clickNext.

e. Click Install.

The reserve password utility installs on the local computer. Windows prompts you to allow
account control privileges if you set up account control privileges. Click Allow.

f. Click Finish.

2. To generate the hash value, do one of the following:

l To use interactive mode:
a. In the Start menu, select RSA > RSA MFA Agent Reserve Password Hash

Generator.

b. Review the password requirements, then enter the password to hash.
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l To use non-interactive mode:
a. Open a command prompt as an administrator.

b. Browse to C:\Program Files\RSA\RSA MFA Agent Reserve Password Hash
Generator\

c. Enter the following command:

RSA_MFA_Agent_Reserve_Password_Hash_Generator -p

For example:

echo [reserve password]| RSA_MFA_Agent_Reserve_Password_
Hash_Generator -p

The password must meet the following requirements:

l Between 8 - 128 characters

l At least 1 uppercase alphabetic character

l At least 1 lowercase alphabetic character

l At least 1 numeric character

l 1 special character

To view help, enter the following command:

RSA_MFA_Agent_Reserve_Password_Hash_Generator -h

Specify Remote Desktop Applications that Do Not Require RSA SecurID
Access Authentication
You can define a set of one or more remote desktop applications that do not require RSA SecurID Access
authentication.

If you disable or do not configure this policy, the Agent excludes Microsoft Remote Desktop Connection
(mstsc.exe or CredentialUIBroker.exe, depending on the Windows version).

Procedure

1. Confirm that you installed the templates. For instructions, see Chapter 2: Installing Group Policy Object
Templates.

2. Access the templates. For instructions, see Accessing the Group Policy Object Template on page 14

3. Double-click Local Authentication Settings.

4. In the right pane, double-click Specify remote desktop applications that do not require RSA
SecurID Access authentication. A dialog box opens with a definition of the setting.
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5. Select one of the following:

l Not Configured. The Agent excludes applications defined in the default list.

l Enabled. The Agent excludes remote desktop applications defined in Fully-qualified path .

l Disabled. The Agent excludes applications defined in the default list.

6. If you selected Enabled in step 5, enter the remote desktop application(s) you want to exclude from RSA
SecurID Access authentication in Fully-qualified path

a. Enter the fully-qualified path to the application executable. Do not include extra characters such
as quotation marks or periods.

If you leave this field empty when this policy is enabled, the default list takes effect.

b. Separate multiple applications by commas.
For example, to continue to exclude RDC (the default behavior) and add an exclusion for
Microsoft Remote Desktop Connection Manager, enter the following string:

C:\windows\system32\mstsc.exe,
C:\windows\system32\CredentialUIBroker.exe,C:\Program Files
(x86)\Microsoft\Remote Desktop Connection Manager\rdcman.exe

7. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry once the refresh
interval ends in the domain.

Specify Logging Options
You can specify the logging options for each computer that the Agent is installed on.

48 Chapter 3: Defining the Policy Settings



RSA MFA Agent 2.0 for Microsoft Windows Group Policy Object Template Guide

Procedure

1. Make sure you have installed the templates. For instructions, see Installing the RSA Group Policy Object
Template on page 12.

2. Access the templates. For instructions, see Accessing the Group Policy Object Template on page 14.

3. Double-click Local Authentication Settings.

4. In the right pane, double-click Specify logging options. A dialog box opens with a definition of the
setting.

5. Select one of the following:

l Not Configured. The Agent does not generate log files.

l Enabled. The Agent generates log files.

l Disabled. The Agent does not generate log files.

6. If you selected Enabled in step 5, specify the following:

a. Log Level. Select Info, Warning, Error, or Verbose. The default level is Info.

b. Number of Log Files. Specify the number of log files that the Agent creates before it overwrites
the oldest log file. The default is 5.

c. Size of Log Files. The size of each log file in MB before the Agent creates a new log file. The
default is 2.

d. Location. Enter the fully-qualified path where the log files are stored. The default is
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C:\ProgramData\Log Files.

Note: The directory path must not exceed 200 characters. If the path is empty, invalid, or too
long, the Agent uses the default path.

e. Components to Log. Select the components to log.

7. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry once the refresh
interval ends in the domain.

Send Domain and User Name to RSA Authentication Manager
You can specify if the Agent sends the domain and user name to RSA Authentication Manager during
authentication. You enable this policy if you or the Authentication Manager administrator set up the user
account with a domain name and user name (NetBIOS\username) in Authentication Manager.

Do not enable this policy if you are connecting to the Cloud Authentication Service.

Note: The Agent only supports the NetBIOS\username user account format in Authentication Manager when
send domain is enabled.

Procedure

1. Make sure that you have installed the policies as described in Installing Group Policy Object Template on
page 11.

2. Access the templates as described in Accessing the Group Policy Object Template on page 14.

3. Double-click the Local Authentication Settings folder.

4. In the right pane of the dialog box, double-click Send Domain and User Name to
RSA Authentication Manager. A dialog box similar to below opens with a definition of the policy.
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5. Select one of the following:

l Not Configured. In this state, the Agent sends only the user name.

l Enabled. In this state, the Agent sends the domain and user name.

l Disabled. In this state, the Agent sends only the user name.

6. Click Apply, and then clickOK to return to the Local Authentication Settings folder.

7. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings load into the Windows registry after the refresh
interval ends in the domain.

Defining the RSA SecurID Access Credential Provider Filter Settings

The Credential Provider Filter Options folder contains settings to define how MFA Agent responds when
users sign into Windows.

The credential provider filter settings are part of the RSA_MFA_Agent.admx policy template. With this
template, RSA MFA Agent allows users to sign in by default through the RSA SecurID Access Credential Provider
or another third-party credential providers that you install and configure.

Procedure

1. Make sure that you have installed the template. For instructions, see Installing Group Policy Object
Templates.

2. Access the template. For instructions, see Accessing the Group Policy Object Template on page 14

3. In the policy editor, navigate to Administrative Templates\RSA Desktop\Credential Provider
Filter Settings, and locate the settings in the right pane of the dialog box.

4. Double-click one of the following settings to exclude (hide) the associated Credential Provider tile from
users:

l Exclude the Microsoft Password Credential Provider. Hides the Microsoft Credential
Provider tiles that allow users to sign in with their Windows accounts. If this policy is disabled,
the Microsoft Password Credential Provider is presented at sign-in and in the User Account
Control (UAC) dialog.

l Exclude the Microsoft Smart Card Credential Provider. Hides the Credential Provider tiles
that allow users to sign in with their logon certificates on their smart cards.

If this policy is not configured or disabled, the Microsoft Smart Card Credential Provider is
presented at sign-in and in the User Account Control (UAC) dialog.

l Exclude the Microsoft Picture Password Credential Provider. Hides the Credential
Provider tiles that allow users to sign in through the Microsoft Picture Password Credential
Provider tile (picture with patterns). If this policy is disabled, the Picture Password Credential
Provider is not excluded. The users can create pictures to use as their sign-in credentials.

l Exclude the Microsoft PIN Logon Credential Provider. Hides Credential Provider tiles that
allow users to sign in through the Microsoft PIN Credential Provider tile. This is the PIN connected
to the local or Windows Live ID account logon. If this policy is disabled, the Microsoft PIN

Chapter 3: Defining the Policy Settings 51



RSA MFA Agent 2.0 for Microsoft Windows Group Policy Object Template Guide

Credential Provider tile is not excluded. If users have Windows Live ID accounts, they can create
PINs for those accounts.

l Exclude the Microsoft WLID (Windows Live ID) Credential Provider. Hides Credential
Provider tiles that allow users to sign in through the Microsoft Windows Live ID Credential
Provider tile used for Live ID accounts (e-mail addresses and passwords). If this policy is
disabled, the Microsoft Windows Live ID Credential Provider tile is not excluded. Users can create
and sign in with Windows Live ID accounts.

l Exclude the RSA SecurID Access Credential Provider. Hides the RSA SecurID Access
Credential Provider tile, which allows users to sign in with RSA SecurID Access. If this policy is
disabled or not configured, the RSA SecurID Access Credential Provider tile displays.

l Exclude all Third-Party Credential Providers. Hides any third-party Credential Provider tiles
that allow users to sign in with other sign-in methods. If this policy is not configured or is
disabled, no third-party credential providers are excluded.

5. For each Credential Provider setting, select one of the following:

l Not Configured. The following Microsoft credential providers are unavailable for users at sign-
in: Microsoft Password Credential Provider, Microsoft Picture Password Credential Provider,
Microsoft PIN Credential Provider, and Microsoft Windows Live ID Credential Provider.

l Enabled. The associated Credential Provider tile or tiles are unavailable for users at sign-in.

l Disabled. This deactivates the setting.

6. Click Apply.

7. Do one of the following:

l To access the next Credential Provider setting, clickNext Setting. Then repeat steps 4 and 5.
(If necessary, click Previous Setting.)

l ClickOK to return to the Credential Provider Filter Settings folder.

8. Close the Group Policy Management Editor.

If the policy was modified on the domain controller, the settings are loaded into the Windows registry once the
refresh interval ends in the domain.
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