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AT-A-GLANCE

Key Requirements

 –  Enhance visibility across 
heterogeneous organizational 
network to better identify and 
respond to real-time attacks

 –  Implement process to regularly 
capture network data for effective 
forensic analysis

Solution

 –  Full-packet capture, retention, and 
alerting from RSA NetWitness 
enable replay and analysis of 
events in real time or later

 –  Integration with other security 
technologies creates multi-
dimensional perspective and 
in-depth visibility of security 
posture across the entire 
organization

Results

 –  Organization can drill into specifics 
of security incidents to identify and 
neutralize the source of threats

 –  Automatic alerting to emerging 
incidents enables better resourcing 
and accuracy of security team

 –  Network-wide visibility of security 
enables management to more 
effectively target priority areas for 
investment

KEY REQUIREMENTS

Like any organization, this large non-profit needs to ensure that it has the right measures 

in place to keep information safe from outside attack or exfiltration. In a heterogeneous 

environment made up of multiple departments, and with around 10,000 devices 

accessing the network, this presents a complex challenge.

The organization’s Information Security Analyst explains: “Our security team is made up 

of just five people, so we have a lot to cover. It’s not just the large environment; it’s also 

the fact that we have sensitive data to protect  – such as payroll details and personally 

identifiable information on donors – and that we hold ourselves to very high standards 

by following government-defined guidelines and best practices.” 

The team wanted to improve its ability to identify and analyze security incidents across 

its network in order to ensure all these considerations were properly supported. “We 

didn’t have visibility across all areas of the network so we often couldn’t see what was 

going on and where any threats might be,” adds the CISO. “Moreover, when an incident 

did occur, we weren’t able to drill down into it and carry out detailed forensics to identify 

the source and prevent it from happening again.”

SOLUTION 

The team embarked on a search for a full-packet-capture solution that would deliver the 

visibility and forensic capabilities it needed. After researching the options, it found that 

the only solution to tick all the boxes was the RSA NetWitness platform. “It enabled 

indexing of data to create valuable metadata, which no other solution offered us,” recalls 

the CISO. “The granular visibility this enabled meant we could trust that we’d be able to 

carry out detailed forensics when required.”

The organization began by deploying the RSA NetWitness Investigator software module 

for interactive network forensics at its main data center sites. The solution monitored the 

primary ingress and egress points on the organization’s network – its website, firewall, 

and some point-of-sale locations. Data captured across these points was converted to 

metadata and stored for later reference.

“ RSA NetWitness enables indexing of data to create valuable 
metadata, which no other solution offered us. The granular 
visibility this makes possible means we can trust that we’re 
able to carry out detailed forensics when required.”
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“We were very pleased with the solution’s performance, leading us to evolve our RSA 

NetWitness environment over time to take advantage of some of its other capabilities as 

well,” says the Information Security Analyst. “A few years after our initial deployment, we 

purchased additional components of the RSA NetWitness platform, including the Informer 

module and Live service, which brought us automated reporting and threat intelligence-

feeds respectively.”

Feeds from NetWitness are aggregated with logs from the organization’s security 

information and event management (SIEM) and network-visibility solutions. This enables 

the organization to carry out detailed analysis into the current security posture of any 

area of its network, taking into account multiple sources. “Seamlessly combining the 

information from so many points gives us an understanding of our network that simply 

would never have been possible before,” the Information Security Analyst adds.

RESULTS 

With the forensic capabilities of RSA NetWitness at its command, the organization is now 

able to drill into any new threats to determine exactly how and where they emerged. For 

example, phishing emails sent to employees can be analyzed to identify their source IP 

address and blacklist it to prevent another attack from the same source. 

“The automatic alerting has enabled us to take a much more proactive approach to 

network security and manage our resourcing much more effectively,” comments the 

Information Security Analyst. “Now, if someone tries to access our network from a 

blacklisted IP address, for example, the system blocks it and notifies us immediately, 

showing us exactly where we need to look in order to deal with the issue.” As to the 

usability of the technology, he adds: “We love NetWitness; it’s the most fun tool we  

have. You can really geek out with it.”

The solution has been valuable in dealing with malware threats as well. In a recent 

incident, the team was able to track the exact path of the attempted attack in near  

real time. “It was easy for us to see which user had clicked which link, launching a 

malicious Java script. We could then download the Java script in a safe environment to 

see exactly what it was trying to do and send all this data to McAfee. It created a patch 

for us to circulate to antivirus agents across our network to block any further attempts by 

that script. The whole process took just a few hours, whereas previously it would have 

been significantly longer than that just to identify the attack, let alone analyze and deal 

with it,” explains the Information Security Analyst.

Beyond real-time alerting and backward-looking forensics, the organization’s CISO 

sees potential for future development with RSA NetWitness as well. “Having such a 

good overall view of our heterogeneous network means that we can identify areas for 

improvement much more accurately,” he concludes. “This means that when the time 

comes to invest precious budget in IT security, we know we’re spending it wisely.”

“ Having such a good overall 
view of our heterogeneous 
network means that we  
can identify areas for 
improvement much more 
accurately. This means that 
when the time comes to 
invest precious budget in  
IT security, we know we’re 
spending it wisely.”
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