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 Detect, Investigate & Respond to Threats in Real-Time 

 

SOLUTION BRIEF 

Overview 
The clock is ticking when it comes to the timely 
detection, investigation and remediation of advanced 
threats and anomalous security activity. The attack 
surface is expanding and client environments are 
becoming increasingly out of the control of the security 
team. Attackers are increasing their skills and 
compromising environments faster than security teams 
can defend against them.  

The effectiveness of security teams is challenged as 
many are encountering staff shortages, investigations 
taking hours to weeks;  lacking the speed and precision 
needed to accurately prioritize incidents, investigate 
and determine how to take action.  In addition, with the 
overwhelming amount of data that needs to be 
collected and analyzed, security teams find themselves 
struggling to get value from the data they already 
consume while simultaneously being driven to collect 
even more data to expand their visibility 

Organizations will need to take into consideration three 
aspects as follows to get ahead of this problem: 

1. Automate detection of threats and attack 
campaigns  

2. Understand the full scope of the attack 
campaign  

3. Orchestrate the response 

As it takes attackers minutes to compromise an 
organization and days or less for data exfiltration, 
eventually leading to a breach, it is imperative that 
organizations implement the above three aspects to 
prevent breaches.     

Event Stream Analysis 
RSA NetWitness Event Stream Analysis (ESA) is a 
powerful analytics and alerting functionality that 
enables the correlation and prioritization of multiple 
event types. ESA can consume and analyze data from 
logs, packets, endpoint, threat intelligence and NetFlow 
using rules delivered out of the box or by creating 
custom rules using the underlying event processing 
language or the rule builder wizard. Rule outputs can 
be tagged at run time with a variety of enrichment 
data to provide the additional level of context an 
analyst needs to more efficiently detect and investigate 
a threat. For example, an alert containing a username 

may be tagged with enrichment data from an identity 
management system that categorizes that user as 
being as a partner or contractor, thereby providing 
additional context to that alert. 

 

The ESA functionality is built-in into RSA NetWitness 
and customers can take advantage of the functionality 
to detect advanced threats and anomalous attacker 
activities.  As shown in the above diagram, since ESA is 
built-in functionality of RSA NetWitness, customers 
forego the need to integrate and normalize data 
sources from multi-vendor solutions.  RSA NetWitness 
Suite provides the broadest levels of visibility across 
logs, packets, endpoint, threat intelligence and NetFlow 
and ESA is the analytics functionality that provides the 
deepest attack insight.   

Correlate and Detect in Real-
Time 
Starting at the foundation layer within the RSA 
NetWitness Suite, collected log, packet, endpoint, 
threat intelligence and NetFlow data gets consumed 
and parsed into metadata.  This metadata is then 
forwarded to the ESA engine which then processes it 
against its rule set.  An ESA rule is different than a 
typical SIEM correlation rule in part because it 
correlates metadata across multiple sessions versus 
within just a single session. 

 

 

 

 

ESA is capable of processing events across multiple 
data sources.  Complex Event Processing (CEP) across 
packets, logs, endpoint and NetFlow data can be used 
to detect attacker exploit such as a PDF file to take 

 



 
 
control of an endpoint by communicating to a 
Command and Control (C2) Server and further install 
Malware on high value target endpoints. 

• Detecting a PDF containing an executable, 
followed by encrypted traffic over a non-
standard port to a blacklisted country from 
select hosts in the AD group “executives” and 
hooked code running in laptop memory. 

Hundreds of ESA Rules and Alerts are available Out-of-
the-Box and are constantly updated and sourced by 
RSA Research & Development and Threat Intelligence 
Team.     

Automate Detection with 
Advanced Analytics 
RSA provides Out-of-the-Box behavior analytics models 
to detect anomalous activities and advanced threats.  
As an example, the Suspicious Domains Model enables 
the detection of Command and Control (C2).  By using 
this model, ESA is able to rapidly spot and understand 
C2 activities using a multi-faceted approach.  ESA can 
recognize sophisticated threat actors utilizing Command 
and Control (C2) well in advance of exfiltration of data 
by detecting anomalies in behavior of user and 
domains.  

Similarly, detection of lateral movement in a windows 
environment can be automated using ESA.  In this case 
by actively monitoring Windows credential harvesting 
services, suspicious login activity and explicit logins 
could help in detecting an attackers attempt at moving 
laterally across the organization.   

  

Understand the Full Scope of 
the Attack Campaign 
Once an attack is detected, ESA will enable analysts to 
peer into endpoints, threat intelligence and other 
incidents to understand the full scope of the incident.  

This is enabled by the Context Hub functionality of ESA.   

By using the Context Hub, an analyst can peer into RSA 
NetWitness Endpoint to get a view of the Machine 
Suspect Score, Suspicious Modules and Indicators of 
Compromise.  This provides the analyst quick insight to 
into endpoints that have been compromised. 

 

Additionally, the Context Hub 
provides a view into RSA Live 
Connect.  This provides 
analysts a view into what the 
community is saying about 
the threat.  Insights provided 
by RSA Live Connect are as 
follows:  

• How many members of 
the RSA NetWitness 
Community view it as 
risky?  

• Why is it risky? 

 

Orchestrate the Response 
Native Incident Management capability is enabled 
through the ESA functionality.  When alerts and 
incidents are triggered in ESA or any other service of 
the RSA NetWitness Suite, the overall response 
workflow can be managed by the Native Incident 
Management capability.  Here, analysts will be able to 
take ownership of the incident, keep a journal and track 
all the actions taken on the incidents from an 
investigation and remediation perspective.    

 

 

 

 

 

 

 

https://community.rsa.com/docs/DOC-43401


 
 
As the incident response team grows, the RSA 
NetWitness Native Incident Management functionality 
can seamlessly be integrated with RSA NetWitness 
SecOps Manager.  RSA NetWitness SecOps Manager 
provides additional capability as Breach Response and 
Security Operations Center (SOC) Program 
Management.   RSA NetWitness SecOps Manager 
provides the Business-Driven Context for Incident 
Management.  Security Operations teams will be able to 
provide details as the business impact of an incident 
and breach, track effectiveness of the incident response 
team and integrate with the overall risk management 
functionality of the organization.   
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