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Broker and Concentrator Overview
This topic introduces Broker and Concentrators in the Security Analytics network.

Unlike Decoders, which capture data, Concentrators and Brokers aggregate data captured or
aggregated by other services. Brokers aggregate data from configured Concentrators;
Concentrators aggregate data from Decoders.

5 Broker and Concentrator Overview





Broker and Concentrator Configuration Guide

Broker and Concentrator Configuration
This topic provides high-level configuration steps for Broker and Concentrators.

Setting up a Broker or Concentrator involves configuration of the basic service, the aggregate
services, and the aggregation process between a Broker or Concentrator and the aggregate
services.

Configuration Checklist
The following checklist provides the sequence for tasks that are required to configure a Broker
or Concentrator that has been added to Security Analytics and has an entitlement allocated from
the local license server.

Sequence High-Level Task

1 Verify system configuration default values for the host and service are appro-

priate.

2 Configure parameters that govern the overall aggregation process.

3 Configure aggregate services.

4 Start and stop aggregation.

Group Aggregation
If you want to configure multiple Archiver or Concentrator services as a group and share the
aggregation tasks between them, refer to Group Aggregation in the "Deployment Guide."

Topics

l Step 1. Verify Service System Configuration

l Step 2. Configure the Aggregation Process

l Step 3. Configure Aggregate Services

l Step 4. Start and Stop Aggregation

7 Broker and Concentrator Configuration
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Step 1. Verify Service System Configuration
This topic provides a procedure for verifying the system configuration of a core service.

When a service is first added to Security Analytics, default values for the system configuration
parameters are in effect. You can edit these values to tune performance.

In most cases, the default values for compression, statistics update interval, and number of
threads in the thread pool are set at a good point for optimal system performance. 

Procedure
To edit system configuration parameters for a Broker or Concentrator:

1. In the Security Analytics menu, select Administration > Services.

2. In the Services view, select a Broker or Concentrator, and in the Actions column, select
> View > Config.

Step 1. Verify Service System Configuration 8
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The Services Config view for the selected service is displayed.

3. Under System Configuration, click a field that you want to edit, and type a new value.

4. When finished editing, click Apply

9 Step 1. Verify Service System Configuration
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Step 2. Configure the Aggregation Process
This topic provides a procedure for configuring aggregation behavior on a Broker or
Concentrator.

Configuring the aggregation process includes setting:

l Aggregation autostart

l Timing and performance parameters, such as the number of sessions per round of aggregation
and time between rounds

l Maximum number of open meta and session files

l The timing of attempts to restart, reconnect, or take offline a non-responsive aggregate
service

Procedure
To configure the aggregation process on a Broker or Concentrator:

1. In the Security Analytics menu, select Administration > Services.

2. In the Services view, select a Broker or Concentrator, and select > View > Config.

The Services Config view, which includes the Aggregation Configuration section, is

Step 2. Configure the Aggregation Process 10
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displayed.

3. (Optional) Select Aggregate Autostart to enable automatic start of aggregation when a
service is online.

4. (Optional) Edit any of the aggregation settings: the hours back to begin aggregation, the
milliseconds between rounds of aggregation, and maximum number of sessions per
aggregation round.

5. (Optional) Edit any of the Service Heartbeat settings, which specify the timing of the first
attempt to reconnect to a service after an error, the next attempt to reconnect, and taking the
service offline after failure to reconnect.

6. When finished editing the settings, click Apply.
The settings become effective immediately

11 Step 2. Configure the Aggregation Process
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Step 3. Configure Aggregate Services
This topic introduces tasks related to data aggregation on Brokers and Concentrators. For
information on creating group aggregation, see Configure Group Aggregation. in the
Deployment Guide.

Configuring the aggregate services (whose data is consumed and aggregated) includes:

l Adding, editing, and deleting Concentrators and Decoders as aggregate services

l Toggling an aggregate service online and offline

Procedures

Add Aggregate Services to a Broker or Concentrator

1. In the Security Analytics menu, select Administration > Services.

2. In the Administration Services view, select a Broker or Concentrator, and select

> View > Config.
The Services Config view for the selected service is displayed.

Step 3. Configure Aggregate Services 12
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3. Click  in the Aggregate Services toolbar.

The Available Services dialog is displayed.

4. Select one or more services to be added and click OK.
The added services are listed in the Aggregate Services grid. 

5. To save the changes, click Apply.

Remove Aggregate Services from a Broker or Concentrator

Note: This option applies only to offline services. If the aggregate service is online, you must
first toggle the service offline.

13 Step 3. Configure Aggregate Services
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1. In the Aggregate Services grid, select one or more services.

2. Click  in the toolbar.

The service is removed from Aggregate Services grid. 

3. To save the change, click Apply.

Edit Aggregate Services on a Concentrator

Note: This option applies only to offline services. If the aggregate service is online, you must
first toggle the service offline.

You can limit the data being consumed from an aggregate service using meta fields and filters.
To configure this:

1. In the Aggregate Services grid, select one or more services.

2. Click  in the toolbar.

l If the service was added on a different instance of Security Analytics, you must add it to
this instance of Security Analytics in order to edit. A warning dialog offers the opportunity
to add the service. If you click Yes, the Add Service dialog is displayed.

l If the service is online, a dialog notifies that the service must be offline and requests
confirmation that you want to continue. If you click Yes, Security Analytics takes the
service offline and the Edit Aggregate Service dialog is displayed.

Step 3. Configure Aggregate Services 14
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l If the service is offline, the Edit Aggregate Service dialog is displayed with the editable
properties for an aggregate service on a Concentrator.

3. Click a type of metadata in the Meta Include tab to select the type of metadata for the
Concentrator to consume from this service.

4. To specify a rule to filter data that the Concentrator consumes from this service, compose a
rule in the Meta Filter tab. 

5. Click Close.
The Edit Aggregate Service dialog closes and the changes are shown in the Aggregate
Services grid. In this example, two meta were selected on the Meta Include tab. When you
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click the information icon in the Meta Include field, it shows the selections. 

6. To save the changes, click Apply.

Toggle Service

When data aggregation starts, Brokers and Concentrators consume data from aggregate services
that are online. When first added to a Broker or Concentrator, aggregate services are offline. To
toggle a service between online and offline:

1. Select a service in the Aggregate Services grid.

2. Click  .

The status is changed.

Step 3. Configure Aggregate Services 16



Broker and Concentrator Configuration Guide

Step 4. Start and Stop Aggregation
This topic provides a procedure for starting and stopping aggregation on Broker and
Concentrators.

When a Broker or Concentrator starts up, it automatically begins aggregating data if Aggregate
Autostart is enabled. When autostart is not enabled, you can start and stop data aggregation
manually.

Note: The Aggregate Configuration Settings in the Services Config View - Broker/Concentrator
General Tab for a Broker or Concentrator determine whether Aggregate Autostart is enabled,
as well as the size of a round of aggregation and time between rounds.

Procedures

Start and Stop Data Aggregation in the Services System View

1. In the Security Analytics menu, select Administration > Services.

2. In the Administration Services view, select a Broker or Concentrator, and select

> View > System.

17 Step 4. Start and Stop Aggregation
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3. To stop a Broker or Concentrator that is capturing data, click Stop Aggregation in the
toolbar.
The service stops aggregating data and the Stop Aggregation option in the toolbar is
unavailable. The Start Aggregation option becomes active.

4. If you want the service to start aggregating data again, click Start Aggregation.
You can now investigate the captured data in the Investigation module.

Start and Stop Aggregation in the Services Config View

1. In the Security Analytics menu, select Administration > Services.

2. In the Admin Services view, select a Broker or Concentrator, and select > View >

Config.
The Services Config view, which includes the Aggregate Services section, is displayed.

3. To start aggregation on the selected Broker or Concentrator, click 

in the Aggregate Services toolbar.
When aggregation starts, the status of all online aggregate services changes to
consuming. The Start Aggregation button is disabled and the Stop Aggregation button is
enabled.

4. To stop aggregation, click in the Aggregate Services toolbar.

When aggregation stops, the status of all consuming aggregate services changes
to online. The Stop Aggregation button is unavailable and the Start Aggregation button is
available.

Step 4. Start and Stop Aggregation 18
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References
This topic is a collection of references, which describe the user interface for configuring
Brokers and Concentrators in Security Analytics.

Use this section when you are looking for descriptions of the Brokers and Concentrators and
definitions of the features of the user interface. For information on the Services Explore view,
see the Services Explore View topic in the Hosts and Services Getting Started Guide.

Topics

l Group Aggregation

l Services Config View - Broker/Concentrator General Tab

l Services System View - Broker
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Group Aggregation
This topic explains how Concentrators can be teamed into clusters that divide the work of
aggregation between multiple hosts.

Note: Clustered aggregation does not apply to Brokers.

Clustered aggregation (also known as "gang" aggregation) allows multiple concentrators to
efficiently aggregate from a single Decoder.  Any number of Concentrators can be grouped
together to form an aggregation gang. The Concentrators in the gang divide all the sessions
between themselves. Group or clustering aggregation allows multiple Concentrators to
efficiently aggregate from a single Decoder in the type of architecture shown below:
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Example
Any number of Concentrators can be grouped together to form a cluster aggregation. The
Concentrators in the cluster divide all the sessions between themselves.

In a two-concentrator gang, the sessions aggregated by each concentrator might look something
like this:

Group Aggregation 22
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Concentrator 0 Concentrator 1

1 - 9,999 10,000 - 19,999

20,000 - 29,999 30,000 - 39,999

40,000 - 49,999 50,000 - 59,999

Group Aggregation Parameters

You can configure the cluster as part of the Concentrator and Archiver configuration in the
Security Analytics Services Config view. This table lists the parameters, which you can also
configure in the Services Explore view.

Parameter Where Parameter is Set Description

Aggregate

Max Sessions

/concentrator/config/

aggregate.sessions.max

The number of sessions that a Con-

centrator receives from a Concentrator at

any given time. When a Concentrator is

part of a gang, it is also used to determine

how the Decoder's sessions will be divided

among the gang. The Decoder's sessions

are divided into pieces of size aggreg-

ate.sessions.max, and then the pieces

are evenly distributed among the Con-

centrators. For example, if aggreg-

ate.sessions.max is 10,000, then

sessions 1-9,999 go to the first Con-

centrator and sessions 10,000-19,999

go to the second concentrator. All con-

centrators in the gang must use the same

value for aggregate.sessions.max.

23 Group Aggregation
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Parameter Where Parameter is Set Description

conGangName /concentrator/

devices/<device>/config/

options,gang=<gang name>

The gang name is used to determine the

membership of a particular gang. There

can be an unlimited number of gangs

aggregating from a Decoder. The gang

parameter is simply a mechanism that

allows the decoder to identify which Con-

centrators are working together. All mem-

bers of the gang must have the same gang

name. If the gang name parameter is not

set, gang aggregation is disabled. The gang

name can be any string identifier.

Gang Size /concentrator/

devices/<device>/config/

options,gangSize=<number

of devices

in gang>

This parameter sets the size of the gang.

All Concentrators must have the same

value for gang size. There is no limit on

the size of the gang.

Gang Member

ID

/concentrator/

devices/<device>/config/

options,gangMember=<id

number of

concentrator in gang>

This parameter sets the position of the con-

centrator in the group. For any gang of size

N, gang member IDs from 0 to N-1 must

be set on each of the gang members. For

example, if the gang size is 2, one member

gets gang member gang member ID 0, and

the other gets gang member ID 1. If the

gang size is 3, then the members are

assigned IDs 0, 1, and 2.
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Parameter Where Parameter is Set Description

Gang Mem-

bership Mode

/concentrator/

devices/<device>/config/

options,gangMembership=

(new|replace)

This parameter determines how this con-

centrator catches up when aggregation is

started for the first time. The default beha-

vior is replace. This means that when

this Concentrator starts aggregation, it is

intended to replace an existing gang mem-

ber, or all members of the gang are being

initialized at the same time. This means

that the Concentrator begins aggregation

from the oldest session available on the

host it is aggregating from. If this para-

meter is set to new, it means this Con-

centrator is being added as a new member

of an existing group. This Concentrator

will not try to aggregate any existing ses-

sions from the service. The other members

of the group have already aggregated all

the sessions on the service. This Con-

centrator will only aggregate new sessions

as they appear on the service.

Examples
The following table shows sample parameters for a two-member gang with Gang ID foo.

Parameter Concentrator 0 Concentrator 1

aggregate.max.sessions 10,000 10,000

device options gang=foo gangSize=2

gangMember=0

gang=foo gangSize=2

gangMember=1

The following table shows sample parameters for a three-member gang with Gang ID baz.
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Parameter Concentrator 0 Concentrator 1

aggregate.max.sessions 10,000 10,000

device options gang=baz gangSize=3

gangMember=0

gang=baz gangSize=3

gangMember=2

Cluster Size

When the division of sessions for a cluster needs to change, either to increase or decrease the
cluster size, you must toggle to an offline state. While offline, all members need to be updated to
have the same gangSize parameter. The replacement host aggregates only its division of
sessions. Likewise, any cluster member can be data-reset and reaggregated at any time without
affecting other members of the cluster.

Cluster Member

A cluster member can be replaced at any time by setting the gangMember parameter for the
replacement host to be the same as the gangMember parameter for the old hold. The
replacement host aggregates only its division of sessions. Likewise, any cluster member can be
data-reset and reaggregated at any time without affecting other members of the cluster.
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Services Config View - Broker/Concentrator
General Tab
This topic introduces features of the Services Config view > General tab for Brokers and
Concentrators.

The General tab for a Broker or Concentrator in the Services Config view provides a way to
manage basic service configuration, configure the aggregate service, and configure the
aggregation process between a Broker or Concentrator and the aggregate service.

Configuring the aggregate service (whose data is consumed and aggregated) includes:

l Adding, editing, and deleting Concentrators and Brokers as aggregate services

l Toggling an aggregate service online and offline

l Monitoring statistics for aggregate services

l Starting and stopping aggregation

Configuring the aggregation process includes setting:

l Aggregation autostart

l Timing and performance parameters, such as the number of sessions per round of aggregation
and time between rounds

l The timing of attempts to restart, reconnect, or take offline a non-responsive aggregate
service
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This is an example of the General tab for a Concentrator.

This is an example of the General tab for a Broker.

Services Config View - Broker/Concentrator General Tab 28
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Features
These are the three major sections in the General tab for Brokers and Concentrators:

l Aggregate Services

l System Configuration

l Aggregation Configuration

Aggregate Services

The Aggregate Services section provides a way to start and stop aggregation, as well as add,
edit, delete, and toggle an aggregate service. This is an example of the Aggregate Services
section for a Concentrator. 

The Aggregate Services section toolbar offers these options.

Option Description

Opens a dialog in which you can add a Concentrator, Decoder, or

Log Decoder as an aggregate service. 

Removes the selected aggregate service.

For Concentrators only, opens a dialog to editMeta Fields and Filter

values for the Concentrator. 

Enables you to enter the administrator credentials of the selected

aggregate service so that it can communicate with the Broker or Con-

centrator.

29 Services Config View - Broker/Concentrator General Tab



Broker and Concentrator Configuration Guide

Option Description

When aggregation has been stopped or has not started,

starts aggregating data from the online service in the grid using the

rules defined for the service.

When aggregation is in progress, stops aggregation on the Broker or

Concentrator. This stops all services and flushes the index, which

may take several minutes to complete. It is necessary to

stop aggregate services in order to perform various administrative

procedures. 

Toggles the state of a service between offline and online. Only data

from online service is consumed during aggregation.

The Aggregate Services section grid has these columns.

Column Description

Address Lists the address of the service.

Port

Lists the port on which the service listens. The default ports are:

l 50001 for Log Collectors

l 50002 for Log Decoders

l 50003 for Brokers

l 50004 for Decoders

l 50005 for Concentrators

l 50007 for other services

Rate

Lists the number of metadata objects being written to the database per second.

Values are rolling average samples over a short time period (10 seconds). After

capture stops, the rate is reset to 0.
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Column Description

Max

Lists the maximum number of metadata objects written to the database per

second since capture started. Values are rolling average samples over a short

time period (10 seconds). After capture stops, Max continues to show the max-

imum value during capture.

Behind Lists the number of sessions on the service that need to be aggregated. 

Collection
For Brokers only, indicates the collection that was selected when the Analyst

Workbench service was added to the Aggregate Services section.

Meta

Fields

For Concentrators only, lists the types of metadata being consumed by the aggreg-

ate service.

Filter

For Concentrators only, a rule expression (as used in a ‘where’ clause) can be

used to filter the results. You must add a meta key along with an operator and a

value, for example ip.src !=127.0.0.1 && word exists

Meta

Include

For Concentrators only, lists the number of types of meta included in the aggreg-

ate service.

Grouped Whether or not the aggregate service is part of a group.

Status

Lists the current status of the service:

l online = available to provide data for consumption by the Broker or
Concentrator

l offline = not available to provide data for consumption by the Broker or
Concentrator

l consuming = providing data for consumption by the Broker or Concentrator
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System Configuration

The System Configuration section manages service configuration for a service. When a service
is first added, default values are in effect. You can edit these values to tune performance.

The System Configuration section has these parameters.

Parameter Description

Compression

The minimum number of bytes that must be transmitted per response before

compression. A setting of 0 disables compression. The default value is 0.

A change in value is effective immediately for all subsequent connections.

Port

The port on which the service listens. The default ports are:

l 50001 for Log Collectors

l 50002 for Log Decoders

l 50003 for Brokers

l 50004 for Decoders

l 50005 for Concentrators

l 50007 for other services

SSL FIPS

Mode

When enabled (on), the security of data transmission is managed by encrypt-

ing information and providing authentication with SSL certificates. The default

value is off.

SSL Port Indicates the SSL port.
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Parameter Description

Stat Update

Interval

The number of milliseconds between statistic updates on the system. Lower

numbers cause more frequent updates and can slow down other processes.

The default value is 1000.

A change in value is effective immediately.

Threads

The number of threads in the thread pool to handle incoming requests. A set-

ting of 0 lets the system decide. The default value is 15. 

A change takes effect on service restart.

Aggregation Configuration

The Aggregation Configuration section provides configuration settings that affect various aspects
of the aggregation process. When you click Apply, the changes are saved; however, not all
settings take effect immediately. The tables for Aggregation Settings and Service Heartbeat
provide details.

Aggregation Settings
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Setting Description

Aggregate

Autostart

Option to start aggregation automatically each time the Broker or Concentrator is

started. Checked means yes, unchecked means no. This change takes effect

immediately.

Aggregate

Hours

The number of hours back for each service that the Concentrator or

Broker attempts to recover at the beginning of aggregation. This change takes

effect immediately.

l If the value is set to 0, aggregation for each service starts where it last left off,
no matter the number of hours behind. 

l If the value is any positive integer, the Concentrator or Broker only consumes
sessions less than that number of hours back.

For example, if a service's most current session is +10 hours from the last ses-

sion, this is what happens with two different Aggregate Hours values:

l With a value of 12, the Concentrator or Broker starts consuming where it left
off.

l With a value of 4, all sessions between 5 and 10 hours back are skipped and
the Concentrator or Broker starts consuming the session that started 4 hours
back.

Aggregate

Interval

The number of milliseconds between rounds of service aggregation. All services

managed by the Broker or Concentrator request additional rounds of session and

metadata to be aggregated. If a Broker or Concentrator is still consuming the pre-

vious round of data, it cannot request more until it finishes. Change takes effect

immediately.

Aggregate

Max Ses-

sions

The maximum number of sessions that the Broker or Concentrator requests in a

given round of data aggregation. Change takes effect after restart.

Service Heartbeat

In communicating with each aggregate service, Brokers and Concentrators monitor the heartbeat
of the service. These parameters specify the timing of the first attempt to reconnect to a service
after an error, the next attempt to reconnect, and taking the service offline after failure to
reconnect. 
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Setting Description

Heartbeat

Error

Restart

After a heartbeat error is detected on an aggregate service, specifies the number

of seconds for a Broker or Concentrator to wait before attempting a service recon-

nect.

Heartbeat

Next

Attempt

After a failed attempt to reconnect to an aggregate service, specifies the number

of seconds for a Broker or Concentrator to wait before attempting another

service reconnect. Change takes effect immediately.

Heartbeat

No

Response

After failing to reconnect to an unresponsive service, specifies the number of

seconds for the Broker or Concentrator to wait before taking the unresponsive

service offline. Change takes effect immediately.

When editing parameters in the General tab, you must click Apply to save changes.
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Services System View - Broker
This topic describes the Services System view features that are specific to Brokers and
Concentrators.

While information displayed in the Services System view is the same for all types of Core
services, several options in the toolbar are relevant only for Brokers and Concentrators.

You can access this view by doing the following:

1. In the Security Analytics menu, select Administration > Services.

2. Select a Concentrator or Broker, and select  > View > System.

The System view for the selected Concentrator or Broker is displayed.

Toolbar Options

The following figure is an example of the toolbar for a Broker or Concentrator.

Host Tasks, Shutdown Service, Shutdown Appliance Service or (Shutdown Appliance), and
Reboot are common to all services and are described in the Services System view topic in the
Host and Services Getting Started Guide.
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This table describes toolbar options that apply only to a Concentrator or Broker. Both buttons are
unavailable until aggregator services are configured and consuming data.

Action Description

Start

Aggregation

Starts aggregation of data being consumed on a Concentrator or Decoder con-

figured as an aggregation service for the selected Broker or Concentrator. The

Start Aggregation button is available only when aggregator services are con-

figured and consuming data.

Stop

Aggregation

Stops aggregation of data being consumed on a Concentrator or Decoder con-

figured as an aggregation service for the selected Broker or Concentrator. The

Stop Aggregation button is available only when aggregation is occurring.

37 Services System View - Broker
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