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In today’s world, organizations are being challenged to transform and rapidly evolve in response to increased demand 

from both their customers and employees. This necessitates having to embrace newer and more agile digital capabilities 

which themselves carry an additional set of risks. One of the most consequential risks is related to digital identity due to 

an expanding attack surface, complex application environments, cloud adoption and growing dynamic user populations. 

RSA SecurID® Access helps you manage digital identity risk by protecting critical data and applications from unauthorized 

access, while providing a convenient user experience for the modern workforce.

As part of RSA SecurID Access, the latest version of RSA Authentication Manager provides many significant 

enhancements and new functionality that simplifies our customers’ journey to the cloud with the use of convenient, 

modern multi-factor authentication for all access use cases. Let’s look at seven reasons why customers should upgrade to 

the latest version of RSA Authentication Manager: 8.4

1
 Modern Multi-factor Authentication Without Disruption 

Customers have been trusting RSA SecurID tokens and using them for decades to protect applications with 

RSA Agents. As the workforce evolves, RSA continues to support our customers by providing modern 

authentication methods in addition to tokens. With the latest version, users can authenticate with RSA 

SecurID PIN + mobile “push-to-approve” to existing RSA Authentication Manager (AM) agents such as Virtual 

Private Network (VPN), Privileged Access Management (PAM) and RADIUS clients without the need to disrupt 

existing user populations by upgrading existing agents.

2
 Rapid Time to Value 

By connecting to the SecurID Access Cloud Authentication Service to their on-premises RSA Authentication 

Manager (AM), administrators can:

•  Instantly take advantage of the convenient PIN + “Push-to-Approve” multi-factor challenge on any existing 

SecurID Agent or RADIUS Client with no reconfiguration or upgrade needed

•  Easily configure this connection straight from the familiar RSA Authentication Manager Console

•  Rapidly onboard users into Cloud MFA by sending an automatic registration invitation to users over email

3
	 Improved	Visibility	and	Unified	Management 

Help-desk administrators can leverage unified management in a single pane to support mixed token/MFA 

deployments, simplifying user and authenticator management.
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4
Pervasive MFA Across All Access Use Cases

Leveraging their existing RSA Authentication Manager deployment and extending to the full capabilities 

available with RSA SecurID Access, customers can protect resources on premises or in the cloud as well as 

managed workspaces and privileged accounts. RSA Partner Engineering continually certifi es and documents 

new integrations, ensuring easy and supported deployment so IT teams can react to the speed of business.

5
Convenient User Experience

RSA SecurID Access accelerates secure user access to applications by providing a convenient user experience 

with the widest array of fl exible, seamless authentication options to support the diverse modern workforce of 

employees, partners and contractors—from RSA SecurID hardware and software tokens, to mobile push-to-

approve, biometrics, SMS, voice and FIDO (Fast IDentity Online) tokens.

6
 Security and Convenience Without Compromise

Protect your organization’s most critical assets without compromising security or user convenience by leveraging 

policy and risk-based authentication, powered by a self-learning risk engine. With RSA SecurID Access, 

organizations can set authentication policies that consider the sensitivity of the application and the current level 

of risk to determine if additional authentication is required to achieve the desired level of identity assurance.

7
Run Anywhere

RSA Authentication Manager can run on RSA appliances, virtual environments and in the cloud on AWS and 

Azure. RSA SecurID Access Cloud Authentication Service SaaS components can be easily connected to RSA 

Authentication Manager in all deployment options.

RSA SECURID® SUITE
RSA SecurID Suite provides the modern workforce with convenient, frictionless access to resources across digital 

environments, while preventing unauthorized access. The suite is part of the RSA portfolio of business-driven security 

solutions, which provides a unifi ed approach to managing digital risk that hinges on integrated visibility, automated insights 

and coordinated actions. RSA protects millions of users around the world and helps more than 90 percent of the Fortune 500 

companies thrive and continuously adapt to transformational change. For more information, go to rsa.com.


