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Product Information 
Partner Name Oracle 

Web Site www.oracle.com 

Product Name Oracle Access Manager 

Version & Platform 11g 

Product Description Oracle Access Manager allows users of your applications or IT systems to 
log in once and gain access to a broad range of IT resources. Oracle 
Access Manager provides an identity management and access control 
system that is shared by all your applications. The result is a centralized 
and automated single sign-on (SSO) solution for managing who has access 
to what information across your entire IT infrastructure. 
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Solution Summary 

Oracle Access Manager (OAM) is the foundation of the Oracle Access Management platform.  The OAM 
11g policy model provides authentication and authorization services within the context of an OAM 
application domain, which is a logical container of resources and their associated security policies. 
Access to a resource or group of resources can be governed by an authentication process known as an 
authentication scheme. An authentication scheme is a named component that defines the challenge 
mechanism required to authenticate a user. Each authentication scheme must also include an 
authentication module 

 

Oracle provides a custom plug-in for this policy model that interfaces with RSA Authentication Manager to 
support native RSA SecurID two-factor authentication for Oracle Access Manager-protected resources.  
Follow the instructions in this guide to create an authentication module that uses the plug-in and an 
authentication scheme that relies on the module to validate RSA SecurID user credentials. You may then 
use the scheme in your OAM security policies to protect your OAM application domain(s).    

 
RSA SecurID Supported Features 

Oracle Access Manager 11g 

 
RSA SecurID Authentication via Native RSA SecurID Protocol Yes  
RSA SecurID Authentication via RADIUS Protocol No  
On-Demand Authentication via Native SecurID Protocol No  

RSA SecurID Software Token Automation No  

RSA SecurID SD800 Token Automation No  

RSA SecurID Protection of Administrative Interface No  

 

 

Risk-Based Authentication No  

RSA Authentication Manager Replica Support Yes  
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Authentication Agent Configuration 

RSA Authentication Agents are custom or ready-made software applications that securely pass user 
authentication requests to and from RSA Authentication Manager.  RSA provides a variety of out-of-the-
box agents for protecting access to various operating systems and web resources, and an Authentication 
API for building custom agents. 

Note: The OIM plug-in uses a custom RSA Authentication API agent, RSAPlugin.jar.   

You must register authentication agents with RSA Authentication Manager in order for the server to locate 
them and establish secure communication channels with them.  Use the RSA Security Console to register 
an agent for every OAM server in your environment.    

You need the following information to register an OAM agent: 

 the hostname of  the Oracle Access Manager server 

 IP addresses for all of the Oracle Access Manager server’s network interfaces 

Note: Hostnames must resolve to valid IP addresses on the local network. 

When you register the agent, set its agent type to Standard Agent.    

 Important:  This integration does not support Oracle Access Manager failover.  RSA Authentication 
Manager often needs to make multiple transactions with an agent in order to complete an authentication 
request

1
.  Every RSA authentication agent must therefore maintain a persistent connection with RSA 

Authentication Manager until a given authentication sequence has ended.   

If your environment contains multiple OAM servers, you must register each one as an authentication 
agent, but you must designate one of them to handle all RSA SecurID authentication requests.   If you 
use a load balancer to route requests to multiple OAM managed servers, you must configure persistence 
between the load balancer and OAM. Persistence, which is also called “session affinity” or “sticky 
sessions,” allows a load balancer to send a client to the same server during a session.  For more 
information, see your load balancer documentation. 

RSA SecurID files 

RSA SecurID Authentication Files 
Files Location 

sdconf.rec $DOMAIN_HOME/config/fmwconfig/servers/$SERVER_NAME/oam/ 

Node Secret ldap 

sdstatus.12 Not stored 

sdopts.rec $DOMAIN_HOME/config/fmwconfig/servers/$SERVER_NAME/oam/ 

  

Note: The appendix of this document contains more detailed information regarding these files. 

                                                      
 
1
 When a user’s RSA SecurID token enters new PIN mode or next tokencode for example. 
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Partner Product Configuration 

Before You Begin 

This document provides instructions for enabling RSA SecurID two-factor authentication for Oracle 
Access Manager users.  You should have working knowledge of RSA Authentication Manager and Oracle 
Access Manager, as well as access to the appropriate end-user and administrative documentation.  
Ensure that that both products are running properly prior to configuring the integration.   

Note: This document is not intended to suggest optimal installations or configurations.     

Before you configure the plug-in, you must create a custom RSA SecurID HTML login form and a 
corresponding properties file that meet the following requirements: 

 Both files must share the same name excluding extensions (e.g., /rsaSecurIDLoginForm.html and 
rsaSecurIDLoginForm.properties). 

 Both files must be stored in the same directory (e.g., $DOMAIN_HOME/config/fmwconfig).  

 The form’s action must be set /oam/server/auth_cred_submit.   

For full instructions, consult the Developing Custom Login Pages section in the Oracle Fusion Middleware 
Developer's Guide for Oracle Access Management. 

Note: Oracle provides a sample RSA SecurID login form and properties file in the 

$ORACLE_HOME/oam/server/tools/customLoginHtml directory.  However, the login form’s HTML format 
isn’t configured properly.  See the Known Issues section for more information. 

If you use a load balancer to distribute requests among multiple OAM servers, you must configure 
persistence between the load balancer and OAM. For more information, see your load balancer 
documentation. 

You’ll need following files before you proceed: 

 the RSA Authentication Agent API files (authapi.jar and cryptoj.jar)
2
 

 your RSA Authentication Manager server’s sdconf.rec file   

                                                      
 
2
 If you don’t have copies of the RSA Authentication Agent API JAR files, contact you RSA representative. 
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Enable RSA SecurID Authentication for Oracle Access Manager  

This section contains instructions to configure Oracle Access Manager for RSA SecurID authentication.  It 
is divided into the following subsections: 

 Enable Agent–Server Communication   

 Import, Distribute and Activate the RSA SecurID Authentication Plug-in 

 Create a Custom Authentication Module for RSA Authentication Manager 

 Create an Authentication Scheme for RSA Authentication Manager  

Enable Agent-Server Communication  

Complete the steps below to enable the custom agent to communicate with RSA Authentication Manager:  
 

1. Log into the OAM host and copy the RSA Authentication API JAR files (authapi.jar and cryptoj.jar) to 
the $DOMAIN_HOME/config/fmwconfig/oam/plugin-lib/ directory.   

2. Navigate to the $DOMAIN_HOME/config/fmwconfig/servers/$OAM_SERVER_ROOT directory, 
create a subdirectory named oam and copy your RSA Authentication Manager’s sdconf.rec file there.  

3. Stop all WebLogic servers
3
, navigate to the $DOMAIN_HOME/config/fmwconfig/ directory and open 

the oam-config.xml file for editing.   

4. Find the serverRequestCacheType setting and change its value from COOKIE to BASIC: 
 

 <Setting Name="serverRequestCacheType" Type="xsd:string">BASIC</Setting> 
 

5. Restart all WebLogic servers. 

                                                      
 
3
 i.e. all OAM servers and the admin server 
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Import, Distribute and Activate the RSA SecurID Authentication Plug-in 

Follow the steps below to activate the plug-in on all registered OAM servers in your environment so that it 
can be used in a custom authentication module.   
 
1. Log in to the OAM Console (https://hostname:port/oamconsole/) and click the Plug-ins link in the 

Access Manager section. 

 

2. Expand the Common Configuration section on the left-hand frame of the System Configuration 
tab, highlight the Plugins node and click the + button on the toolbar. 
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3. Click the Import Plug-in button on the Plug-ins tab toolbar. 

 

4. The OAM console will display the Import Plug-in dialog box.  Click the Browse button, locate and 
select the <ORACLE_HOME>/oam/custom_plugins/rsa/RSAPlugin.jar file and click the Import 
button.  OAM will insert a new row (named RSAPlugin) in the Plug-ins table.  After validating that the 
plug-in JAR file has been configured properly, OAM will upload the file to the Administrative Server’s 
DOMAIN_HOME/oam/plugins directory.  

 

Important:  OAM must validate the plug-in before uploading it to the Admin Server.  If it determines 
that the plug-in has been configured properly, it will set the RSAPlugin row’s Activation Status value to 
Uploaded, and you may continue to Step 5.  Otherwise, it will set the value to Upload Failed, and you will 
need to resolve the issue before you proceed.    

Consult the Oracle Fusion Middleware Administrator's Guide for Oracle Access Management for more 
information about configuring and activating authentication plug-ins.   
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5. Select the RSAPlugin row in the Plug-ins table and click the Distribute Selected button on the Plug-
ins tab toolbar.   The Administrative Server will distribute the plug-in to each registered OAM server.   

 

Important:  If OAM distributes the plug-in without error, it will set the RSAPlugin row’s Activation 
Status value to Distributed, and you may continue to Step 6.  Otherwise, OAM will set the value to 
Distribution Failed, and you will need to resolve the issue before you proceed.    

Consult the Oracle Fusion Middleware Administrator's Guide for Oracle Access Management for more 
information about configuring and activating authentication plug-ins.   

 

6. Make sure that the RSAPlugin row is still highlighted and click the Activate Selected button on the 
Plug-ins tab toolbar. 

 

Important:  If OAM activates the plug-in without error, it will set the RSAPlugin row’s Activation 
Status value to Activated, and you may continue to Step 7.  Otherwise, OAM will set the value to 
Activation Failed, and you will need to resolve the issue before you proceed.    

Consult the Oracle Fusion Middleware Administrator's Guide for Oracle Access Management for more 
information about configuring and activating authentication plug-ins.   
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7. Select the RSAPlugin row in the Plug-ins table. 

8. Expand the Plug-in Details: RSA Plugin section below the table and click the Configuration 
Parameters link. 

9. Enter KEY_USERNAME in the username field. 

10. Enter passcode in the passcode field. 

11. Enter rsa_next_token in the nexttoken field  

12. Enter rsa_new_pin_confirm in the confirmnewpin field. 

13. Enter rsa_new_pin in the newpin field. 

14. Click the Save button. 

 



 

- 10 - 
 

Oracle 
Oracle Access Manager 11g 
 

Create a Custom Authentication Module for RSA Authentication Manager 

Follow the steps below to create a custom Oracle Access Manager authentication module for your RSA 
SecurID authentication plug-in. 

1. Log in to the Oracle Access Management Console and click the Authentication Modules link in the 
Access Manager section.   

 

 

2. OAM will redirect you to the System Configuration tab.  Expand the Access Manager Settings 
section, highlight the Custom Authentication module node and click the + button on the toolbar  
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3. Enter a name for your module in the Name field on the General tab. 

 

4. Select the Steps tab and click the + button on the toolbar. 

  

5. Enter a name for your RSA SecurID authentication step in the Step Name field (stepRsa for the 
remainder of this document), select RSAPlugin from the Plug-in Name list and click the OK button. 
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6. Scroll to the bottom of the Steps tab, confirm that the five parameter field values match the ones you 
set in the previous section and click the Save button. 

 

7. Click the + button on the toolbar to create a step for OAM’s user authentication plug-in. 

8. Enter a name for the step in the Step Name field (stepUI for the remainder of this document), select 
UserAuthenticationPlugin from the Plug-in Name dropdown list and click the OK button. 

 

Note: When you set this plug-in’s parameters, the plug-in will create an LDAP filter that maps each 
RSA Authentication Manager username to an Oracle Access Manager username.  
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9. Oracle Access Manager will create a row for the new step in the table.  Select this row and scroll to 
the bottom of the Steps tab.  

10. Enter (uid={KEY_USERNAME}) in the KEY_LDAP_FILETER field.  

11. Enter the name of the OAM default identity store in the KEY_IDENTITY_STORE_REF field. 

12.  Enter you identity store’s base dn in the KEY_SEARCH_BASE_URL field 
(dc=us,dc=example,dc=com in the example below) and click the Save button. 
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13. Select the Step Orchestration tab and select stepRSA from the Initial Step dropdown list. 

14. Go to the stepRSA row, select stepUI from the On Success dropdown list and select failure from the 
On Failure and On Error dropdown lists.  

15. Go to the stepUI row, select success from the On Success dropdown list and select failure from the 
On Failure and On Error dropdown lists. 

16. Click the Apply button. 
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Create a Custom Authentication Scheme 

Follow the instructions below to create an OAM authentication scheme for your authentication module.  
When you create authentication policies, you will use the scheme to secure groups of OAM resources 
with  RSA SecurID two-factor authentication.    

1. Log in to the Oracle Access Management Console and click the Authentication Schemes link in the 
Access Manager section. 

 
 

2.  OAM will redirect you to the Policy Configuration tab.  Expand the Shared Components node, 
highlight the Authentication Schemes node and click the + button on the toolbar.  

 

3. Enter a name for your scheme in the Name field.   

4. Chose your desired authentication level from the Authentication Level dropdown list.  

Note: Consult the Oracle Fusion Middleware Administrator's Guide for Oracle Access Management for 

more information about authentication levels. 

5. Select FORM from the Challenge Method dropdown list.  

6. If you want to redirect user requests to URL, enter the URL in the Challenge Redirect URL field.   

Note: Consult the Oracle Fusion Middleware Administrator's Guide for Oracle Access Management for 

more information about host identifiers and challenge redirect URLs.  

7. Select the name of your module (RSA_AUTH below) from the Authentication Module dropdown list. 
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8. Enter /CustomReadServlet in the Challenge URL field. 

9. Select customHtml from the Context Type dropdown list. 

10. Enter the path to your RSA SecurID login HTML files in the Context Value field. 

11. Enter the following two lines in the Challenge Parameters textbox: 
 

initial_command=RSA_USER_PASSCODE 
is_rsa=true 
 

12. Click the Save button.  

 

You may now use your scheme to protect your Oracle Authentication Manger application domain(s).    

Note: Consult the Oracle Fusion Middleware Administrator's Guide for Oracle Access Management for 

more information about Oracle Access Manager authentication plug-ins, modules, schemes, resources, 
domains and policies. 

 

 

 

 



 

- 17 - 
 

Oracle 
Oracle Access Manager 11g 
 

RSA SecurID Login Screens 

Standard Login Screen: 

 

User-defined New PIN Prompt: 

 

Next Tokencode Prompt: 
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Certification Checklist for RSA Authentication Manager 

Date Tested: June 19, 2014 

Certification Environment 

Product Name Version Information Operating System 

RSA Authentication Manager 8.0 Virtual Appliance 

RSA Authentication Agent Java API 8.1.1 N/A 

Oracle Access Manager 11.1.2 Oracle Linux 6 

   

 

Mandatory Functionality 

RSA Native Protocol RADIUS Protocol 
New PIN Mode 

Force Authentication After New PIN   Force Authentication After New PIN N/A  

System Generated PIN NA  System Generated PIN N/A  

User Defined (4-8 Alphanumeric)   User Defined (4-8 Alphanumeric) N/A  

User Defined (5-7 Numeric)   User Defined (5-7 Numeric) N/A  

Deny 4 and 8 Digit PIN   Deny 4 and 8 Digit PIN N/A  

Deny Alphanumeric PIN   Deny Alphanumeric PIN N/A  

Deny PIN Reuse   Deny PIN Reuse N/A  
Passcode 

16-Digit Passcode   16-Digit Passcode N/A  

4-Digit Fixed Passcode   4-Digit Fixed Passcode N/A  
Next Tokencode Mode 

Next Tokencode Mode   Next Tokencode Mode N/A  
On-Demand Authentication 

On-Demand Authentication NA  On-Demand Authentication N/A  

On-Demand New PIN NA  On-Demand New PIN N/A  
Load Balancing / Reliability Testing 

Failover (3-10 Replicas)   Failover N/A  
No RSA Authentication Manager   No RSA Authentication Manager N/A  
      
JGS  = Pass   = Fail  N/A = Not Applicable to Integration 
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Known Issues 

RSA On-Demand Authentication - The integration doesn’t support On-Demand Authentication. 

OAM Failover- The integration doesn’t support Oracle Access Manager failover.   

Login Form Configuration - OAM’s default login prompts for the RSA SecurID plug-in aren’t configured 
properly.  For example, this screenshot of the User-defined New PIN Prompt contains the issues that are 
listed below it: 

 

 The form’s text fields aren’t vertically aligned. 

 The RSA New PIN and RSA Confirm New PIN labels use a larger font than the form header  
(i.e. the Welcome label). 

 The RSA Confirm New PIN label doesn’t fit on one line.    

 The text field that is used to display error messages to the user is too small.  As a result, a user 
must copy the field’s contents and paste it into a document in order to read a message.   
 
The following image contains the full text of the error message above.  
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Appendix 

Partner Integration Details 

RSA SecurID API 8.1.1 

RSA Authentication Agent Type Standard Agent 

RSA SecurID User Specification All Users 

Display RSA Server Info No 

Perform Test Authentication No 

Agent Tracing Yes 

 

Node Secret: 

OAM stores the node secret in the LDAP directory.  Consult the Oracle Fusion Middleware 
Administrator's Guide for Oracle Access Management for instructions to clear the node secret. 

sdconf.rec: 

OAM stores the sdconf.rec file in the $DOMAIN_HOME/config/fmwconfig/servers/$SERVER_NAME/oam/ 
directory. 

sdopts.rec: 

OAM stores the sdopts.rec file in the $DOMAIN_HOME/config/fmwconfig/servers/$SERVER_NAME/oam/ 
directory. 

sdstatus.12: 

OAM doesn’t store the sdstatus.12 file. 
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Agent Tracing: 

Plug-in errors, exceptions and stack traces are logged in the OAM server's log file.  If you are 
troubleshooting a plug-in error, the web server logs might also contain useful information. 

 

 

 


