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PrimeKit Prerequisites
1 Prime Server Requirements

0 Red Hat7.¥8.x Linuxor Windowsvirtualized servers
A 64-bit
A OSprovided by customer
o 8vCPU
0 16GB RAM
0 60+ GB Disk
RSA Authentication Manager 8.x
Windows Domain Controllés) and/orOther SupportedDirectory Server(pptional)
SMTPZrver

=A =/ =4 =4

Load Balancebetails(Highly AvailableDeployments)

o Virtual IP Addresses
A Internal - 3 Virtual IPs
1 AMIS
0 TCP 443 frontend
0 TCP 8443 pool members
1 SSP
o TCP 443 frontend
0 TCP 8444 pool members
1 HDAP
o TCP 443 frontend
0 TCP 8445 pool members
A External 1 Virtual IP, 2 i€o-Hosting WebTier w/ ExternaFacing SSP
1 SSP
0 TCP 443 frontend
0 TCP 844400l members
1 CTFKIP(Optiona)
0 TCP 443 frontend
0 TCP 443 pool members
0 Load Balancer ConfiguratiG®ecommendations
A Sticky/Persistence30-minute, sourcelP based
aSiK2RY afSrHad O2yySOiGAzyac
SSL/TLSSHPassthrough
PoolMemberHealth CheckDetails
M Internal

> > >
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Port: TCP 8443

Type: HTTP Monitor

HTTP GET: /auth/statistics

HTTP Body response contains: authenticationStatistics
Polling interval: 5 seconds

Consecutive responses to madrverup/down: 3

Port: TCP 8444

Type: HTTP Monitor

HTTP GETinfo/status

HTTP Body response contains: startup_time
Polling interval: 5 seconds

Consecutive responses to madrverup/down: 3

Port: TCP 8445

Type: HTTP Monitor

HTTP GET: /info/status

HTTP Body response contains: startup_time
Polling interval5 seconds

Consecutive responses to madrverup/down: 3

Port: TCP 8444

Type: HTTP Monitor

HTTP GET: /info/status

HTTP Body response contains: startup_time
Polling interval: 5 seconds

Consecutive responses to madrverup/down: 3

o CHKIP (if applicable)

> > > >

Port: TCP 443

Type: TCP Probe

Polling interval: 5 seconds

Consecutive responses to madrverup/down: 3
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PrimeKit Tool Packages
1 PrimeKit Tools
0 Prime Template Builder
A Templates
1 prime-kit-configuratioramis.apt
1 prime-kit-configurationsspinternal.apt
1 prime-kit-configurationsspexternal.apt
1 prime-kit-configurationhdap.apt
o Prime SSP Bulk Invite Utility
o Prime Service Account Generator T(sMcaccountgen.jar)
1 PrimeKit Development Tools
0 Basic Development

A Prime Authentication Harness

B " Authenticate

Base URL:  https://amis.company.com/auth

Authentication | Authorization | Validation | Statistics | New Pin/Next token code | Service Account

Profile (optional)

User ID Passcode
Impersonate As Expected TokenSN Authenticate

Auth (JSON)[_] Auto authenticate

RBA

[ Create RBA Context

Token User ID Artifact Authenticate

Questions
User ID Get Questions

SsO
Authenticate|Add headerICIear headers

Password

User ID Password

Confirm Password (change password only)

A Prime REST/Service Harness
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B ' Authentication Manager Rest Harness - o x

Base URL: |https://amis.company.com/am8
( . . N . B
Authentication token Get Version Get Version Web page

User Methods | Token Methods | Update Token (Direct XML) | Create/Update user | Update Token (XML Builder) | Group search

Compound Operations

User ID Search Type ® Equals O Begins With O Ends With () Contains
Security Domain Name (optional)
Enable Disable Search Unlock| Deep Search|
Token Assignment
Assign Next
User ID ® Software (O Hardware Move to Security Domain (opt)

Assign Token

User ID Token Serial Number Move to Security Domain (opt)
Attribute Search
Attribute Equals v Security Domain (optional) [l
User Actions
User ID

Register User Get Admin Roles|Delete User|List Groups

o0 Advanced Development

A Postman REST Client
1 PostmanTemplatesProvidedCapturings0+ CommonAMIS REST API

= & » Home  Workspaces v  API Network
22 SecurlD Access Prime New Import

5 + | =
Collections

v SecurlD Access Prime REST APIs
E v 3 Authentication
Environments
POST Auth - User/Passcode
€9 POST Auth - User/Passcode - Prim...
History
POST Auth - User/Passcode - Direct
oo POST Auth - Service Account
POST Auth - Service Account - Dir...
GET Auth Session Validation
POST AM REST API - Auth Initialize
POST AM REST API - Auth Verify
v 9 Administration
> [ Authentication Manager
> [ Cloud Authentication Service

GET Version Info
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High-Level SecurlD Access Prime Diagrams

SecurlD Access Prime High-Availability + Authentication Manager
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External SSP AMIS, SSP, HDAP MY Authentication
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LI Prim
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| SA
|
I

\
\ |
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| |
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/ / /
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RSA AM Security Console

e AM Admiin APIs —p  HTTPS —  DNS
---------- » SecurlD Token Auth Protocol —— - SMTP st CT-KIP Key Protocol (SOAP)

—p REST Web Services —p HTT P ey DAPS
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SecurlD Access Prime + Authentication Manager + Cloud Authentication Service /MFA
(High-Level)
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SecurlD Access Prime + Authentication Manager + Cloud Authentication Service /MFA
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TCP: 443
(CT-KIP - https)
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SecurlD

Software Token
Distro via CT-KIP

TCP: 443 (https)

Cloud

Custom Apps Using

(Detailed)

52.188.41.46 (US Primary) \

u
Help Desk Ny,
Administrators

2\

AD via LDAPs

TCP: 636 (Idaps)

TCH: 25 (smtp)

- Service R A RSA REST API
A A TCP: 443
(amis - https)
TCP: 443 (https),
Push/Bio
TCP: 443
Dest: access.securid.com
\ ]
52.160.192.135 (US DR)
TCP: 443
*.auth.securid.com
* access.securid.com
\ AN
N TCP: 8443 (AMIS - https)

—_——
TCP: 443 (amis - https)

TCP: 8444
(SSP - https)

TCP: 443
LTM  (CT-KIP - https)
2 VIPs
Prime Self-Service - External
&
RSA AM Webtier

LTM
3 VIPs

TCP: 8444 (SSP - https)

|
> TCP: 8445 (HDAP - https)

A
TCP: 7022 (ct-kip)

[
Prime Services - Internal

=]

SMTP MTA

UDP: 5500

~ (rsa auth) .- - IDR

RSA

TCP: 7002

MIS + SSP + HDAP (rsa api) —

Authentication

—— AM Admin APIs

=e====eee==p SecurlD Token Auth Protocol

—p REST Web Services

TCP: 443 (https)

_> HTTPS
SMTP
— TP

CH 9] |
o @

A\ 74
Internal -
End-Users

— DN S
CT-KIP Key Protocol (SOAP)

——p | DAPS
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Authentication Manager Active Directory Bind Account Requirements
1 Support readonly directoryacces¢ ! 5 60AYyR | O02dzyid Ydzad o6S I YSYo6S
1 Support AD password change/reset scenarios
o !5 0AYR | O002dzy i Ydzald o6S | YSYOSNI 2F GKS a52YIA
o AD bind account must have the following delegated forest/domain access:
A Change Password

W Permission Entry for jrmtest ﬁ

Object | properties|

[Name: [RICOME®GD, | Chence.. |

Apply to: |Descendant User objects LI

=

Permissions:
a TTgTTes

Create all child objects

Delete all child objects

Create ms-net-ieee-80211-GroupPolic...
Delete ms-net-ieee-80211-GroupPolic...
Create ms-net-ieee-8023-GroupPolicy...
Delete ms-net-ieee-8023-GroupPolicy...
Allowed to authenticate

Change password

| Receive as

Reset password

Send as =2

u Apply these permissions to objects and/or Clear All

containers within this container only

=3
=
g
=
=

OO0O”OOOOoOonOg
OOoOooOooOooOoonOg

Managi i

Cancel
A Reset Password

n Permission Entry for jrmtest 5]

' Object l Properties|

1 [Name: bind (bind@jrmtest.com | Change...

Apply to:  [Descendant User objects ~]|

=

Permissions:

s TIgTTT
Create all child objects

Delete all child objects

Create ms-net-ieee-80211-GroupPolic...
Delete ms-net-ieee-80211-GroupPolic...
Create ms-net-ieee-8023-GroupPolicy...
Delete ms-net-ieee-8023-GroupPolicy...
Allowed to authenticate

Change password

Receive as

Reset password

Send as =

u Apply these permissions to objects and/or Clear All

containers within this container only

2
g
3
<

»

l

OMOOO0O00O000O0Oq
OoOooOooOoooong

Managing permissions

0 Authentication Manager Identity Source(s) must be configurecbtmmunicate with Allomainvia
LDAPsNote: AD password change/reset does not work via Global Catalog (port 3269).
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