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PrimeKit Prerequisites  
¶ Prime Server Requirements 

o Red Hat 7.x/8.x Linux or Windows virtualized servers.  

Á 64-bit 

Á OS provided by customer. 

o 8 vCPU 

o 16GB RAM 

o 60+ GB Disk 

¶ RSA Authentication Manager 8.x 

¶ Windows Domain Controller(s) and/or Other Supported Directory Server(s) (optional) 

¶ SMTP Server 

¶ Load Balancer Details (Highly Available Deployments) 

o Virtual IP Addresses 
Á Internal - 3 Virtual IPs 

¶ AMIS 
o TCP 443 frontend 
o TCP 8443 pool members 

¶ SSP 
o TCP 443 frontend 
o TCP 8444 pool members 

¶ HDAP 
o TCP 443 frontend 
o TCP 8445 pool members 

Á External ς 1 Virtual IP, 2 if Co-Hosting Web-Tier w/ External-Facing SSP 

¶ SSP 
o TCP 443 frontend 
o TCP 8444 pool members 

¶ CT-KIP (Optional) 
o TCP 443 frontend 
o TCP 443 pool members 

o Load Balancer Configuration Recommendations 
Á Sticky/Persistence: 30-minute, source-IP based 
Á aŜǘƘƻŘΥ άƭŜŀǎǘ ŎƻƴƴŜŎǘƛƻƴǎέ 
Á SSL/TLS: SSL-Passthrough 
Á Pool Member Health Check Details 

¶ Internal  
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o AMIS 
Á Port: TCP 8443 
Á Type: HTTP Monitor 
Á HTTP GET:  /auth/statistics 
Á HTTP Body response contains:  authenticationStatistics 
Á Polling interval: 5 seconds 
Á Consecutive responses to mark server up/down: 3 

o SSP 
Á Port: TCP 8444 
Á Type: HTTP Monitor 
Á HTTP GET:  /info/status 
Á HTTP Body response contains:  startup_time 
Á Polling interval: 5 seconds 
Á Consecutive responses to mark server up/down: 3 

o HDAP 
Á Port: TCP 8445 
Á Type: HTTP Monitor 
Á HTTP GET:  /info/status 
Á HTTP Body response contains:  startup_time 
Á Polling interval: 5 seconds 
Á Consecutive responses to mark server up/down: 3 

¶ External  
o SSP 

Á Port: TCP 8444 
Á Type: HTTP Monitor 
Á HTTP GET:  /info/status 
Á HTTP Body response contains:  startup_time 
Á Polling interval: 5 seconds 
Á Consecutive responses to mark server up/down: 3 

o CT-KIP (if applicable) 
Á Port: TCP 443 
Á Type: TCP Probe 
Á Polling interval: 5 seconds 
Á Consecutive responses to mark server up/down: 3 
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PrimeKit Tool Packages  
¶ PrimeKit Tools 

o Prime Template Builder  

Á Templates 

¶ prime-kit-configuration-amis.apt 

¶ prime-kit-configuration-ssp-internal.apt 

¶ prime-kit-configuration-ssp-external.apt 

¶ prime-kit-configuration-hdap.apt 

o Prime SSP Bulk Invite Utility 

o Prime Service Account Generator Tool (svcaccountgen.jar) 

¶ PrimeKit Development Tools 

o Basic Development 

Á Prime Authentication Harness  

 

Á Prime REST/Service Harness 
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o Advanced Development 

Á Postman REST Client  

¶ Postman Templates Provided Capturing 50+ Common AMIS REST APIs 
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High-Level SecurID Access Prime Diagrams  

SecurID Access Prime High-Availability + Authentication Manager  
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SecurID Access Prime + Authentication Manager + C loud Authentication Service /MFA 

(High-Level) 
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SecurID Access Prime + Authentication Manager + C loud Authentication Service /MFA  

(Detailed)  
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Authentication Manager  Active Directory Bind Account Requirements  
¶ Support read-only directory accessΥ !5 ōƛƴŘ ŀŎŎƻǳƴǘ Ƴǳǎǘ ōŜ ŀ ƳŜƳōŜǊ ƻŦ ǘƘŜ ά5ƻƳŀƛƴ ¦ǎŜǊǎέ ƎǊƻǳǇ 

¶ Support AD password change/reset scenarios: 

o !5 ōƛƴŘ ŀŎŎƻǳƴǘ Ƴǳǎǘ ōŜ ŀ ƳŜƳōŜǊ ƻŦ ǘƘŜ ά5ƻƳŀƛƴ ¦ǎŜǊǎέ ƎǊƻǳǇ 

o AD bind account must have the following delegated forest/domain access: 

Á Change Password  

 
Á Reset Password  

 
 

o Authentication Manager Identity Source(s) must be configured to communicate with AD domain via 

LDAPs. Note: AD password change/reset does not work via Global Catalog (port 3269). 
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