
 
 

   

 

Root Cause Analysis of SecurID 3.0.0 for iOS  
 

Dear Valued Customer, 

RSA would like to provide you with a root cause analysis for the incident that affected the rollout of the 
SecurID 3.0.0 for iOS app.  

Incident Overview 
SecurID 3.0.0 for iOS was first published to the Apple app store for phased rollout on 6/21/2021.  A few 
customers reported token import issues after installing the iOS version of the 3.0.0 app. The rollout of 
both iOS and Android apps was paused as a precaution as we began investigating the issue. A rollback 
version of the iOS app was published on the App Store to mitigate the token import issue and allow 
affected users to continue importing new tokens. The rollback version of the app can only be 
downloaded manually. The defect that caused the token import issue with the iOS app was later 
confirmed. A fix for the issue is being validated.  

 

Note: This RCA is limited to the iOS app only. The defect in the iOS app does not apply to the Android app. 
The Android app rollout was paused simultaneously with the iOS rollout pause as a precaution. Android users 
can download version 2.8 of the app until the rollout of the v3.0 of the app is resumed.    

Timeline 
 

6/21/2021 • SecurID 3.0.0 for iOS was published on the Apple App Store for manual 
download1 and phased automatic update over a 7-day period2.  

6/23/2021 • First customer reported token import issues to our Technical Support 
Engineering (TSE) Team after installing the iOS 3.0.0 app at around 3:15 AM ET.  

6/23/2021 • TSE notified Engineering. Engineering reviewed the telemetry and paused the 
phased rollout of both apps (iOS at 6:06 AM and Android at 6:35 AM).  

• RSA published an Advisory on RSA Link informing all customers about the 
token import issue3￼.  

6/23/2021 to 
6/24/2021 

• Engineering continued to investigate the token import issues around the clock 
through 6/23 and 6/24 and worked directly with a handful of impacted 
customers to reproduce the issues and collect logs.  

• Engineering submitted a new build4 to Apple with refactored parts of the code 
and additional logging for internal testing and private distribution.  

 
1 New users and users who don’t have auto update turned on can search and download the app from the App Store app on their device. 
2 Apple pushes the app to a percentage of SecurID app 2.x users (selected at random by their Apple ID) and increments every day starting with 
1% until 100% of users are updated to 3.0.0 on the 7th day 
3 After the rollout pause, iOS device users can still download the iOS 3.0.0 app manually from the App Store or from their corporate EMM.  
Android users can only download the previous v2.8 version of the app from the Google Play Store or corporate EMM. 
4 Engineering was not able to reproduce token import issues using devices in the RSA Test Lab or Browser Stack farm. Logs received from a few 
impacted users did not indicate the root cause. 



   

 

  

 

6/25/2021 • A rollback version of the iOS app5  (v3.0.1) was pushed to the store. 
• Apple expedited the review process and approved the app for beta 

distribution. 
• A new Advisory was published on RSA Link with an FAQ to advise and guide 

customers on the rollback plan and how to respond to help desk calls.   
6/26/2021 - 
6/27/2021 

• Engineering continued testing the v3.0.1 (red logo app) and, working with a 
handful of customers, to root cause the token import problem with v3.0.0 
(blue logo app). 

• iOS v3.0.1 was approved by Apple for release to the general public. 
6/28/2021 • v3.0.1 was released on the Apple App Store for manual download and auto 

update. The auto update was paused within 2 hours after confirming the 3.0.1 
app rollout across all regional app stores. 

• A new Advisory was posted on RSA Link with an updated FAQ recommending 
that customers only ask new users or users who downloaded v3.0.0 of the app 
and experienced token import issues to install v3.0.1 

6/30/2021 • The Engineering team was able to reproduce the token import issue and root 
cause the problem. They created a v3.0.2 build to fix the issue and submitted 
the app to Apple for beta review.   

• The app was approved by Apple for beta distribution shortly afterwards and a 
small number of external test testers were invited to validate the fix. 

Causes  
In one of the modules of the SecurID 3.0.0 for iOS app, the current locale with a fixed-date format was 
used for expiration date processing during token imports. This works fine in the US and most locales, but 
in other locales6 and under certain device settings (calendar, region, AM/PM vs 24-hour time setting, OS 
version, and so on), the date format behaves in an unexpected way7 and the app fails to validate the 
token expiration date during the token import. This issue does not impact one-time token code 
generation and validation8. 

To fix the issue, a code change was made to use a locale9 that is not impacted by user or system 
preferences on users’ devices. Additionally, the app code was refactored to address a race condition 
that can cause the app to crash in rare cases10. 

Recovery and Preventive Steps 
To mitigate these issues and ensure a quick recovery for our customers, RSA has taken the following 
steps: 

- Paused the phased rollout of version 3.0.0 of the app on the same day the token import issues 
were reported and confirmed. 

 
5 A rollback version of the red logo app was created from the 2.5 code base and submitted to Apple for beta review and distribution as 
v3.0.1.50. 
6 WooSignal: IOS Locale Identifiers List 
7 Technical Q&A QA1480: NSDateFormatter and Internet Dates (apple.com)  
8  EN_US_POSIX and NSISO8601Date Formatter are used in other modules in the app code 
9 EN_US_POSIX Time format 
10  During code review and internal testing, we discovered a race condition that can cause the app to crash unexpectedly at launch.  

https://woosignal.com/docs/app/ios-locale-identifiers-list
https://developer.apple.com/library/archive/qa/qa1480/_index.html


   

 

  

 

- Released a rollback version of the iOS app (v3.0.1) using the stable 2.5 code base to those 
impacted users only, thus minimizing disruption.  

- Made software code changes to fix the issue, added new test cases to the test suite considering 
user and system settings on the device, and made the software available for private beta testing 
and validation on Test Flight as soon as the root cause was found.  

RSA is continuously taking steps to improve SecurID app development processes to help ensure that 
such incidents do not occur in the future, including but not limited to the following: 

- Increasing test cases, considering additional user preferences and system settings on users’ 
devices to detect issues earlier during the development cycle. 

- Extending the beta testing period of major app updates and inviting a larger number of 
customers from around the globe early in the process to participate in both the Private/Closed 
beta program and the Public/Open beta Program. 

We recommend that you subscribe to RSA Link advisories to receive up-to-date notifications on our 
progress and on the Public/Open beta testing.    

RSA sincerely apologizes for the inconvenience this may have caused. If you have any questions, please 
do not hesitate to contact your RSA Account Representative or RSA Customer Support. 

 

Best Regards, 

SecurID Product Engineering 
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