
RSA SecurID® Software Token 2.4 for iOS Quick Start
Introduction
The RSA SecurID Software Token app is authentication 
software that transforms your iOS device into an RSA 
SecurID authentication device.
The app, when provided with a software token, allows 
you to verify your identity, or authenticate, to your VPN 
client and other sensitive network resources with 
one-time passwords (OTPs) generated on your device. 

How to Obtain Your OTP with PIN-Enabled Token
Normally, you are issued a token that requires a PIN, and 
you create your PIN during your first RSA SecurID 
authentication. If you have not yet created a PIN, see 
“Setting a PIN” before attempting to authenticate. When 
you start the Token app, it detects that your token requires 
a PIN and displays the screen associated with the type of 
PIN-enabled token that you were issued.

Enter PIN screen. If the Enter PIN screen is 
displayed, you enter your PIN and tap the Enter 
button. The app displays a passcode, which is your 
PIN combined with the current tokencode. The 
passcode is your OTP.
Tokencode screen. If the Tokencode screen is 
displayed, you do not enter anything in the Token app. 
Instead you enter your PIN in the protected resource. 
Next to your PIN, you type the current tokencode. 
This combination is your OTP.

How to Obtain Your OTP with PINless Token
Your IT or Help Desk administrator may issue you a 
token that does not require a PIN. When you start the 
Token app, it displays the Tokencode screen. The current 
tokencode is your OTP.

Installing the App
You can use either of the following methods to install the 
app:
• Install the app directly onto your device from the App 

Store. 
• Launch the App Store in iTunes, download the app to 

your computer, and then sync it onto your device.

Install the App Directly to your Device
1. Tap the App Store icon on your device.
2. Tap Search, and enter the keywords RSA SecurID 

Token.
3. Select RSA SecurID Software Token.
4. Tap Install.
5. If prompted, enter your Apple ID or iTunes account 

credentials.
The device exits to the Home screen. A progress bar is 
displayed as the app downloads. When the download 
is complete, the app icon is displayed in full.

Install the App with iTunes
1. Connect your device to a USB port on your computer.
2. Launch the App Store in iTunes.
3. In the Search field, enter RSA SecurID Token. 
4. Download the app to your computer.
5. If prompted, authenticate with your Apple ID or 

iTunes account credentials.
6. Instruct iTunes to sync the app onto your device, and 

apply the changes.

Email Your Binding ID
Your administrator may ask you for your Binding ID 
before issuing your token.
1. On your device, start the Token app.
2. Tap Info (i). The Info screen is displayed.
3. In the Binding ID field, tap the envelope icon. An 

email opens that contains your Binding ID.
4. In the To field, enter your administrator's address.

5. Send the email.

Start the App
To start the app, tap the Token icon. As shown in the 
following figure, the app prompts you to contact your 
administrator to request a token.

Note: You must install a token before you can use the app 
to generate one-time passwords.

Importing a Software Token
Use your Mail app to import a software token on your 
device. Your administrator should tell you which of the 
available methods to use.
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When you import your token, you may be prompted to 
enter additional security information to complete the 
process. If so, your administrator should have provided 
you with one of the following:
• A one-time activation code that activates the token 

that you were issued
• A password that enables the token that you were 

issued 

Import a Software Token—Email Attachment
1. Make sure that you have a network connection on 

your device.
2. In your Mail app, open the email containing the token 

file attachment.

3. Tap the email attachment. 
4. Tap Copy to Token.

5. If prompted, enter the token file password into the 
field, and tap OK.

Your token is imported, and the app starts.
6. After your token is imported, delete the email with the 

token file attachment. 

Import a Software Token—Tap Email Hyperlink
1. Make sure that you have a network connection on 

your device.
2. In your Mail app, open the email and tap the hyperlink 

that will import your token.

3. If prompted, enter the activation code or token 
password, and tap OK. In this example, the user is 
prompted for the activation code.

4. If prompted to accept a website certificate, tap 
Accept. Your token is imported, and the app starts.

5. After your token is imported delete the email with the 
hyperlink that contains your token information.

Import a Software Token—Enter Link
Enter a link if you cannot import a token by tapping an 
email URL link.
1. In your Mail app, open the email and copy the 

hyperlink. 

2. In the Token app, tap  > Enter Link.
3. Type or paste the link that your administrator sent 

you. The link starts with com.rsa.securid://.
4. Click Submit.
5. If prompted, enter the activation code or token 

password, and tap OK. In this example, the user is 
prompted for the activation code.

6. If prompted to accept a website certificate, tap 
Accept. Your token is imported, and the app starts.

7. After your token is imported delete the email with the 
hyperlink that contains your token information.

Import a Software Token—QR Code
1. Sign into the Self-Service Console.
2. Click Activate Your Token.
3. Tap the QR code icon.
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4. Follow the instructions.

Your token is imported.

Setting a PIN
If your IT or Help Desk administrator indicated that a 
PIN would be required for authentication, follow the 
instructions in this section.

Note: If you used the Self-Service Console to create a 
PIN, see “Authenticate to Protected Resources.”

Before You Begin
When you start the Token app, you will see either an 
Enter PIN screen or a tokencode, depending on the type 
of software token that you were issued. 
1. Start the Token app, and leave it open.
2. Do one of the following:

• If the Enter PIN screen is displayed, see the 
following topic, “Set a PIN—Enter PIN Screen.”

• If a tokencode is displayed, see “Set a PIN—
Tokencode Screen.”

The following procedures use a VPN client as an example 
of the resource that requires identity verification before 
granting you access.

Set a PIN—Enter PIN Screen
1. On your computer, connect to your VPN client. 
2. Enter your user name, and leave the VPN sign-in 

screen open. 

3. On your device, leave the Enter PIN field blank, and 
tap Enter (➞) or swipe left.
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4. Read the tokencode from your device. 

5. In the VPN client sign-in screen, in the Passcode 
field, enter the tokencode that is displayed on your 
device, without spaces, and click OK. In this 
example, you would enter 29452041.
You are prompted to create a PIN. Your PIN must 
contain 4 to 8 digits, and it cannot begin with a zero. 
Memorize your PIN.

6. Enter and confirm your new PIN. 
You are prompted for a passcode. 

7. Tap < PIN or swipe right to return to the Enter PIN 
screen. 

8. Enter your newly created PIN, and tap Enter (➞). 9. Read the passcode from your device.

10. In the VPN client sign-in screen, in the Passcode 
field, enter the passcode, without spaces. Click OK.

Set a PIN—Tokencode Screen
1. On your computer, connect to your VPN client. 
2. Enter your user name.
3. In the Passcode field, enter the tokencode that is 

displayed on your device, without spaces, and click 
OK. 
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Note: You can use the Copy button to copy the 
tokencode code if you are authenticating to a VPN or 
other protected resource that resides on your device.

You are prompted to create a PIN. Your PIN must 
contain 4 to 8 characters. Memorize your PIN.

4. Enter and confirm your new PIN. 
You are prompted for a passcode. 

5. On your device, tap > (Next Code) or swipe left. 

6. Return to the VPN client sign-in screen. In the 
Passcode field, enter your newly created PIN, 
followed immediately by the next code that is 
displayed on your device, without spaces. Click OK.

Authenticate to Protected Resources
Use the following procedure to authenticate to protected 
resources. In the following sample procedures, the 
resource is a VPN client application that resides on the 
computer.
1. On your computer, connect to your VPN client 

application. 
2. Enter your user name, and leave the VPN client 

sign-in screen open.
3. On your device, start the Token app. 
4. Do one of the following: 

• If your device displays a PIN prompt, enter your 
PIN and tap Enter. Your device displays a 
passcode. Enter the RSA SecurID Software Token 
passcode in the VPN client application, without 
spaces.

• If your device displays a tokencode, enter your 
PIN in the VPN client application, and then enter 
the tokencode to the right of the PIN, without 
spaces.

• If your token does not require a PIN, in the VPN 
client’s Passcode field, enter the tokencode that is 
displayed on your device, without spaces. 

Note: You can use the Copy button to copy the 
tokencode code if you are authenticating to a VPN or 
other protected resource that resides on your device.

5. Click OK.

Note: If the code displayed on your device changes 
before you can enter it on your computer, enter the 
next code to complete your sign-in. 

Authenticate with Next Tokencode
Use the following procedure when authenticating to a 
protected resource that prompts you for the next 
tokencode.
1. When the protected resource you are authenticating to 

requests the next tokencode, return to the Token app 
on your device.

2. Tap > (Next Code) or swipe left to display the next 
tokencode.

3. In the protected resource, enter the tokencode 
displayed by the Token app.
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