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Preface

About This Guide

This guide describes how to provision software tokens to an RSA SecurID software 
token application using RSA Authentication Manager 8.0. It is intended for 
administrators and IT personnel who are responsible for deploying and administering 
software tokens. It assumes that these personnel have experience using RSA SecurID 
authentication products. Do not make this guide available to the general user 
population.

RSA SecurID Software Token Documentation

Provisioning RSA SecurID Software Tokens with RSA Authentication Manager 8.0. 
Provides information for security administrators on provisioning software tokens to an 
RSA SecurID application using RSA Authentication Manager 8.0. Describes both 
administrator-driven provisioning and user self-service provisioning.

Related Documentation

RSA Authentication Manager 8.0 Administrator’s Guide. Provides an overview of 
Authentication Manager and its features. Describes how to configure the system and 
perform a wide range of administration tasks, including managing users and security 
policies and provisioning RSA SecurID tokens.

Help Desk Administrator’s Guide. Provides instructions for the most common tasks 
associated with RSA SecurID that a Help Desk Administrator performs.

RSA Authentication Manager 7.1 to 8.0 Migration Guide. Provides instructions for 
migrating from version 7.1 to version 8.0. Includes information on migration of 
software token data.

RSA SecurID Software Token Security Best Practices Guide. Helps identify 
configuration options and best practices designed to ensure secure operation of RSA 
SecurID Software Token products and offers maintenance recommendations. 

To access the RSA SecurID Software Token Security Best Practices Guide, go to 
https://knowledge.rsasecurity.com/scolcms/set.aspx?id=8886.

RSA SecurID Software Token Deployment Planning Guide. Provides information on 
planning an enterprise-wide software token deployment, including transitioning from 
hardware tokens to software tokens, and examples of software token provisioning and 
delivery on desktop and mobile platforms. To download the RSA SecurID Software 
Token Deployment Planning Guide, go to 
https://knowledge.rsasecurity.com/scolcms/set.aspx?id=8917.
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Support and Service

RSA SecurCare Online offers a knowledgebase that contains answers to common 
questions and solutions to known problems. It also offers information on new releases, 
technical news, and software downloads.

Before You Call Customer Support

Make sure that you have direct access to the device that is running the application.

Please have the following information available when you call:

 Your RSA Customer/License ID. 

 RSA SecurID Software Token for Windows Phone application version number. 

 The model of the device on which the problem occurs.

 The device operating system version under which the problem occurs.

RSA SecurCare Online https://knowledge.rsasecurity.com

Customer Support Information www.emc.com/support/rsa/index.htm

RSA Solution Gallery https://gallery.emc.com/community/marketplace/rsa
?view=overview
6  Preface

http://www.emc.com/support/rsa/index.htm
https://gallery.emc.com/community/marketplace/rsa?view=overview
http://www.emc.com/support/rsa/index.htm
https://knowledge.rsasecurity.com
https://knowledge.rsasecurity.com


Provisioning Software Tokens with RSA Authentication Manager 8.0
1 Overview 

This chapter covers the following topics:

• RSA SecurID Software Tokens

• Software Token Profiles

• Authentication Types

• Delivery Methods

• PIN Policy

• Provisioning Models

• Migration of Software Token Data

RSA SecurID Software Tokens

RSA SecurID software tokens support the same RSA SecurID one-time password 
(OTP) algorithms as RSA SecurID hardware tokens. Software tokens consist of two 
components that are installed separately, an application specific to the intended device 
and a unique token seed record that is specific to the intended user. Instead of being 
stored in an RSA SecurID hardware token, the seed (cryptographic key) is stored on 
the user's desktop, laptop, or smartphone.

Once installed on a device, a software token is used for RSA SecurID two-factor 
authentication. The token generates a 6-digit or 8-digit pseudorandom number, or 
tokencode, at regular intervals. When the tokencode is combined with a PIN, it is 
called a passcode. The tokencode or passcode serves as the OTP. Users enter OTP 
values, along with other security information, to verify their identity when accessing a 
protected resource. 

Software Token Seeds

RSA SecurID software token applications support software tokens that use the AES 
(128-bit) algorithm; software tokens that use the SID (64-bit) algorithm are not 
supported. The applications support time-based tokens only. 

RSA manufacturing delivers an XML file that contains the token seed records that 
your enterprise has purchased. Before you can provision software tokens, you must 
import the token record XML file into Authentication Manager, as described in 
“Import the Token Record File” on page 16.
1: Overview 7
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Software Token Profiles

When you provision software tokens using Authentication Manager 8.0, you must add 
a software token profile for each platform for which you plan to deliver software 
tokens. Each software token profile contains a “device definition type” that defines the 
software token attributes supported with a specific RSA SecurID software token 
application. 

Note: By default, Authentication Manager 8.0 contains device definition types for 
currently supported SecurID software token applications. For each new software 
token application that becomes available, RSA provides a new device definition file 
for download from the web. Device definition files are XML files with the extension 
.swtd, for example, WindowsPhone-1.x-swtd. You import the new device definition 
file, if required, when adding a software token profile. 

You select a device definition type when you add a software token profile. 
Authentication Manager then displays supported attributes, including: 

• Device type (for example, Windows Phone 1.x)

• Tokencode duration (60 seconds or 30 seconds)

• Tokencode length (8 digits or 6 digits)

• Authentication type (see “Authentication Types” on page 9)

• Delivery method (see “Delivery Methods” on page 10)

To add a software token profile, see “Add a Software Token Profile” on page 17.

Note: You must be a Super Admin to add software token profiles to the deployment. 
Software token profiles are available to the entire deployment and are not specific to a 
security domain. 
8 1: Overview
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Authentication Types

When you add a software token profile in RSA Authentication Manager 8.0, you can 
select the type of RSA SecurID authentication you want users to perform. The default 
is to require both a PIN and a tokencode. The device definition XML file specifies 
which authentication types are supported for a specific platform.

There are three authentication types:

• PIN integrated with tokencode (PINPad-style). This is the default setting. 
PINPad-style mimics RSA SecurID hardware tokens that have a keypad for PIN 
entry (for example RSA SecurID 520 Authenticator). The user enters the PIN in 
the SecurID software token application’s Enter PIN screen. The displayed OTP 
(passcode) contains the integrated PIN.

• PIN followed by tokencode (Fob-style). This style mimics RSA SecurID 
hardware fobs that display tokencodes (for example, RSA SecurID 700 
authenticator). The user enters the PIN in the protected resource, immediately 
followed by the tokencode displayed in the SecurID software token application.

• No PIN required (Tokencode). No PIN is required with the software token. The 
user authenticates with the currently displayed tokencode. 

Important: Tokencode authentication is one-factor authentication. It is not as 
secure as authentication using a PIN with the tokencode. You should only use 
this option when a system other than RSA SecurID is responsible for 
managing the second factor (something you know), such as an existing user 
name and password. In this scenario, the first factor (user name/password) is 
validated by the external system and the second factor (tokencode) is 
validated by Authentication Manager.

Device Binding

Software tokens should be protected during delivery using device binding. Device 
binding associates a token with a device identifier, either a device class identifier or a 
device-specific identifier. 

Device Class Identifier 

A device class identifier is a globally unique identifier (GUID) associated with a 
specific class of devices, for example, iOS devices. RSA provides a device class 
identifier for most of its software token applications. This binding option allows the 
user to import the token to any device in a class of devices, for example, to any device 
running the iOS operating system. Binding to the device class prevents the token from 
being imported to other types of devices running an RSA SecurID software token 
application. For most device types, the GUID is the default device class identifier 
displayed in Authentication Manager 8.0. If you want to bind all software tokens to a 
device class identifier, you leave the default setting in the DeviceSerialNumber field. 
For details, see the procedures under “Distribute the Tokens” on page 20.
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Device-Specific Identifier

A device-specific identifier (device ID) is a unique value that is used to bind a token to 
one device in a class of devices. Binding a token to a device ID ensures that the token 
can be imported only to the device for which it is intended.

For some device platforms, you might already have access to the device ID. In most 
cases (for example, iOS, Android, and Windows Phone), the SecurID software token 
application must be installed on the user’s device for you to obtain the device ID. The 
application displays the device ID and provides an option for the user to e-mail it to 
the administrator. 

You bind a token to a device ID when you distribute the token. For details, see the 
procedures under “Distribute the Tokens” on page 20. 

Token Nicknames

RSA Authentication Manager 8.0 provides an option to enter a nickname to identify a 
software token that you provision. The nickname you enter in Authentication Manager 
is displayed in the software token application. Otherwise, the token is identified by its 
default name, for example, the token’s serial number. Some software token 
applications provide an option for the user to change the nickname after importing the 
token. 

Nicknames are useful for users who have multiple software tokens that they use to log 
on to multiple domains under different identities. Token nicknames allow the user to 
quickly identify the token they need for accessing a specific domain. 

• If you want to set a single nickname for all of the tokens you provision using a 
specific device definition, you can enter the nickname when you add a software 
token profile. You might want to do this if you want all of the tokens to be 
identified by your company name. For more information, see “Add a Software 
Token Profile” on page 17.

• If you want to set a nickname for a specific token, you can enter a nickname when 
you distribute the token. For more information, see the procedures under 
“Distribute the Tokens” on page 20.

Delivery Methods

RSA Authentication Manager 8.0 supports the following methods for delivering 
software tokens. 

• Dynamic seed provisioning

• File-based provisioning

• Compressed token format (CTF) provisioning

You select one of these methods when you add a software token profile. Certain 
SecurID software token applications do not support all three delivery methods. If a 
delivery method is not supported, it is not displayed in the software token profile.
10 1: Overview
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Dynamic Seed Provisioning (CT-KIP)

The dynamic seed provisioning method uses the four-pass Cryptographic Token Key 
Initialization Protocol (CT-KIP) to exchange information between an RSA SecurID 
software token application (client application) running on a mobile device, desktop, or 
laptop, and the CT-KIP server, which is a component of the Authentication Manager 
server or an Authentication Manager web-tier server. The information exchanged 
between the client and server is used to generate a unique shared secret (token seed). 
Information critical to the seed generation is encrypted during transmission using a 
public-private key pair. The generated token seed value is never transmitted across the 
network. Dynamic seed provisioning is preferred over file-based provisioning because 
the four-pass protocol prevents the potential interception of the token’s seed during the 
provisioning process.

The four-pass CT-KIP protocol is initiated by a request from the SecurID software 
token application to the CT-KIP server when the user selects an option to import a 
token. Dynamic seed provisioning uses a unique one-time provisioning activation 
code to ensure that the request is legitimate. The client application must be provided 
with the activation code, either through manual user entry or as part of a URL link sent 
to the user’s device e-mail. The CT-KIP server evaluates the submitted activation 
code, and if the server determines that the request is valid, the four-pass process 
continues, ultimately resulting in a successful token import.

By default, activation codes are valid for seven days. The time limit is configurable. 
(Select Setup > System Settings. Under Authentication Settings, select Tokens.)

File-Based Provisioning

With file-based provisioning, Authentication Manager generates token data contained 
within a file, which is added to a ZIP file for download. Software token files 
provisioned using this method have the extension .sdtid and are called STDID files. 

The data in the token file includes the seed used by the SecurID algorithm and other 
metadata, including the token serial number, expiration date, number of digits in the 
tokencode, and so on. To protect the seed against attack, the seed is encrypted using 
the AES encryption algorithm and an optional password that you can assign during the 
configuration process. RSA recommends protecting file-based tokens with a strong 
password that conforms to guidelines provided in the RSA Authentication Manager 
8.0 Security Configuration Guide.

Compressed Token Format 

E-mail programs on certain mobile device platforms cannot interpret .sdtid file 
attachments. In such cases, you can deliver file-based tokens using compressed token 
format (CTF). When you select the CTF delivery method, Authentication Manager 
generates the token data as a CTF URL link, which you deliver to the user’s device by 
e-mail. 

The CTF URL link contains the encoded token data needed by the software token 
application. This encoded data includes the seed used by the SecurID algorithm and 
other metadata, including the token serial number, expiration date, number of digits in 
the tokencode, and so on. The URL format signals the device that the URL link 
contains data relevant to the software token application. RSA recommends protecting 
CTF format tokens with a strong password that conforms to guidelines provided in the 
RSA Authentication Manager 8.0 Security Configuration Guide.
1: Overview 11



Provisioning Software Tokens with RSA Authentication Manager 8.0
PIN Policy

As part of software token provisioning, you must manage PIN creation. RSA 
Authentication Manager 8.0 allows both user-created and system-generated PINs. The 
default is user-generated PINs.

You can configure token policies in Authentication Manager to require PINs that are 
all the same length or accept PINs that vary in length between 4 and 8 characters. For 
maximum security, RSA strongly recommends requiring complex, 8-character PINs. 
For best practices for PIN policies, see the RSA Authentication Manager 8.0 Security 
Configuration Guide.

For PINPad-style software tokens (the default), the PIN must be numeric and cannot 
begin with a zero. For fob-style software tokens, the PIN can be numeric or 
alphanumeric. The default is numeric. 

Procedure

1. In the RSA Security Console, select Authentication > Policies > Token Policies.

2. In the SecurID PIN Format section, select the PIN configuration that you want.

3. Click Done.
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Provisioning Models 

RSA SecurID software tokens are typically deployed in one of two provisioning 
models.

• In an administrator-driven model, an enterprise administrator decides that a user 
should be enabled for an RSA SecurID software token and initiates the process to 
assign and distribute the user’s token. For instructions on administrator-driven 
provisioning, see Chapter 2, “Administrator-Driven Provisioning.”

• In a user self-service model, the end-user is responsible for requesting a software 
token, using the Self-Service Console. You must configure self-service 
provisioning, and users must enroll to use this feature. For instructions on using 
self-service provisioning, see Chapter 3, “Self-Service Provisioning.”

Note: Self-service provisioning is included with the Authentication Manager 
Enterprise Server license. If you have a Base Server license, and you want to use 
self-service provisioning, you must upgrade to the Enterprise Server license. 

Migration of Software Token Data

This section lists token data that is included in migrations from RSA Authentication 
Manager 7.1 to 8.0 and 6.1 to 8.0. 

Migrated Data

7.1 to 8.0 6.1 to 8.0

SecurID PIN management settings See “Non-Migrated Data (6.1 to 8.0)” on 
page 14.

Software tokens and their state:

• Assigned/unassigned

• Disabled/enabled

• Distributed 

• In Next Tokencode mode

• Expired

• Requiring PIN change 

Software tokens and their state:

• Assigned/unassigned

• Disabled/enabled

• Distributed 

• In Next Tokencode mode

• Expired

• Requiring PIN change

Values for device attribute definitions (device 
class or device ID; nickname)

Token extension data (device class or 
device ID; nickname)

Emergency access tokencode settings N/A

Software token device types, including 
imported device types

N/A
1: Overview 13
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Non-Migrated Data (7.1 to 8.0)

Certain types of self-service data for software tokens are not included in migrations 
from Authentication Manager 7.1 to 8.0

Non-Migrated Data (6.1 to 8.0)

The PIN generation setting is not migrated from Authentication Manager 6.1 to 8.0. 
You must set the PIN policy in 8.0 to either system-generated or user-created.

Data Type Not Included in Migration

Completed self-service requests Approved, distributed, cancelled, and rejected user 
requests for self-service enrollment, software tokens, 
and replacement software tokens. These requests are 
stored only in the version 7.1 database.

Pending self-service requests Pending user requests for software tokens. You must 
complete pending requests prior to migration.

Software token types available for 
request through self-service

Settings for software token device types that are 
available for request through self-service. In version 
8.0, you must add software token profiles. For more 
information, see “Software Token Profiles” on page 8 
and “Add a Software Token Profile” on page 17.

E-mail notification template E-mail notification template for approved self-service 
software token requests. If you need to reuse the 7.1 
e-mail notification template, you must modify the 8.0 
e-mail notification template with content from the 7.1 
template. For more information, see the RSA 
Authentication Manager 7.1 to 8.0 Migration Guide.
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2 Administrator-Driven Provisioning

This chapter covers the following topics:

• Provisioning Tasks

• Import the Token Record File

• Add Users

• Add a Software Token Profile

• Assign Tokens to Users

• Distribute the Tokens

Provisioning Tasks

In an administrator-driven model, an enterprise administrator initiates the process of 
assigning and distributing the user’s software tokens. Perform the following tasks in 
the order listed:

1. Import the token record file

2. Add users

3. Add a software token profile

4. Assign software tokens to users

5. Distribute the tokens
2: Administrator-Driven Provisioning 15



Provisioning Software Tokens with RSA Authentication Manager 8.0
Import the Token Record File

RSA manufacturing provides an XML file that contains the token seed records that 
your enterprise has purchased. Before you can work with individual token records, 
you must import the token record file into Authentication Manager.

Before You Begin

Copy the token record file to the computer that is running the RSA Security Console.

Procedure

1. In the Security Console, click Authentication > SecurID Tokens > Import 
Tokens Job > Add New.

2. Enter a name for the import job. The job is saved with this name so that you can 
review the details of the job later. The name must be from 1 to 128 characters. The 
characters & % > < are not allowed.

3. From the Security Domain drop-down menu, select the security domain into 
which you want to import the tokens. The tokens are managed by administrators 
whose scope includes this security domain. By default, tokens are imported into 
the top-level security domain.

4. Browse to select the token record file that you want to import.

5. If the token record file is password protected, in the File Password field, enter the 
password.

6. Use the Import Options buttons to specify handling for duplicate tokens.

7. Click Submit Job.

Add Users

Before provisioning software tokens, you must add users to Authentication Manager. 

Procedure

Do either of the following:

• Configure an LDAP connection with an external identity source.

• In the RSA Security Console, click Identity > Users > Add New, and follow the 
on-screen instructions. 
16 2: Administrator-Driven Provisioning
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Add a Software Token Profile

Software Token Profiles specify software token configuration and distribution options. 
You must configure a software token profile for each platform to which you plan to 
distribute software tokens. 

Note: You must be a Super Admin to add a software token profile.

Before You Begin

If you need to import a new device type, copy the device definition file provided with 
your software token application to the computer that is running the RSA Security 
Console.

Procedure

1. In the Security Console, click Authentication > Software Token Profiles > Add 
New.

2. Enter a Profile Name.

3. Do one of the following:

• To choose an existing device type, select one from the Device Type 
drop-down menu.

• To load a new device type, click Import New Device Definition File, browse 
to the device definition file, and click Submit.
2: Administrator-Driven Provisioning 17
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4. In the Profile Settings section, select the settings you want or leave the default 
settings.
The settings displayed for the device type depend on the device definition file. 
This example shows the settings for the Windows Phone 1.x profile. 

The Device Specific Attributes section contains a DeviceSerialNumber field 
and a Nickname field:
18 2: Administrator-Driven Provisioning
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5. The default value displayed in the DeviceSerialNumber field binds all software 
tokens to the device class. If you want to bind each token to a specific device, you 
can clear the DeviceSerialNumber field or leave the default value. Then, when 
you distribute the token, you can replace the default value with a device-specific 
ID, as described in “Distribute the Tokens” on page20.

6. In the Nickname field, enter a nickname if you want all tokens that you deliver for 
this device type to have the same nickname (for example, your company name). 
You can set a nickname for a specific token when you distribute the token.

7. Click Save.

Assign Tokens to Users

You can assign up to three RSA SecurID tokens to each authorized user, either all 
software tokens or a combination of hardware and software tokens. Some software 
token applications support one software token per user; others support multiple 
software tokens to allow for users who need to log on to multiple domains under 
different identities. For limits, see your software token documentation.

Procedure

1. In the Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the users to whom you want to assign tokens.

3. From the search results, click the user(s) to whom you want to assign tokens.

4. From the Context menu, click Assign More.

5. On the Assign to Users page, from the list of available RSA SecurID tokens, 
select the check boxes for the tokens you want to assign. Record which tokens you 
assign so you can deliver them later.

6. Click Assign.

Enable or Disable a Software Token

When you assign software tokens to users, the tokens are automatically enabled for 
RSA SecurID authentication. You can optionally disable the software tokens until 
users have successfully imported them. Software tokens should be disabled if:

• The user permanently loses the device containing the software token.

• The user no longer needs the software token (for example, the user leaves the 
company) and you want to assign it to a different user. In that case, disable the 
token and then unassign it from the original owner.

Procedure

1. In the RSA Security Console, select Authentication > SecurID Tokens > 
Manage Existing. 

2. From the Action menu, select enable or disable. 

3. Select the tokens you want to enable or disable and click Go.
2: Administrator-Driven Provisioning 19
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Distribute the Tokens

Important: The options available for distributing software tokens depend on the 
delivery method you select in the software token profile. You can distribute one 
software token at a time or use bulk distribution. The following sections describe 
single token distribution. For information about bulk distribution, see the RSA 
Security Console Help. RSA Professional Services also provides tools for preparing 
bulk software token deployments. For more information, contact RSA Professional 
Services.

Before You Begin

• The RSA SecurID software token application must be installed on users’ devices 
before you distribute tokens.

• RSA recommends that you replace the default certificates in Authentication 
Manager with trusted certificates. If you do not replace the default certificates, 
users will be prompted to accept untrusted certificates before proceeding.

• Certain mobile platforms only support an SSL certificate with a server that has a 
trusted certificate installed. If you want to use Dynamic Seed Provisioning with 
CT-KIP, you must have a trusted certificate on your Authentication Manager 
server. Otherwise, you can only use a less secure non-SSL (http) connection.

Distribute One Token Using Dynamic Seed Provisioning

Procedure

1. In the Security Console, click Authentication > SecurID Tokens > Manage 
Existing.

2. Use the search fields to find the software token that you want to distribute.

3. From the search results, click the software token that you want to distribute and 
from the Context menu, click Distribute.

4. From the Select Token Profile drop-down menu select the software token profile 
you need. 
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Note: When you added the token profile, you should have selected Dynamic 
Seed Provisioning as the Delivery Method. If you did not, edit the token 
profile, as described in “Add a Software Token Profile”on page 17, before 
proceeding.

5. In the Device Specific Attributes section, do one of the following:

• To bind the token to the device class, leave the default setting.

• To bind the token to a specific device, clear the field and enter the device ID 
you obtained from the user. 

6. Enter a nickname or leave the nickname field blank.

7. From the CT-KIP Activation Code drop-down menu, select System-Generated 
Code. 
By default, activation codes are valid for seven days. The time limit is 
configurable. (Select Setup > System Settings. Under Authentication Settings, 
select Tokens.)
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8. Click Save and Distribute.
The console displays the CT-KIP details. The following example shows details of 
software token data for the Windows Phone software token application. The 
displayed details vary, depending on the device type for which you are 
provisioning tokens.
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Deliver the CT-KIP URL Link

Before You Begin

• The RSA SecurID Software Token application must be installed on the user’s 
device. Otherwise, the token cannot be imported.

• The device must have network connectivity to the Authentication Manager server 
or the Authentication Manager web-tier server.

• Securely transmit the activation code to the user if you did not include it in the 
URL link.

Procedure

1. Create an e-mail with the CT-KIP URL link and instructions for importing the 
token data, and send it to the user. 

2. Instruct the user to delete the e-mail message containing the CT-KIP URL link as 
soon as the token has been imported. 

Distribute One Token Using File-Based Provisioning

Procedure

1. In the Security Console, click Authentication > SecurID Tokens > Manage 
Existing.

2. Use the search fields to find the software token that you want to distribute.

3. From the search results, click the software token that you want to distribute and 
from the Context menu, click Distribute.

4. From the Select Token Profile drop-down menu, select the software token profile 
you need.
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Note: When you added the token profile, you should have selected 
File-Based Provisioning as the delivery method. If you did not, edit the token 
profile, as described in “Add a Software Token Profile”on page 17, before 
proceeding.

5. In the Device Specific Attributes section, do one of the following:

• To bind the token to the device class, leave the default setting.

• To bind the token to a specific device, clear the field and enter the device ID 
you obtained from the user. 

6. Enter a nickname or leave the nickname field blank.

7. In the Password Protect section, select a password option to protect the token 
file.
The password or user ID and password can contain a maximum of 24 characters.
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8. If you select either Password or Combination, create a password, using the 
Password and Confirm Password fields. 

9. Click Save & Distribute. 

10. Click Download Now to download the zip file containing the token file to your 
local machine.

11. Click Done.

Deliver the Token File

Before You Begin

The RSA SecurID Software Token application must be installed on the user’s device. 
Otherwise, the token cannot be imported.

Procedure

1. Use a secure method to deliver the token file (SDTID file) to the user’s device. 

2. Instruct the user to delete the token file as soon as the token has been imported. 

Distribute One Token Using Compressed Token Format (CTF)

Procedure

1. In the Security Console, click Authentication > SecurID Tokens > Manage 
Existing.

2. Use the search fields to find the software token that you want to distribute.

3. From the search results, click the software token that you want to distribute and 
from the Context menu, click Distribute.

4. From the Select Token Profile drop-down menu, select the software token profile 
you need.
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Note: When you added the Token Profile, you should have selected 
Compressed Token Format (CTF) as the Delivery Method. If you did not, 
edit the Token Profile, as described in “Add a Software Token Profile”on 
page 17, before proceeding.

5. In the Device Specific Attributes section, do one of the following:

• To bind the token to the device class, leave the default setting

• To bind the token to a specific device, clear the field and enter the device ID 
you obtained from the user. 

6. Enter a nickname or leave the nickname field blank.

7. In the Password Protect section, select a password option to protect the token 
file.
The password or user ID and password can contain a maximum of 24 characters.
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8. If you select either Password or Combination, create a password, using the 
Password and Confirm Password fields. 

9. Click Save & Distribute.
The console displays the CTF URL containing the token data.

10. Click Done.
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Deliver the CTF Data

Before You Begin

The RSA SecurID Software Token application must be installed on the user’s device. 
Otherwise, the token cannot be imported.

Procedure

1. Create an e-mail with the CTF URL link and instructions for importing the token 
data, and send it to the user. 

2. Instruct the user to delete the e-mail as soon as the token has been imported.
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3 Self-Service Provisioning

This chapter covers the following topics:

• About Self-Service Provisioning

• Set Up the Self-Service Console

• Define Settings for Software Token Self-Service

• Provide Information for Users To Request Tokens

• Approve Software Token Requests

• E-Mail Notification

About Self-Service Provisioning

RSA Authentication Manager 8.0 includes RSA Self-Service. The Self-Service 
Console has a provisioning component that allows users to request RSA SecurID 
tokens, including software tokens.

Note: Self-service provisioning is included with the Authentication Manager 
Enterprise Server license. If you have a Base Server license, you must upgrade to the 
Enterprise Server license to use self-service provisioning. 

Self-service provisioning requires the following tasks.

Task Reference

Set up the Self-Service Console “Set Up the Self-Service Console” on 
page  30

Provide information for users to request 
software tokens.

“Provide Information for Users To 
Request Tokens” on page 33

Approve software token requests “Approve Software Token Requests” on 
page 34
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Set Up the Self-Service Console

You must set up the Self-Service Console before users can request software tokens. To 
access the set-up options, in the RSA Security Console, select Setup > Self-Service 
Settings.

In the Provisioning section, you need to work with the following:

Workflow Policies. Use this option to define the number of approval or distribution 
steps and customize e-mail notifications to be sent to users who request software 
tokens. 

Note: RSA recommends reviewing the e-mail notification template for each device 
type you plan to use to determine if you need to customize the notification. 

Manage Authenticators. Use this option to select the software token profiles to use 
for provisioning and the settings you can configure for self-service. For details, see the 
following section.

You can configure how users log in to the Self-Service Console. In the Self-Service 
Settings Customization section, select Customization > Self-Service Console 
Authentication.

Define Settings for Software Token Self-Service

Before You Begin

• You must add software token profiles for each device definition you want to make 
available to users requesting software tokens. For instructions, see “Add a 
Software Token Profile” on page 17.

• You must configure an e-mail server for distributing software tokens. For more 
information, see the RSA Security Console Help.

• You can select options in the Software Token Profiles Available for Request 
section to allow users to edit token attribute details (bind their token and create a 
token nickname).

• Leave the default Emergency Access Tokencode Settings if you want software 
token users to be able to use emergency access tokencodes. This is useful in 
emergencies such as losing a mobile device or leaving it at home.

Important: Users with software tokens obtained through RSA Authentication 
Manager 7.1 self-service (RSA Credential Manager) cannot request replacement 
software tokens in version 8.1 because their tokens are not associated with a software 
token profile. Instruct those users to request new tokens using version 8.1 self-service. 
For more information, see the RSA Authentication Manager 7.1 to 8.0 Migration 
Guide.
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Procedure

1. In the RSA Security Console, select Setup > Self-Service Settings.

2. In the Provisioning section, select Manage Authenticators.

3. Select the software token profile you want to use. This example shows profiles 
added for PC 4.0 and Windows Phone.

Selecting a software token profile (for example, Windows Phone) displays 
information similar to the following. 

The nonconfigurable fields are determined by the software token profile you 
added and any configuration you performed on the profile.
The Display Name, Image location, and Description fields are automatically 
populated with the application name, device image filename, and application 
description that will be displayed to the user requesting a token. 
You can replace the default display name and description with more user-friendly 
information. 
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Authentication Manager does not support uploading your own images. However, 
you can replace the .gif file listed in the Image location field with either of the 
following:

• mobile.gif. A generic image for mobile devices.

• laptop.gif. A generic image for laptops.

4. In the Application Installation Download URL field, do one of the following:

• Enter the URL where the user can download the SecurID software token 
application, for example, the Windows Marketplace URL. The URL will be 
displayed in the request approval e-mail sent to the user. 

• If you plan to send separate information about downloading the application, 
leave this field blank.

5. (Optional) RSA SecurID software token applications come with Help. Do one of 
the following or skip the Device Help Document URL field. 

• If you created your own Help, enter the URL where you are hosting your 
Help. The URL will be displayed in the request approval e-mail sent to the 
user.

• Enter the URL where you are hosting the software token Quick Start 
document provided with your software token application. The URL will be 
displayed in the request approval e-mail sent to the user.

6. You must make one of the software token profiles the default. In the Make 
Default field, click Make this token type the default option for token requests.

7. In the Token File Password Settings section, leave the token file password or 
CTF password setting selected. For SDTID files, select SDTID as the file format 
to use for delivery.

8. To allow users to bind their tokens or add token nicknames, in the Attribute 
Details field, select Allow users to edit token attribute details.

Important: If you select this option, make sure users have their device ID 
available when they request a token.

9. (Optional) Configure emergency access tokencode settings.

10. (Optional) Configure the number of days before a token expires during which a 
user can request a replacement token. The default is 30 days.

11. Click Save.
32 3: Self-Service Provisioning



Provisioning Software Tokens with RSA Authentication Manager 8.0
Provide Information for Users To Request Tokens

To make sure users have a seamless experience using the Self-Service Console, 
communicate the following information:

• Users must install the RSA SecurID software token application before they 
request tokens using self-service.

• Send users the URL of the Self-Service Console. 

• Users can click Help and then RSA Self-Service Console in the Help Contents to 
get help with self-service. 

• If you set up self-service to allow users to bind their token to their device (Allow 
users to edit token attribute details), users must have their device ID available 
when requesting their token. 

• If the software token will be delivered as an SDTID file or CTF URL, the user sets 
a password in the Self-Service Console (if required) to protect the token data. The 
user must memorize the password and enter it in the software token application to 
import the token. The password is not used again.

• If the software token will be delivered using CT-KIP, the activation code is 
included as part of the CT-KIP URL link in the request approval e-mail sent to the 
user. The activation code cannot be sent separately.

• If you configure the user’s software token to not require a PIN, the token is 
disabled as a security measure. The e-mail approval notification sent to the user 
includes an enablement code and a link to a page in the Self-Service Console 
where the user can enter the code to enable the token. 

End User Procedure

1. On the My Account page, under My Authenticators, click request a new token.

2. In the Select a Token section, select the software token profile. 

3. In the Create Your PIN section, create and confirm a PIN of 4 to 8 digits.

4. In the Reason for Token Request section, explain why you are requesting the 
token, for example, “I need to log on using the corporate VPN.”

5. Click Submit.
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Approve Software Token Requests

Use the following procedure to approve self-service requests for software tokens. This 
procedure is for approving a request for a single token. You can approve requests in 
bulk by selecting multiple tokens and choosing the appropriate action from the 
drop-down menu. 

Procedure

1. In the RSA Security Console, select Administration > Provisioning.

2. Under Pending Request, click the request link to review the request details.

3. Under Action Required, select an action, for example, Approve Request. 

4. The Comment to User and Notes fields are optional.

5. Click Submit.

E-Mail Notification

When you approve a user’s request for a software token, Authentication Manager 
sends an e-mail approval notification to the user’s e-mail account. RSA recommends 
that the same e-mail account be configured on the device to expedite delivery to the 
user.

The e-mail contains instructions for importing the token. The e-mail contents depend 
on the token delivery method and whether you customize the e-mail notification 
template. 

Note: If you set the Authentication Type in the software token profile to No PIN 
required (Tokencode), the token is disabled as a security measure. As shown in the 
following figure, the e-mail notification includes an enablement code and a link to the 
page in the Self-Service Console where the user can enter the enablement code to 
enable the token. 

The following figure shows a sample e-mail notification for a Windows Phone token 
distributed using CT-KIP. 
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