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I. RSA SECURITY, LLC’S ASSERTION 

 

We have prepared the accompanying description titled “Description of RSA’s SecurID Access System” 

throughout the period April 1, 2019 to March 31, 2020 (description) based on the criteria for a description of a 

service organization’s system in DC section 200, 2018 Description Criteria for a Description of a Service 

Organization’s System in a SOC 2® Report (AICPA. Description Criteria) (description criteria). The description 

is intended to provide report users with information about the system that may be useful when assessing the risks 

arising from interactions with RSA Security, LLC’s system, particularly information about system controls that 

RSA Security, LLC has designed and implemented to provide reasonable assurance that its service commitments 

and system requirements were achieved based on the trust services for security, availability, and confidentiality 

(applicable trust services criteria) set forth in TSP section 100, 2017 Trust Services Criteria for Security, 

Availability, Processing Integrity, Confidentiality, and Privacy, (AICPA, Trust Services Criteria). 

 

RSA Security, LLC uses subservice organizations to support the operations of the system. The subservice 

organization Microsoft Azure provides cloud infrastructure services while the subservice organizations Iron 

Mountain and Equinix provide data center services. The description indicates that complementary subservice 

organization controls that are suitably designed and operating effectively are necessary, along with controls at 

RSA Security, LLC, to achieve RSA Security, LLC’s service commitments and system requirements based on 

the applicable trust services criteria. The description presents RSA Security, LLC’s controls, the applicable trust 

services criteria, and the types of complementary subservice organization controls assumed in the design of RSA 

Security, LLC’s controls. The description does not disclose the actual controls at the subservice organizations. 

 

The description discusses that materials are gathered and reviewed during the third party selection process to 

understand the risks associated with third party relationship. However, during the period of April 1, 2019 through 

March 31, 2020 RSA Security, LLC did contract not new subservice organizations for the SecurID Access 

System that would warrant the operation of the control for the following trust service criteria: CC3.4 COSO 

Principle 9: The entity identifies and assesses changes that could significantly impact the system of internal 

control and CC9.2 The entity assesses and manages risks associated with vendors and business partners. 

Additionally, the description discusses that RSA Security, LLC will provide a notification to customers at least 

twenty-four (24) hours prior to any emergency downtime event. However, during the period of April 1, 2019 

through March 31, 2020 RSA Security, LLC did not have any emergency downtime events that warrant the 

operation of the control for the following trust service criterion: COSO Principle 15: The entity communicates 

with external parties regarding matters affecting the functioning of internal control. 
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We confirm, to the best of our knowledge and belief, that: 

 

a. the description presents RSA Security, LLC’s system that was designed and implemented throughout 

the period April 1, 2019 to March 31, 2020, in accordance with the description criteria. 

 

b. the controls stated in the description were suitably designed throughout the period April 1, 2019 to 

March 31, 2020, to provide reasonable assurance that RSA Security, LLC’s service commitments 

and system requirements would be achieved based on the applicable trust services criteria, if its 

controls operated effectively throughout that period, and if the subservice organizations applied the 

complementary controls assumed in the design of RSA Security, LLC’s controls throughout that 

period. 

 

c. the controls stated in the description operated effectively throughout the period April 1, 2019 to 

March 31, 2020, to provide reasonable assurance that RSA Security, LLC’s service commitments 

and system requirements were achieved based on the applicable trust services criteria, if 

complementary subservice organization controls assumed in the design of RSA Security, LLC’s 

controls operated effectively throughout that period. 
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II. INDEPENDENT SERVICE AUDITOR’S REPORT 

  

To: RSA Security, LLC 

 

Scope  

 

We have examined RSA Security, LLC’s (RSA’s or the Company’s) accompanying description of its system 

titled "Description of RSA’s SecurID Access System" throughout the period April 1, 2019 to March 31, 2020 

(description) based on the criteria for a description of a service organization’s system in DC section 200, 2018 

Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report (AICPA, 

Description Criteria), (description criteria) and the suitability of the design of controls stated in the description 

throughout the period April 1, 2019 to March 31, 2020, to provide reasonable assurance that RSA’s service 

commitments and system requirements were achieved based on the trust services criteria relevant to security, 

availability, and confidentiality (applicable trust services criteria) set forth in TSP section 100, 2017 Trust 

Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust 

Services Criteria). 

 

RSA uses subservice organizations to support the operations of the system. The subservice organization 

Microsoft Azure provides cloud infrastructure services while the subservice organizations Iron Mountain and 

Equinix provide data center services. The description indicates that complementary subservice organization 

controls that are suitably designed and operating effectively are necessary, along with controls at RSA, to achieve 

RSA’s service commitments and system requirements based on the applicable trust services criteria. The 

description presents RSA’s controls, the applicable trust services criteria, and the types of complementary 

subservice organization controls assumed in the design of RSA’s controls. The description does not disclose the 

actual controls at the subservice organizations. Our examination did not include the services provided by the 

subservice organizations, and we have not evaluated the suitability of the design or operating effectiveness of 

such complementary subservice organization controls. 

 

The information included in Section V, "Additional Information Provided by RSA Security, LLC" is presented 

by RSA’s management to provide additional information and is not a part of the description. Information 

contained in Section V has not been subjected to the procedures applied in the examination of the description, the 

suitability of the design of controls, and the operating effectiveness of the controls to achieve RSA’s service 

commitments and system requirements based on the applicable trust services criteria, and accordingly, we 

express no opinion on it. 
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Service Organization’s Responsibilities 

 

RSA is responsible for its service commitments and system requirements and for designing, implementing, and 

operating effective controls within the system to provide reasonable assurance that RSA’s service commitments 

and system requirements were achieved. RSA has provided the accompanying assertion titled "RSA Security, 

LLC’s Assertion" (assertion) about the description and the suitability of design and operating effectiveness of 

controls stated therein. RSA is also responsible for preparing the description and assertion, including the 

completeness, accuracy, and method of presentation of the description and assertion; providing the services 

covered by the description; selecting the applicable trust services criteria and stating the related controls in the 

description; and identifying the risks that threaten the achievement of the service organization’s service 

commitments and system requirements. 

 

Service Auditor’s Responsibilities 

 

Our responsibility is to express an opinion on the description and on the suitability of design and operating 

effectiveness of controls stated in the description based on our examination. Our examination was conducted in 

accordance with attestation standards established by the American Institute of Certified Public Accountants 

(AICPA) and in accordance with International Standard on Assurance Engagements 3000 (Revised), Assurance 

Engagements Other Than Audits or Reviews of Historical Financial Information, issued by the International 

Auditing and Assurance Standard Board. Those standards require that we plan and perform our examination to 

obtain reasonable assurance about whether, in all material respects, the description is presented in accordance 

with the description criteria and the controls stated therein were suitably designed and operated effectively to 

provide reasonable assurance that the service organization’s service commitments and system requirements were 

achieved based on the applicable trust services criteria. We believe that the evidence we obtained is sufficient and 

appropriate to provide a reasonable basis for our opinion. 

 

An examination of the description of a service organization’s system and the suitability of the design and 

operating effectiveness of controls involves the following: 

 

 Obtaining an understanding of the system and the service organization’s service commitments and 

system requirements 

 Assessing the risks that the description is not presented in accordance with the description criteria and 

that controls were not suitably designed or did not operate effectively 

 Performing procedures to obtain evidence about whether the description is presented in accordance with 

the description criteria 

 Performing procedures to obtain evidence about whether controls stated in the description were suitably 

designed to provide reasonable assurance that the service organization achieved its service commitments 

and system requirements based on the applicable trust services criteria 

 Testing the operating effectiveness of controls stated in the description to provide reasonable assurance 

that the service organization achieved its service commitments and system requirements based on the 

applicable trust services criteria 

 Evaluating the overall presentation of the description 
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Our examination also included performing such other procedures as we considered necessary in the 

circumstances. 

 

Service Auditor’s Independence and Quality Control 

 

We have complied with the independence and other ethical requirements of the Code of Professional Conduct 

established by the AICPA. 

 

We applied the Statements on Quality Control Standards established by the AICPA and, accordingly, maintain a 

comprehensive system of quality control. 

 

Inherent Limitations 

 

The description is prepared to meet the common needs of a broad range of report users and may not, therefore, 

include every aspect of the system that individual users may consider important to meet their informational 

needs. 

 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of 

human error and the circumvention of controls. 

 

Because of their nature, controls may not always operate effectively to provide reasonable assurance that the 

service organization’s service commitments and system requirements are achieved based on the applicable trust 

services criteria. Also, the projection to the future of any conclusions about the suitability of the design and 

operating effectiveness of controls is subject to the risk that controls may become inadequate because of changes 

in conditions or that the degree of compliance with the policies or procedures may deteriorate. 

 

Description of Tests of Controls 

 

The specific controls we tested and the nature, timing, and results of those tests are listed in section IV. 
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Controls Did Not Operate During the Period Covered by the Report 

 

The description discusses that materials are gathered and reviewed during the third party selection process to 

understand the risks associated with third party relationship. However, during the period of April 1, 2019 through 

March 31, 2020 RSA Security, LLC did not contract new subservice organizations for the SecurID Access 

System that would warrant the operation of the control for the following trust service criteria: CC3.4 COSO 

Principle 9: The entity identifies and assesses changes that could significantly impact the system of internal 

control and CC9.2 The entity assesses and manages risks associated with vendors and business partners. 

Additionally, the description discuses that RSA Security, LLC will provide a notification to customers at least 

twenty-four (24) hours prior to any emergency downtime event. However, during the period of April 1, 2019 

through March 31, 2020 RSA Security, LLC did not have any emergency downtime events that warrant the 

operation of the control for the following trust service criterion: COSO Principle 15: The entity communicates 

with external parties regarding matters affecting the functioning of internal control. 

 

Opinion 

 

In our opinion, in all material respects, 

 

a. the description presents RSA’s system that was designed and implemented throughout the period 

April 1, 2019 to March 31, 2020, in accordance with the description criteria. 

 

b. the controls stated in the description were suitably designed throughout the period April 1, 2019 to 

March 31, 2020, to provide reasonable assurance that RSA’s service commitments and system 

requirements would be achieved based on the applicable trust services criteria, if its controls operated 

effectively throughout that period and if the subservice organizations applied the complementary 

controls assumed in the design of RSA’s controls throughout that period. 

 

c. the controls stated in the description operated effectively throughout the period April 1, 2019 to 

March 31, 2020, to provide reasonable assurance that RSA’s service commitments and system 

requirements were achieved based on the applicable trust services criteria, if complementary 

subservice organization controls assumed in the design of RSA’s controls operated effectively 

throughout that period. 
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Restricted use 

 

This report, including the description of tests of controls and results thereof in section IV, is intended solely for 

the information and use of RSA, user entities of RSA’s system during some or all of the period April 1, 2019 to 

March 31, 2020, business partners of RSA subject to risks arising from interactions with the system, practitioners 

providing services to such user entities and business partners, prospective user entities and business partners, and 

regulators who have sufficient knowledge and understanding of the following: 

 

 The nature of the service provided by the service organization 

 How the service organization’s system interacts with user entities, business partners, subservice 

organizations, and other parties 

 Internal control and its limitations 

 Complementary subservice organization controls and how those controls interact with the controls at the 

service organization to achieve the service organization’s service commitments and system requirements 

 User entity responsibilities and how they may affect the user entity’s ability to effectively use the service 

organization’s services 

 The applicable trust services criteria 

 The risks that may threaten the achievement of the service organization’s service commitments and 

system requirements and how controls address those risks 

 

This report is not intended to be, and should not be, used by anyone other than these specified parties. 

 

 

 

Boston, MA  

May 7, 2020 

 

  



 

8 

 

 

III. DESCRIPTION OF RSA’S SECURID ACCESS SYSTEM 

 

OVERVIEW OF OPERATIONS 

 

Company Background 

 

Founded in 1982, RSA Security, LLC (RSA or the Company) is a global provider of security solutions for 

business acceleration that helps organizations manage their complex and sensitive security challenges. RSA's 

technology, business, and industry solutions, coupled with professional services and dozens of strategic third-

party partnerships, help organizations bring trust to user identities, the activities that they perform, and the data 

that is generated. 

 

Description of Services Provided 

 

RSA SecurID® Access uses risk analytics and context-based awareness of users to provide authentication using 

a variety of authentication methods, including token-less authentication and biometrics. RSA SecurID Access 

gives your organization the confidence that people are who they say they are, while providing an enhanced 

security experience. 

 

RSA SecurID Access delivers the following key capabilities organizations are looking for: 

 

 Multi-factor Authentication – RSA SecurID Access offers convenient access and security with a 

broad range of multi-factor authentication (MFA) methods from traditional RSA SecurID hardware and 

software tokens to mobile and biometric options.  

 

 Access Management – RSA SecurID Access enforces access policies for over five hundred (500) 

applications out-of-the-box, ensuring security is continuously enforced while making sure appropriate 

access is available for all users, from any device, to any application. Single sign-on (SSO) is available 

and supports integration with cloud, mobile, and web applications. 

 

 Risk Analytics – RSA SecurID Access applies risk-based analytics and context-aware insights to 

enable smarter access decisions at the access request point of entry. By analyzing data about the users, 

their activity and environment, and applications, RSA SecurID Access provides organizations the 

necessary identity intelligence that minimizes risk and improves overall security posture. 
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PRINCIPAL SERVICE COMMITMENTS AND SYSTEM REQUIREMENTS 

 

RSA designs its processes and procedures related to the RSA SecurID Access system to meet its objectives for 

its SecurID Access system. Those objectives are based on the service commitments that RSA makes to user 

entities, the laws and regulations that govern the provision of the RSA SecurID Access system, and the 

financial, operational, and compliance requirements that RSA has established for the services. The RSA 

SecurID Access system is subject to the relevant regulatory and industry information and data security 

requirements in which RSA operates. 

 

Security, availability, and confidentiality commitments to user entities are documented and communicated in 

customer contracts and the public facing website. The principal security, availability, and confidentiality 

commitments are standardized and include, but are not limited to, the following: 

 

Security  

 Built-in security capabilities utilizing security technology for authentication, authorization, 

accountability, encryption, and key management, which integrate with customer environments and help 

customers meet their security objectives and compliance requirements. 

 Secure software development process to ensure that security goes across policy, people, processes, and 

technology. 

 

Confidentiality  

 Dedicated product security incident response team that follows industry best practices in managing and 

responding to security vulnerabilities to minimize customers’ risk of exposure. 

 

Availability  

 Uptime service levels of 99.9%.  

 

RSA establishes operational requirements that support the achievement of the principal service commitments, 

relevant laws and regulations, and other system requirements. Such system requirements include the use of 

encryption technologies to protect system user data both at rest and in transit; monitoring of production systems 

for performance metrics and system anomalies; database backup and recovery test processes; and necessary 

system change management procedures to support the requisite authorization, documentation, testing, and 

approval of system changes.  

 

Such requirements are communicated in RSA’s policies and procedures, system design documentation, and 

contracts with customers. Information security policies define an organization-wide approach to how systems 

and data are protected. These include policies around how the service is designed and developed, how the 

system is operated, how the internal business systems and networks are managed and how employees are hired, 

trained, and managed. In addition to these policies, standard operating procedures have been documented on 

how to carry out specific manual and automated processes required in the operation and development of the 

RSA SecurID Access system. 
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In accordance with the assertion and the description criteria, the aforementioned service commitments and 

requirements are those principal service commitments and requirements common to the broad base of users of 

the system and may, therefore, not fully address the specific service commitments and requirements made to all 

system users, in each individual case. 

 

COMPONENTS OF THE SYSTEM USED TO PROVIDE THE SERVICE 

 

Infrastructure and Software 

 

Infrastructure  

The RSA SecurID Access production infrastructure resides in Microsoft Corporation’s (Microsoft) Azure 

Infrastructure-as-a-service (IaaS) cloud environment. For high availability and infrastructure resilience, the 

production infrastructure is hosted in and distributed across six (6) Azure data center regions within the United 

States (US), Europe, and Asia Pacific: East US (Virginia), West US (California), West Europe (Netherlands), 

North Europe (Ireland), Australia Central (Canberra), and Australia Central 2 (Canberra). East US is the primary 

region in the US, with West US serving as the secondary geo-data backup location. West Europe is the primary 

region in Europe, with North Europe serving as the secondary geo-data backup location. Australia Central is the 

primary region in Australia, with Australia Central 2 serving as the secondary geo-data backup location.  

 

The production Azure SQL database servers are backed up at least daily via point-in-time snapshots for 

continuous database redundancy between the primary (East US, West Europe, Central Australia) and secondary 

(West US, North Europe, and Central Australia 2) Azure data center regions. Production data in the Azure cloud 

is stored in an encrypted-at-rest state and is transmitted over a private connection utilizing transport layer 

security (TLS) encryption protocol, which is not accessible by the public internet. The Azure cloud 

infrastructure (e.g. production servers, virtual machines, databases) is provisioned and managed via the Azure 

management portal user interfaces (UIs).  

 

In order to access the production environment from the back-end, RSA SaaS Operations administrators are 

required to first authenticate to a virtual desktop infrastructure (VDI) via MFA. The VDI and Active Directory 

(AD) domain controller servers are hosted within the data centers owned by Equinix, Inc. (Equinix) in Billerica, 

Massachusetts (primary) and Iron Mountain Information Management, LLC (Iron Mountain) in Phoenix, 

Arizona (secondary).  
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The in-scope infrastructure consists of multiple applications, operating system platforms and databases, as 

shown in the table below: 

 

Primary Infrastructure 

Production 

Application 
Business Function Description 

Operating 

System 

Platform 

Physical 

Location 

AD 
AD is a Windows directory service controlling 

authentication and access to the SecurID network. 
Windows 

Iron Mountain 

(Phoenix, 

Arizona); 

Equinix 

(Billerica, 

Massachusetts) 

VDI 

Provide access control, endpoint security, and multi-

factor authentication and authorization services to the 

Azure production environment. 

Virtual Desktop 

Application 

Servers, Web 

Servers, and 

Virtual 

Machines 

Production application and web servers and virtual 

machines supporting the SecurID identity and access 

management system. 

SUSE Linux 

Enterprise 

Server (SLES) 

12 
Azure Data 

Centers (East US, 

West US, West 

Europe, North 

Europe, Australia 

Central, and 

Australia Central 

2) 

Databases 
Production databases supporting the SecurID identity 

and access management system. 

Azure Virtual 

MySQL Server 

Azure 

Management 

Portal 

Management portal UI where information technology 

(IT) personnel have the ability to configure, manage, 

and monitor the cloud infrastructure supporting the 

SecurID identity and access management system 

within the Azure environment. 

Azure Virtual 

MySQL Server 

SUSE Linux 

Enterprise 

Server (SLES) 

12 

Network 

Security 

Groups (NSGs) 

NSGs contain security rules that allow or deny 

inbound network traffic to, or outbound network 

traffic from, several types of Azure resources. 

Microsoft Azure 

 

Software  

The following programs and software are utilized in support of the delivery of RSA’s services: 

 

 Advanced Intrusion Detection Environment (AIDE) – A file integrity monitoring tool is utilized to 

monitor for changes made to in-scope systems which also functions as the intrusion detection system 

and malware detection software. 

 

 Elasticsearch, Logstash, Kibana (ELK) Stack– A log consolidation, visualization, and monitoring 

solution. 

 

 Qualys Enterprise – An external vulnerability scanner. 
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 Zabbix – An enterprise monitoring software utilized to monitor the availability and health of the 

production infrastructure. 

 

 Pingdom – An enterprise monitoring application supporting the customer-facing status page utilized to 

monitor the availability and service disruption of the authentication and administrator console. 

 

 JIRA – A ticketing system utilized to centrally track incidents and changes. 

 

 GitHub – A version control software to manage and restrict the ability to access and modify application 

code. 

 

 Virtual Private Network (VPN) – An encrypted connection to allow remote access to the production 

environment. 

 

People 

 

The following functional areas of operations are used to support the RSA SecurID Access system: 

 

 Executive Management – Responsible for overseeing corporate and business unit activities, setting 

goals, and overseeing objectives. 

 

 Human Resources (HR) – Responsible for HR practices and process including onboarding, 

termination, employee relations, compensation, and benefits. 

 

 RSA SaaS Operations – Responsible for designing, implementing, and maintaining the RSA SaaS 

offerings. 

 

 RSA Development / Engineering – Responsible for administering the systems development life cycle 

(SDLC) for the RSA offerings. 

 

 Chief Technology Officer (CTO) Team – Responsible for investigating fraud-related incidents 

reported by customers, providing insights into the risk assessment process, and defining the future risk 

models. 
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Procedures 

 

Access Control  

Access Authentication and Authorization 

Authentication to the RSA SecurID Access production environment is restricted via multiple, layered security 

mechanisms. RSA SaaS Operations users accessing the production environment from the back-end must first 

authenticate via two-factor authentication utilizing encrypted VDI. Once authenticated, access to production 

operating systems and databases within the Azure cloud is restricted via a username and password to authorized 

personnel via the operations console. In order to access Azure management portal from the front-end, users 

authenticate via Azure MFA. Firewalls (NSGs) are managed and configured through the Azure management 

portal UI. 

 

RSA utilizes predefined security groups to assign role-based access privileges and segregate access to data for 

the in-scope systems. Administrative access privileges within the VMware Horizon VDI and the operations 

console, which provides access to the Azure production infrastructure from the back-end and access to the 

Azure management portal from the front-end, are restricted to user accounts accessible by authorized personnel.  

 

Access Requests and Access Revocation 

Access to information systems is required to be based on operational and security requirements. A documented 

process is in place for granting internal and external user access, provisioning approved additions access rights, 

and reviewing access of existing account holders. User access reviews, including a review of privileged user 

access rights, are performed quarterly to help ensure that access to data is restricted. Upon termination of 

personnel, RSA SaaS Operations personnel revoke user access privileges assigned to the terminated personnel.  

 

Change Management 

RSA has implemented change management policies and procedures that outline that change management 

separation of duties such that authorization, development, testing, and implementation are segmented functions 

within the process. A change request is a formal proposal for a change to be made, in the form of a Jira change 

control board (CCB) ticket and includes details of the proposed change and back-out procedures to allow for 

rollback of changes when changes impair system operation. Changes documented within the Jira automated 

ticketing system include both application code changes as well as operating system patches and upgrades. The 

process starts when the need for a change has been identified by a customer, business stakeholder, RSA SaaS 

Operations team member, or a security concern. Changes are often triggered by an incident, problem, or service 

request. The CCB reviews and authorizes each change request.  

 

Change requests undergo a risk assessment process and are assigned a risk category / rating as a result. The 

change request is also given a priority based on agreed impact and urgency. Requests are then evaluated based 

on impact, urgency, risk, cost, and business benefit. Changes that meet the necessary requirements are 

recommended for approval. Changes are authorized or rejected based on the outcome of the change evaluation 

process.  
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A CCB meeting is held on a weekly basis to discuss and communicate the ongoing and upcoming projects that 

affect the system. A change may require coordination of multiple technical teams to perform the 

implementation. Changes are built and tested in a non-production environment (test or staging), which is 

logically separate from the production environment. Version control software is utilized to retain production 

snapshots of previous system builds to allow for system version rollback. Changes must be tested and validated 

(per the predefined test plan) to reasonably confirm systems are operating properly once implementation is 

complete. Production data is not used during testing. After testing is completed the change will be deployed into 

the production environment. The implemented change(s) are reviewed to confirm that objectives have been met, 

the initiator and stakeholders are satisfied with the results, and that there are no unexpected side effects. Once 

confirmed, the change records / tickets are closed. Release notes are documented and communicated to internal 

users via the intranet and external users via the customer facing website.  

 

Write access to source code libraries within the version control software is restricted to user accounts accessible 

by authorized personnel. Access privileges to promote changes, including application code changes as well as 

operating system patches and upgrades, into the production environment is restricted to authorized members of 

the RSA SaaS Operations group. The AIDE file integrity monitoring tool is utilized to monitor for changes 

made to in-scope systems and is configured to automatically send e-mail notifications to RSA SaaS Operations 

personnel when changes are made to the in-scope systems. 

  

Data Backup  

RSA utilizes multiple Azure data center regions worldwide to backup data. The production databases at the 

primary data center regions (East US, West Europe, Central Australia) are backed up to the secondary data 

center regions (West US, North Europe, and Central Australia 2) at least daily via point-in-time snapshots. The 

automated backup system is configured to send alert notifications to the RSA SaaS Operations personnel 

regarding the status of backup job.  

 

Network Security 

The production infrastructure within the Azure environment is protected at the network layer by NSGs. NSGs 

are configured to filter unauthorized inbound and outbound network traffic from the internet. The NSG rules are 

reviewed at least annually to help ensure that only necessary connections are configured within the rulesets. 

 

RSA SaaS Operations personnel perform external vulnerability assessments of the production environment bi-

weekly. When vulnerabilities are identified, a ticket is automatically created to track the vulnerability to 

resolution. In addition, a third-party vendor performs external penetration testing of the production environment 

on a per release basis. Issues from the penetration tests are tracked through resolution within the automated 

ticketing system. 
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System Monitoring 

Information resources are continuously monitored by RSA SaaS Operations personnel to help ensure the secure 

operation and availability of the system. An internal monitoring system operates twenty-four (24) hours per day 

to assess system availability and performance. The system is configured to send notifications to RSA SaaS 

Operations personnel in real-time that detail potential issues with the production systems. Network and system 

activities that are monitored include, but are not limited to, the following: 

 

 Capacity 

 Inbound / outbound communications for unusual or unauthorized activities, including the presence of 

malware (e.g., malicious code, spyware, adware) 

 Overloads 

 Periods of system unavailability 

 Remote access 

 Security events and unauthorized activities 

 

RSA has configured AIDE on production systems to monitor for security-related events as well as identifying 

unrecognized changes made to the in-scope systems. AIDE is configured to alert RSA SaaS Operations 

personnel when certain predefined thresholds have been reached on monitored systems.  

 

Operational and security incidents are recorded and communicated to RSA SaaS Operations personnel per the 

incident response process. As necessary, incidents are escalated for resolution. Continuous monitoring of 

incidents is performed to help ensure appropriate measures are taken for timely resolution. 

 

System Logging 

RSA utilizes ELK Stack for log monitoring of the in-scope systems. ELK Stack provides a means to 

consolidate, search, and present data from log files. Logstash creates documents from the log files and feeds 

them into Elasticsearch. Elasticsearch provides the ability to search on the log information. ELK Stack uses the 

search capabilities of Elasticsearch to present the data. The in-scope systems are configured to log events such 

account logons, privileged account activities, and system events. E-mail notifications will be sent to SaaS 

Operations personnel upon defined events being triggered: 
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Incident Response 

Documented incident handling policies and procedures are in place to guide personnel in the classification and 

handling of security incidents, system failures, and breach management and include the following to guide 

personnel throughout the incident response process: 

 

 Assignment of roles and responsibilities for the design, implementation, maintenance, and execution of 

the incident response program 

 Containment of the incident and threat 

 Mitigating the effects of ongoing security incidents 

 Remediation of the incident 

 Restoration of operations 

 Communication protocols and timing to affected parties 

 Lessons learned 

 

RSA SaaS Operations personnel are in place to respond to reported incidents. Events identified by internal and 

third-party providers are required to be reported to RSA SaaS Operations personnel. RSA SaaS Operations 

personnel utilize a ticket tracking system to record and monitor security incidents. Incidents that require changes 

to systems are required to follow change management procedures. Upon resolution of an incident, an after-

action report is prepared and provided to management and the affected internal staff. Customer facing internal 

staff will notify all affected customers of incidents pertaining to data loss, data corruption, data breach, and/or 

system unavailability. 

 

Incident response procedures are in place that outline the response procedures to security events and includes 

lessons learned to evaluate the effectiveness of the procedures. The procedures are reviewed annually to help 

ensure they are effectively meeting the business objectives. Security personnel complete incident postmortem 

reports for incidents that include incident details and impact analysis, resolutions, lessons learned, and action 

items.  

 

Business Continuity and Disaster Recovery 

RSA has put in place business continuity and disaster recovery plans to guide personnel in procedures to protect 

against disruptions caused by unexpected events. RSA SaaS Operations personnel perform testing of the 

business continuity and disaster recovery plans annually.  
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Data 

 

Data Types and Reporting  

RSA defines confidential information as any and all non-public information in any form that is proprietary or 

customer related. Customer data consists of enterprise identity data and authentication event data. Customer data 

is entered in the RSA environment via an encrypted TLS connection and application layer encryption. The RSA 

SecurID Access system analyzes the data and provides an authentication decision to the customers. Customers 

have the ability to access the identity and authentication event data via the UI from within their network. In 

addition to the collected enterprise data, the system also maintains authentication event history for the purposes 

of making authentication policy decisions. RSA does not have logical access to any confidential customer 

identity and authentication event data. 

 

The following table describes the information used and supported by the system. 

 

Data Used and Supported by the System 

Data Description Data Reporting Classification 

Enterprise Identity Data UI – Display collected identify data. Restricted 

Authentication Event Data  UI – User event and activity monitor.  Restricted 

 

Data Encryption  

Documented policies and procedures are in place that prohibit the transmission of sensitive information over the 

internet or other public communications paths unless it is encrypted. Web servers utilize TLS encryption for 

web communication sessions. Confidential data is stored in an encrypted format via BSAFE encryption with 

advanced encryption standard (AES)-256 bit encryption and access to the encryption keys is restricted to 

authorized personnel.  

 

CONTROL ENVIRONMENT 

 

The control environment at RSA is the foundation for the other areas of internal control. It sets the tone of the 

organization and influences the control consciousness of its personnel. The components of the control 

environment factors include the integrity and ethical values, management’s commitment to competence; its 

organizational structure; the assignment of authority and responsibility; and the oversight and direction provided 

by the executive management team and operations management. 
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Integrity and Ethical Values 

 

The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, 

administer, and monitor them. Integrity and ethical values are essential elements of RSA’s control environment, 

affecting the design, administration, and monitoring of other components. Integrity and ethical behavior are the 

product of RSA’s ethical and behavioral standards, how they are communicated, and how they are reinforced in 

practices. They include management’s actions to remove or reduce incentives and temptations that might prompt 

personnel to engage in dishonest, illegal, or unethical acts. They also include the communication of entity values 

and behavioral standards to personnel through policy statements and codes of conduct, as well as by example. 

Specific control activities that RSA has implemented in this area are described below. 

 

 Security, availability, and confidentiality commitments are communicated to internal users within the 

Information Security Policy. The policies and procedures are available to employees via the intranet. 

The Information Security Policy are reviewed and approved on an annual basis. 

 New hires are required to sign an acknowledgement form indicating they have read the Employee 

Agreement upon hire.  

 The Employee Agreement contains a non-disclosure agreement (NDA). 

 Employees who do not comply with Company policies and standards are subject to disciplinary action. 

 Background checks are performed for employees as a component of the hiring process. 

 Security, availability, and confidentiality commitments are communicated to external users via non-

disclosure agreements. 

 

Executive Management Oversight 

 

RSA’s control consciousness is influenced significantly by its senior executive management team. The 

executive management team oversees operations management activities and meets regularly to discuss and 

monitor ongoing business operations and strategic issues. 

 

Operations management meets regularly to examine and communicate to senior executive management the state 

of internal controls and to review the independent and internal audit functions of the corporation. 

 

Organizational Structure and Assignment of Authority and Responsibility 

 

RSA’s organizational structure provides the framework within which its activities for achieving entity-wide 

objectives are planned, executed, controlled, and monitored. RSA’s management believes that establishing a 

relevant organizational structure includes considering key areas of authority and responsibility. RSA has 

developed an organizational structure suited to its needs. This organizational structure is based, in part, on its 

size and the nature of its activities. 
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RSA’s assignment of authority and responsibility activities include factors such as how authority and 

responsibility for operating activities are assigned and how reporting relationships and authorization hierarchies 

are established. It also includes policies relating to business practices, knowledge and experience of key 

personnel, and resources provided for carrying out duties. In addition, it includes policies and communications 

directed at ensuring that personnel understand the entity’s objectives, knowing how their individual actions 

interrelate and contribute to those objectives, and recognizing how and for what they will be held accountable. 

Specific control activities that RSA has implemented in this area are described below. 

 

 The organizational structure, reporting lines, and authorities are defined in organizational charts. The 

organizational charts are updated in real-time and communicated to employees. 

 Roles and responsibilities are defined in written job descriptions. 

 The Chief Security Officer (CSO) of Governance Risk and Compliance (GRC) is responsible for 

designing, developing, implementing, operating, maintaining, monitoring, and approving system 

controls. 

 The Executive Leadership Team (ELT) is comprised of security personnel and executive staff and is 

responsible for overseeing security, availability, and confidentiality related risks. The ELT meets on a 

weekly basis, as necessary. 

 Management holds an annual Company-wide strategy meeting to discuss and align internal control 

responsibilities, performance measures, and incentives with business objectives. 

 

Commitment to Competence 

 

RSA’s management defines competence as the knowledge and skills necessary to accomplish tasks that define 

employees’ roles and responsibilities. RSA’s commitment to competence includes management’s consideration 

of the competence levels for particular jobs and how those levels translate into requisite skills and knowledge.  

Specific control activities that RSA has implemented in this area are described below. 

 

 Roles and responsibilities are defined in written job descriptions. 

 The qualifications and skills of candidates are evaluated as part of the hiring process. 

 Training courses are available to all employees to help maintain and advance skill levels via the learning 

portal. 

 Employees are required to complete security awareness training upon hire, and annually thereafter. 

Training topics include information security, and password management. 

 Background checks are performed for employees as a component of the hiring process. 
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Accountability 

 

RSA’s management philosophy and operating style encompasses a broad range of characteristics. Such 

characteristics include management’s approach to taking and monitoring business risks; and management’s 

attitudes toward information processing and personnel. Management encourages associates to assume shared 

accountability for the service, performance, and profitability of their respective departments, recognizing that 

each department plays a critical role in RSA’s overall success. Specific control activities that RSA has 

implemented in this area are described below. 

 

 The ELT is comprised of security personnel and executive staff and is responsible for overseeing 

security, availability, and confidentiality related risks. The ELT meets on a weekly basis, as necessary. 

 Management holds an annual Company-wide strategy meeting to discuss and align internal control 

responsibilities, performance measures, and incentives with business objectives. 

 Roles and responsibilities are defined in written job descriptions. 

 The CSO of GRC is responsible for designing, developing, implementing, operating, maintaining, 

monitoring, and approving system controls. 

 Employees who do not comply with Company policies and standards are subject to disciplinary action. 

 

RISK ASSESSMENT 

 

Management is responsible for identifying the risks that threaten the achievement of the stated control objectives 

in management’s description of the system. 

 

Management has implemented a process for identifying relevant risks. This process includes estimating the 

significance of identified risks, assessing the likelihood of their occurrence, and deciding about actions to 

address them. 

 

Objective Setting 

 

Management formally documents an organization strategy and performance policy and updates it on an annual 

basis to align internal control responsibilities, performance measures, and incentives with company business 

objectives. Additionally, management holds an annual company-wide strategy meeting to discuss the 

aforementioned. 
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Risk Identification and Analysis 

 

Documented policies and procedures are in place to guide personnel when performing the risk assessment 

process.  

 

RSA has considered significant interactions between itself and relevant external parties and risks that could 

affect the organization's ability to provide reliable service to its user entities. Key members of the internal 

governance and compliance department, executive management, and operational teams meet regularly to 

identify and review risks to the system. The RSA risk assessment process focuses on supporting management 

decisions and responding to potential threats by assessing risks and identifying important decision factors and 

includes the following: 

 

 Internal and external factors and their impact on objectives 

 Potential threats and vulnerabilities introduced from doing business with vendors / business partners 

 Impact of changes to the system  

 Developments in technology 

 Impact of applicable laws or regulations 

 

RSA executive management oversees risk management ownership and accountability. Senior management from 

different operational areas is involved in the risk identification process. Management identifies elements of 

business risk including threats, vulnerabilities, safeguards, and the likelihood of a threat, to determine the 

actions to be taken. 

 

Risk analysis is an essential process to the entity’s success. It includes identification of key business processes 

where potential exposures of some consequence or compromise exist. Once the significance and likelihood of 

risk have been assessed, management considers how the risk should be managed. This involves judgment based 

on assumptions about the risk, and reasonable analysis of costs associated with reducing the level of risk. 

Necessary actions are taken to reduce the significance or likelihood of the risk occurring, and identification of 

the control activities necessary to mitigate the risk. Management has identified these control activities and 

documented them in the Trust Services Criteria and Related Control Activities section below. Additionally, 

management reviews the assessed risk levels annually and documents the risk assessment in the annual risk 

program. 

 

Further risk identification and analysis is conducted through vulnerability assessments and penetration testing. 

External vulnerability scans are performed by RSA SaaS Operations personnel bi-weekly and external 

penetration tests are performed by a third-party vendor on a per major release basis. Remediation plans are 

proposed and monitored through resolution. 
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Risk Factors 

 

Management considers risks that can arise from both external and internal factors including the following: 

 

External Factors  

 Technological developments that could affect the nature and timing of research and development, or 

lead to changes in procurement 

 Changing customer needs or expectations that could affect product development, production process, 

customer service, pricing, or warranties 

 Competition that could alter marketing or service activities 

 New legislation and regulation that could force changes in operating policies and strategies 

 Natural catastrophes that could lead to changes in operations or information systems and highlight the 

need for contingency planning 

 Economic changes that could have an impact on decisions related to financing, capital expenditures, and 

expansion 

 Threats and risks arising from the use of third parties and vendors 

 

Internal Factors 

 Significant changes in policies, processes, or personnel 

 Types of fraud, including fraud incentives and pressures for employees, fraud opportunities, and 

employee attitudes and rationalizations for fraud 

 A disruption in information systems processing 

 The quality of personnel hired and methods of training utilized 

 Changes in management responsibilities 

 A disruption in information systems processing that could adversely affect the entity’s operations 

 The nature of the entity’s activities, and employee accessibility to assets, that could contribute to 

misappropriation of resources 

 

Potential for Fraud  

 

Management considers the potential for fraud when assessing the risks to the Company’s objectives and realizes 

that the potential for fraud can occur when employees are motivated by certain pressures or incentivized to 

commit fraud. The absence of controls, or ineffective controls, provides an opportunity for fraud when 

combined with an incentive to commit fraud; therefore, documented policies and procedures are in place to 

guide personnel in identifying the potential for fraud as part of the risk assessment process. Additionally, the 

risk assessment that is performed annually, considers the potential for fraud. 
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Risk Mitigation 

 

Risk mitigation activities include the ability to identify, select, and develop activities that sufficiently meet the 

identified risks. However, the relative costs versus benefits should also be considered when determining the risk 

mitigation activities. The organization has documented policies and procedures to guide personnel throughout 

this process. The risk assessment also addresses the risks arising from potential business disruptions. Business 

continuity and disaster recovery plans are in place to guide personnel in procedures to protect against disruptions 

caused by an unexpected event. The plans are reviewed, updated, and approved annually. 

 

Vendors and business partners are also considered during the risk assessment activities. To assist with this 

process, a vendor management policy is in place that address the following: specific requirements for a vendor 

and business partner, due diligence process prior to accepting new vendors or business partners, monitoring 

process to review vendor and business partner compliance periodically, and exception handling. 

 

Prior to sharing information designated as confidential with third parties, nondisclosure agreements of 

confidentiality and protection are required to be signed. Monitoring procedures are in place to ensure continual 

compliance by vendors and business partners. This includes the review of audit reports at least annually. 

 

TRUST SERVICES CRITERIA AND RELATED CONTROL ACTIVITIES 

 

Integration with Risk Assessment 

 

Along with assessing risks, management has identified and put into effect actions needed to address those risks. 

In order to address risks, control activities have been placed into operation to help ensure that the actions are 

carried out properly and efficiently. Control activities serve as mechanisms for managing the achievement of the 

security and availability categories. 

 

Selection and Development of Control Activities 

 

Control activities are deployed using policies to establish what is expected and procedures that put policies into 

action. Management has documented policies and procedures that guide personnel regarding the design, 

development, implementation, operation, maintenance, and monitoring of in-scope systems. These policies and 

procedures are communicated to internal personnel via the company intranet. Additionally, an information 

system security and management policy is formally documented and reviewed annually that identifies 

information required to support the functioning of internal controls and achievement of objectives and 

associated protection, access rights, and retention requirements. Employees are held accountable for complying 

with these policies. An employee sanction procedure is in place that outlines the consequences for 

noncompliance. 
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The applicable trust services criteria and RSA’s controls are included in Section IV of this report, Independent 

Service Auditor’s Description of Tests of Controls and Results, to eliminate the redundancy that would result 

from listing them in this section and repeating them in Section IV. Although the applicable trust services criteria 

and related controls are included in Section IV, they are, nevertheless, an integral part of RSA’s description of 

the system.  

 

INFORMATION AND COMMUNICATION SYSTEMS 

 

Pertinent information must be identified, captured, and communicated in a form and timeframe that enables 

people to carry out their responsibilities. Information systems produce reports containing operational, financial, 

and compliance-related information, that make it possible to run and control the business. They deal not only 

with internally generated data, but also information about external events, activities, and conditions necessary to 

inform business decision-making and external reporting. Effective communication also must occur in a broader 

sense, flowing down, across and up the organization. All personnel must receive a clear message from top 

management that control responsibilities must be taken seriously. They must understand their own role in the 

internal control system, as well as how individual activities relate to the work of others. They must have a means 

of communicating significant information upstream. There also needs to be effective communication with 

external parties, such as customers, suppliers, regulators, and shareholders. 

 

Internal Communications 

RSA has implemented various methods of internally communicating information, including objectives and 

responsibilities for internal control, necessary to support the functioning of internal controls. These methods 

include, but are not limited to, the following: 

 

 Security, availability, and confidentiality commitments are communicated to internal users within the 

Information Security Policy. The policies and procedures are available to employees via the intranet. 

The Information Security Policy are reviewed and approved on an annual basis. 

 The Employee Agreement contains an NDA. 

 Employees are required to complete security awareness training upon hire, and annually thereafter. 

Training topics include information security, and password management. 

 Roles and responsibilities are defined in written job descriptions. 

 Security reminders are periodically sent to educate employees on security issues and recommended 

practices. 

 The Security Operations Incident Response Process details the process of identifying and reporting 

failures, incidents, concerns, and other complaints. 

 The Change Control Board (CCB) meets on a weekly basis to discuss the ongoing and upcoming projects 

affecting the system. 

 Major releases are communicated to affected employees via email on a monthly basis. 
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External Communications 

RSA has also implemented various methods of communicating with external parties regarding matters affecting 

the functioning of internal controls. These methods include, but are not limited to, the following: 

 

 Security, availability, and confidentiality commitments are communicated to external users via non-

disclosure agreements. 

 Third party agreements include a non-disclosure agreement.  

 Security, availability, and confidentiality commitments are documented and communicated to third 

parties via master service agreements. 

 Major releases are communicated to external users through the RSA Link Portal. 

 External users have the ability to contact the RSA help desk to report failures, incidents, concerns, and 

other complaints, via the RSA portal. 

 RSA provides a notification to the customer at least seven (7) days in advance of any planned downtime 

outages. 

 RSA provides a notification to the customer at least twenty-four (24) hours in advance of any 

emergency downtime event. 

 RSA provides a notification to the customer within one (1) hour of detection of any unscheduled 

outages. 

 RSA provides a monthly software availability report following the software availability reporting 

period.  

 

MONITORING 
 

Monitoring is a process that assesses the quality of internal control performance over time. It involves assessing 

the design and operation of controls and taking necessary corrective actions. This process is accomplished 

through ongoing activities, separate evaluations, or a combination. 

 

Monitoring activities also include using information from communications from external parties such as user 

entity complaints and regulatory comments that may indicate problems or highlight areas in need of 

improvement. 
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Ongoing Monitoring 

RSA has implemented the following controls for on-going monitoring activities: 

 

 The AIDE security monitoring application is utilized to monitor and analyze the in-scope systems for 

possible or actual security breaches. 

 The AIDE security monitoring application is configured to alert RSA SaaS Operations personnel via e-

mail notifications when certain predefined thresholds have been reached on monitored systems. 

 Pingdom is configured to monitor capacity metrics for the customer-facing environment, including disk 

usage, memory usage, processor load, and server downtime/uptime. An alert is generated to RSA SaaS 

Operations personnel when defined performance metrics are exceeded. 

 Zabbix is configured to monitor capacity metrics for the production network including disk usage, 

memory usage, processor load, and server downtime/uptime. An alert is generated to RSA SaaS 

Operations personnel when defined performance metrics are exceeded. 

 External vulnerability assessments of the production environment are performed by RSA SaaS 

Operations personnel on a quarterly basis. Remediation plans are proposed and monitored through 

resolution. 

 Internal and external penetration tests of the production environment are performed by a third-party 

vendor annually. Remediation plans are proposed and monitored through resolution. 

 The Company’s security group monitors the security impact of emerging technologies and the impact of 

applicable laws or regulations are considered by senior management. 

 NSGs security rules are configured to filter unauthorized inbound and outbound network traffic from the 

Internet. 

 NSG security rules are reviewed annually to help ensure that only necessary connections are configured 

within the rulesets. 

 User access reviews are performed on a quarterly basis to ensure user appropriateness. 

 

Separate Evaluations 

An external penetration assessment is performed by a third-party provider annually and reviewed by RSA SaaS 

Operations personnel. Remediation plans are documented in the automated ticketing system and are monitored 

to resolution. 

 

Subservice Organization Monitoring 

Management has implemented the following monitoring activities over the data center hosting services provided 

by Equinix and Iron Mountain and cloud hosting services provided by Microsoft: 

 

 RSA performs a review of independent audit reports at least annually to help ensure that they comply 

with security and availability requirements. 

 Data center walkthroughs and audits are performed annually for Equinix and Iron Mountain to help 

ensure that data center physical and environmental security controls are effectively implemented. 
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Evaluating and Communicating Deficiencies 

 

Deviations or deficiencies associated with controls with a level high risk assignment are promptly escalated to 

management for prompt corrective action. Management identifies and assesses changes that could significantly 

impact the system of internal control during the annual risk assessment process. Management reviews the 

deviations and corrective actions during the annual risk assessment meeting.  

 

CHANGES TO THE CONTROL ENVIRONMENT  
 

RSA is required to disclose relevant detail of changes to the system during the period covered. RSA did not 

experience any significant changes related to the system that requires disclosure. 

 

COMPLEMENTARY CONTROLS AT USER ENTITIES 

 

Complementary user entity controls are not required, or significant, to achieve the service commitments and 

system requirements based on the applicable trust services criteria.  

 

COMPLEMENTARY SUBSERVICE ORGANIZATION CONTROLS 
 

RSA uses subservice organizations to perform various functions to support the delivery of systems to user 

entities. RSA has developed and implemented a vendor monitoring process to ensure subservice organizations 

have necessary internal controls. Monitoring includes the receipt and review of the subservice organization’s 

audit reports. 

 

The following is a description of the subservice organization used by RSA to support the delivery of system: 

 

Microsoft Azure: Provides cloud infrastructure for the servers used to store data sets and other information. 

Microsoft Azure is responsible for the physical and environmental security of the data centers hosting the cloud 

infrastructure, including the network equipment at the facilities. Microsoft Azure is also responsible for assisting 

with patch management and data backups. 

 

Equinix: Provides data center services including dedicated network hosting (managed hosting) and managed co-

locations. Equinix is responsible for the physical and environmental security of the data centers including the 

network equipment at the facilities.  

 

Iron Mountain: Provides data center services including dedicated network hosting (managed hosting) and 

managed co-locations. Iron Mountain is responsible for the physical and environmental security of the data 

centers including the network equipment at the facilities.  

 

The following applicable trust services criteria are intended to be met in part by complementary subservice 

organization controls implemented by the subservice organizations including, but not limited to, the following: 
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Applicable Trust Services Criteria Complementary Subservice Organization 

Controls 

CC6.4 

The entity restricts physical access to facilities and 

protected information assets (for example, data 

center facilities, back-up media storage, and other 

sensitive locations) to authorized personnel to meet 

the entity’s objectives. 

 

The subservice organizations Microsoft, Iron 

Mountain, and Equinix, are responsible for 

restricting physical access to facilities and 

protected information assets to authorized 

personnel to meet the entity’s objectives. 

 

CC6.5 

The entity discontinues logical and physical 

protections over physical assets only after the ability 

to read or recover data and software from those 

assets has been diminished and is no longer required 

to meet the entity’s objectives. 

 

The subservice organization Microsoft is 

responsible for data wiping, destroying, and 

disposing of assets that are no longer required or 

have reached end of life. 

 

CC7.2 

The entity monitors system components and the 

operation of those components for anomalies that 

are indicative of malicious acts, natural disasters, 

and errors affecting the entity's ability to meet its 

objectives; anomalies are analyzed to determine 

whether they represent security events. 
 

The subservice organizations Microsoft, Iron 

Mountain, and Equinix are responsible for 

monitoring their environment to maintain security 

and availability, including having an incident 

handling process. 
 

CC8.1 

The entity authorizes, designs, develops or acquires, 

configures, documents, tests, approves, and 

implements changes to infrastructure, data, 

software, and procedures to meet its objectives. 

 

The subservice organization Microsoft is 

responsible for developing and implementing a 

change control process that requires formal 

request, documentation, testing, approval, and 

implementation. 

 

A1.2 

The entity authorizes, designs, develops or acquires, 

implements, operates, approves, maintains, and 

monitors environmental protections, software, data 

back-up processes, and recovery infrastructure to 

meet its objectives. 

 

The subservice organizations Microsoft, Iron 

Mountain, and Equinix, are responsible for 

developing, implementing, maintaining, and 

monitoring environmental protections of the assets 

hosted in the data centers. 

 

A1.3 

The entity tests recovery plan procedures supporting 

system recovery to meet its objectives. 

 

The subservice organizations Microsoft, Iron 

Mountain, and Equinix, are responsible for 

implementing and testing recovery plan 

procedures to meet availability objectives. 

 

C1.2 

The entity disposes of confidential information to 

meet the entity’s objectives related to 

confidentiality. 

 

The subservice organization Microsoft is 

responsible for data wiping, destroying, and 

disposing of assets that are no longer required or 

have reached end of life. 
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IV. INDEPENDENT SERVICE AUDITOR’S DESCRIPTION OF TESTS OF CONTROLS AND RESULTS 

 

A. INTRODUCTION 

This section presents selected information provided by Wolf & Company, P.C. This information includes: 

 

 A description of tests performed by Wolf & Company, P.C. to determine whether RSA’s controls were operating with sufficient 

effectiveness to meet the applicable trust services criteria; and 

 

 Results of Wolf & Company, P.C. tests of operating effectiveness. 

 

Also included in this section is information provided by RSA’s management. This information includes: 

 

 The applicable trust services criteria as set forth in TSP Section 100, Trust Services Principles and Criteria for Security, Availability, 

Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Service Principles and Criteria); and 

 

 Description of controls implemented by RSA to meet the applicable trust services criteria. 

 

B. APPLICABLE TRUST SERVICES CRITERIA 

The applicable trust services criteria in scope and controls to meet the applicable trust services criteria were provided by RSA’s management. 

While this information is provided by RSA, it is more beneficial to have them reported in Section IV (Independent Service Auditor’s 

Description of Tests of Controls and Results) to facilitate the report of tests of controls and results of testing which is provided by Wolf & 

Company, P.C. The following trust services criteria were in scope. 

 

 Security Criteria – The system is protected against unauthorized access (both physical and logical). 

 

 Availability Criteria – The system is available for operation and use as committed or agreed.  

 

 Confidentiality Criteria – Information designated as confidential is protected as committed or agreed. 
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C. TESTING OF OPERATING EFFECTIVENESS 

 

CC1.0 – Common Criteria Related to Control Environment  

Criteria Service Organization Controls Tests Results 

CC1.1  COSO Principle 1: The 

entity demonstrates a 

commitment to integrity 

and ethical values. 

 

Employees who do not comply with 

Company policies and standards are 

subject to disciplinary actions. 

 

Inspected the Code of Conduct to ensure 

that employees who do not comply with 

RSA policies and standards are subject to 

disciplinary actions.  

 

No exceptions 

noted. 

 

New hires are required to sign an 

acknowledgement form indicating 

they have read the Employee 

Agreement upon hire.  

Inspected the acknowledgement forms for a 

sample of new hires to verify new hires 

acknowledged the Employee Agreement 

upon hire.   

 

No exceptions 

noted. 

The Employee Agreement contains 

an NDA. 

Inspected the Employee Agreement to 

verify it includes an NDA. 

 

No exceptions 

noted. 

Background checks are performed 

for employees as a component of the 

hiring process. 

 

Inspected the background check results for a 

sample of new hires to ensure the checks 

were completed.  

 

No exceptions 

noted. 

CC1.2 COSO Principle 2: The 

board of directors 

demonstrates independence 

from management and 

exercises oversight of the 

development and 

performance of internal 

control. 

 

The ELT is comprised of security 

personnel and executive staff who 

are responsible for overseeing 

security, availability, and 

confidentiality related risks. The 

ELT meets on a weekly basis, as 

necessary. 

 

Inspected the ELT member list to verify the 

team is comprised of security personnel and 

executive staff. 

 

No exceptions 

noted. 

Inspected a sample of meeting agendas to 

verify the ELT meets on a weekly basis to 

discuss security, availability, and 

confidentiality related risks. 

 

No exceptions 

noted. 

Management holds an annual 

Company-wide strategy meeting to 

discuss and align internal control 

responsibilities, performance 

measures, and incentives with 

business objectives. 

 

Inspected the most recent meeting invite 

and agenda to determine that management 

held a company-wide strategy meeting that 

aligned internal control responsibilities, 

performance measures, and incentives with 

business objectives. 

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

CC1.3 COSO Principle 3: 

Management establishes, 

with board oversight, 

structures, reporting lines, 

and appropriate authorities 

and responsibilities in the 

pursuit of objectives. 

 

The organizational structure, 

reporting lines, and authorities are 

defined in organizational charts. The 

organizational charts are updated in 

real-time and communicated to 

employees. 

 

Inspected the organizational charts to verify 

the organizational structure, reporting lines, 

and authorities are defined. 

 

No exceptions 

noted. 

Inquired with management to confirm 

organizational charts are updated in real-

time.  

 

No exceptions 

noted. 

Inspected the Company’s intranet to ensure 

the organizational charts are available to 

employees. 

 

No exceptions 

noted. 

Roles and responsibilities are 

defined in written job descriptions.  

Inspected the job descriptions for personnel 

responsible for security, availability, and 

confidentiality commitments to verify the 

descriptions detail roles and responsibilities.  

 

No exceptions 

noted. 

CSO of GRC is responsible for 

designing, developing, 

implementing, operating, 

maintaining, monitoring, and 

approving system controls. 

 

Inspected the Information Governance 

Policy to verify the CSO of GRC is 

responsible for designing, developing, 

implementing, operating, maintaining, 

monitoring, and approving system controls. 

 

No exceptions 

noted. 

CC1.4 COSO Principle 4: The 

entity demonstrates a 

commitment to attract, 

develop, and retain 

competent individuals in 

alignment with objectives. 

 

The qualifications and skills of 

candidates are evaluated as part of 

the hiring process. 

 

Inquired with management to ensure the 

qualifications and skills of candidates are 

evaluated as part of the hiring process. 

 

No exceptions 

noted. 

Training courses are available to all 

employees to help maintain and 

advance skill levels via the learning 

portal. 

 

Inspected the learning portal to ensure 

training courses are available to help 

employees maintain and advance skill 

levels.  

 

No exceptions 

noted. 

Employees are required to complete 

security awareness training upon hire 

and annually thereafter. Training 

topics include information security 

and password management. 

Inspected the security awareness training 

materials to ensure the training covers 

information security, and password 

management. 

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

 Inspected the attendance lists for a sample 

of new hires to ensure security awareness 

training is completed upon hire. 

 

No exceptions 

noted. 

Inspected the attendance lists for a sample 

of employees to ensure security awareness 

training is completed on an annual basis. 

 

No exceptions 

noted. 

New hires are required to sign an 

acknowledgement form indicating 

they have read the Employee 

Agreement upon hire.  

Inspected the acknowledgement forms for a 

sample of new hires to verify new hires 

acknowledged the Employee Agreement 

upon hire.   

 

No exceptions 

noted. 

Background checks are performed 

for employees as a component of the 

hiring process. 

 

Inspected the background check results for a 

sample of new hires to ensure the checks 

were completed.  

 

No exceptions 

noted. 

CC1.5 COSO Principle 5: The 

entity holds individuals 

accountable for their 

internal control 

responsibilities in the 

pursuit of objectives. 

 

The CSO of GRC is responsible for 

designing, developing, 

implementing, operating, 

maintaining, monitoring, and 

approving system controls. 

 

Inspected the Information Governance 

Policy to verify the CSO of GRC is 

responsible for designing, developing, 

implementing, operating, maintaining, 

monitoring, and approving system controls. 

 

No exceptions 

noted. 

Employees who do not comply with 

Company policies and standards are 

subject to disciplinary actions.  

Inspected the Code of Conduct to ensure 

that employees who do not comply with 

RSA policies and standards are subject to 

disciplinary actions.  

 

No exceptions 

noted. 

Roles and responsibilities are 

defined in written job descriptions.  

 

Inspected the job descriptions for personnel 

responsible for security, availability, and 

confidentiality commitments to verify the 

descriptions detail roles and responsibilities.  

 

No exceptions 

noted. 
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CC2.0 – Common Criteria Related to Communication and Information  

Criteria Service Organization Controls Tests Results 

CC2.1 COSO Principle 13: The 

entity obtains or generates 

and uses relevant, quality 

information to support the 

functioning of internal 

control. 

 

The ELT is comprised of security 

personnel and executive staff and is 

responsible for overseeing security, 

availability, and confidentiality 

related risks. The ELT meets on a 

weekly basis, as necessary. 

Inspected the ELT member list to verify the 

team is comprised of security personnel and 

executive staff. 

 

No exceptions 

noted. 

Inspected a sample of meeting agendas to 

verify the ELT meets on a weekly basis to 

discuss security, availability, and 

confidentiality related risks. 

 

No exceptions 

noted. 

Management holds an annual 

Company-wide strategy meeting to 

discuss and align internal control 

responsibilities, performance 

measures, and incentives with 

business objectives. 

 

Inspected the most recent meeting invite 

and agenda to determine that management 

held a company-wide strategy meeting that 

aligned internal control responsibilities, 

performance measures, and incentives with 

business objectives. 

 

No exceptions 

noted. 

CC2.2 COSO Principle 14: The 

entity internally 

communicates information, 

including objectives and 

responsibilities for internal 

control, necessary to 

support the functioning of 

internal control. 

 

Security, availability, and 

confidentiality commitments are 

communicated to internal users 

within the Information Security 

Policy. Policies and procedures are 

available to employees via the 

intranet. The Information Security 

Policy is reviewed and approved on 

an annual basis. 

 

Inspected the Information Security Policy to 

ensure that security, availability, and 

confidentiality commitments are 

documented. 

 

No exceptions 

noted. 

Inspected the Company’s intranet to ensure 

the Information Security Policy is available 

to employees. 

 

No exceptions 

noted. 

Inspected the Information Security Policy to 

it is reviewed and approved on an annual 

basis. 

  

No exceptions 

noted. 

The Employee Agreement contains 

an NDA. 

 

Inspected the Employee Agreement to 

verify it includes an NDA. 

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

Employees are required to complete 

security awareness training upon hire 

and annually thereafter. Training 

topics include information security 

and password management. 

Inspected the security awareness training 

materials to ensure the training covers 

information security, and password 

management. 

 

No exceptions 

noted. 

Inspected the attendance lists for a sample 

of new hires to ensure security awareness 

training is completed upon hire. 

 

No exceptions 

noted. 

Inspected the attendance lists for a sample 

of employees to ensure security awareness 

training is completed on an annual basis. 

 

No exceptions 

noted. 

Roles and responsibilities are 

defined in written job descriptions. 

Security reminders are sent 

periodically to educate employees on 

security issues and recommended 

practices. 

  

Inspected the job descriptions for personnel 

responsible for security, availability, and 

confidentiality commitments to verify the 

descriptions detail roles and responsibilities.  

 

No exceptions 

noted. 

Inspected an example of security reminders 

to ensure they educate employees on 

security issues and recommended practices. 

  

No exceptions 

noted. 

The Security Operations Incident 

Response Process details the process 

of identifying and reporting failures, 

incidents, concerns, and other 

complaints.  

 

Inspected the Security Operations Incident 

Response Process to verify it details the 

process of identifying and reporting failures, 

incidents, concerns, and other complaints. 

 

No exceptions 

noted. 

The CCB meets on a weekly basis to 

discuss the ongoing and upcoming 

projects affecting the system.  

Inspected the meeting invites for a sample 

of CCB meetings to verify that ongoing and 

upcoming projects affecting the system are 

discussed during the weekly CCB meetings.  

 

No exceptions 

noted. 

Major releases are communicated to 

affected employees via email on a 

monthly basis. 

 

Inspected emails for a sample of monthly 

releases to ensure affected employees are 

notified.   

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

CC2.3 COSO Principle 15: The 

entity communicates with 

external parties regarding 

matters affecting the 

functioning of internal 

control. 

 

Security, availability, and 

confidentiality commitments are 

communicated to external users via 

NDAs and master service 

agreements. 

 

Inspected the customer NDA and master 

service agreement templates to verify it 

details security, availability, and 

confidentiality commitments.  

 

No exceptions 

noted. 

Third party agreements include an 

NDA.  

 

Inspected the Microsoft, Equinix, and Iron 

Mountain agreements to ensure third party 

agreements include an NDA.  

 

No exceptions 

noted. 

Security, availability, and 

confidentiality commitments are 

documented and communicated to 

third parties via master service 

agreements. 

 

Inspected the Microsoft, Equinix, and Iron 

Mountain master service agreements to 

verify that security, availability, and 

confidentiality commitments are detailed. 

 

No exceptions 

noted. 

Major releases are communicated to 

external users through the RSA Link 

Portal.  

 

Inspected the RSA Link Portal to ensure 

release notes are available to external users. 

 

No exceptions 

noted. 

External users have the ability to 

contact the RSA help desk to report 

failures, incidents, concerns, and 

other complaints, via the RSA portal. 

 

Observed the RSA portal to ensure that 

external users have the ability to report 

failures, incidents, concerns, and other 

complaints. 

 

No exceptions 

noted. 

RSA provides a notification to the 

customer at least seven (7) days in 

advance of any planned downtime 

outages. 

 

Inspected the customer notification for a 

recent planned downtime outage event to 

verify that RSA provided a notification to 

the customer at least seven (7) days in 

advance. 

 

No exceptions 

noted. 
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RSA provides a notification to the 

customer at least twenty-four (24) 

hours in advance of any emergency 

downtime event. 

 

Inquired with management and determined 

that there were no emergency downtimes 

during the audit period. Therefore, the 

Service Auditor was unable to test the 

operating effectiveness of the control during 

the audit period. 

 

Control did not 

operate during 

the audit period. 

RSA provides a notification to the 

customer within one (1) hour of 

detection of any unscheduled 

outages. 

 

Inspected the customer notification for a 

recent unscheduled outage to verify that 

RSA provided a notification to the customer 

within one (1) hour of detection of each 

unscheduled outage sampled. 

 

No exceptions 

noted. 

RSA provides a monthly software 

availability report following the 

software availability reporting 

period.  

 

Inspected the software availability reports 

for a sample of months to determine that 

RSA provided a software availability report 

following the software availability reporting 

period. 

 

No exceptions 

noted. 
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CC3.0 – Common Criteria Related to Risk Assessment 

Criteria Service Organization Controls Tests Results 

CC3.1 COSO Principle 6: The 

entity specifies objectives 

with sufficient clarity to 

enable the identification and 

assessment of risks relating 

to objectives. 

 

The Information Technology & 

Security Risk Management Policy 

details the process for identifying 

and prioritizing potential threats. 

 

Inspected the Information Technology & 

Security Risk Management Policy to ensure 

it details the process for identifying. 

 

No exceptions 

noted. 

The Information Technology & 

Security Risk Management Policy 

defines criteria for risk mitigation 

and risk acceptance. 

 

Inspected the Information Technology & 

Security Risk Management Policy to ensure 

it defines criteria for risk mitigation and risk 

acceptance. 

 

No exceptions 

noted. 

The RSA Managing Third Parties 

Policy defines expectations for 

identifying and risk rating all third 

party relationships. 

 

Inspected the RSA Managing Third Parties 

Policy to ensure it defines expectations for 

identifying and risk rating all third party 

relationships. 

 

No exceptions 

noted. 

CC3.2 COSO Principle 7: The 

entity identifies risks to the 

achievement of its 

objectives across the entity 

and analyzes risks as a basis 

for determining how the 

risks should be managed. 

 

The IT risk assessment assesses 

threat actors, the likelihood of an 

event, and the impact of an event. 

The impact considers financial loss, 

and legal risk. The IT risk 

assessment is reviewed and approved 

on an annual basis.  

Inspected the IT risk assessment to ensure 

that it assesses threat actors, the likelihood 

of an event, and the impact of an event. 

 

No exceptions 

noted. 

Inspected the IT risk assessment to ensure 

the impact considers financial loss and legal 

risk. 

 

No exceptions 

noted. 

Inspected the IT risk assessment to ensure it 

is reviewed and approved on an annual 

basis. 

 

No exceptions 

noted. 

Risk identification includes both 

internal and external factors and their 

impact on objectives. 

 

Inspected the IT risk assessment to verify 

that risk identification includes both internal 

and external factors and their impact on 

objectives. 

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

The IT risk assessment includes an 

analysis of potential threats and 

vulnerabilities introduced from doing 

business with vendors and/or 

business partners. 

 

Inspected the IT risk assessment to ensure 

the assessment includes an analysis of 

potential threats and vulnerabilities 

introduced from doing business with 

vendors and/or business partners. 

 

No exceptions 

noted. 

CC3.3 COSO Principle 8: The 

entity considers the 

potential for fraud in 

assessing risks to the 

achievement of objectives. 

 

The Information Technology & 

Security Risk Management Policy 

details the process for identifying 

and prioritizing potential threats. 

 

Inspected the Information Technology & 

Security Risk Management Policy to ensure 

it details the process for identifying. 

 

No exceptions 

noted. 

The IT risk assessment considers 

risks relating to fraudulent activities.  

 

Inspected the IT risk assessment to ensure it 

considers risks relating to fraudulent 

activities. 

  

No exceptions 

noted. 

CC3.4 COSO Principle 9: The 

entity identifies and 

assesses changes that could 

significantly impact the 

system of internal control. 

 

The Company’s security group 

monitors the security impact of 

emerging technologies and the 

impact of applicable laws or 

regulations are considered by senior 

management. 

 

Inspected a recent security update 

notification to ensure the Company 

monitors the security impact of emerging 

technologies along with the impact of 

applicable laws, or regulations. 

 

No exceptions 

noted. 

The IT risk assessment assesses 

threat actors, the likelihood of an 

event, and the impact of an event. 

The impact considers financial loss, 

and legal risk. The IT risk 

assessment is reviewed and approved 

on an annual basis.  

Inspected the IT risk assessment to ensure 

that it assesses threat actors, the likelihood 

of an event, and the impact of an event. 

 

No exceptions 

noted. 

Inspected the IT risk assessment to ensure 

the impact considers financial loss and legal 

risk. 

 

No exceptions 

noted. 

Inspected the IT risk assessment to ensure it 

is reviewed and approved on an annual 

basis. 

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

The third party selection process 

includes a review of materials to 

ensure the risks associated with the 

third party relationship are 

understood.  

Inspected the RSA Managing Third Parties 

Policy to ensure the third party selection 

process includes a review of materials to 

ensure the risks associated with the third 

party relationship are understood. 

 

No exceptions 

noted. 

Inquired with management and determined 

that there were no new subservice 

organizations implemented to support the 

system during the audit period. Therefore, 

the Service Auditor was unable to test the 

operating effectiveness of the control during 

the audit period. 

 

Control did not 

operate during 

the audit period.  

Third parties that pose an increased 

risk are reviewed on an annual basis. 

 

Inspected the vendor reviews performed for 

Microsoft, Equinix, and Iron Mountain to 

ensure the reviews are performed on an 

annual basis.  

 

No exceptions 

noted. 

 

CC4.0 – Common Criteria Related to Monitoring Activities 

Criteria Service Organization Controls Tests Results 

CC4.1 COSO Principle 16: The 

entity selects, develops, and 

performs ongoing and/or 

separate evaluations to 

ascertain whether the 

components of internal 

control are present and 

functioning. 

 

The AIDE security monitoring 

application is utilized to monitor and 

analyze the in-scope systems for 

possible or actual security breaches. 

 

Inspected the configuration of the AIDE 

security monitoring application to ensure 

the in-scope systems are monitored for 

possible or actual security breaches.  

 

No exceptions 

noted. 

The AIDE security monitoring 

application is configured to alert 

RSA SaaS Operations personnel via 

e-mail notifications when certain 

predefined thresholds are reached on 

monitored systems. 

Inspected the configuration of the AIDE 

security monitoring application to verify the 

AIDE security monitoring application is 

configured to generate alerts when certain 

predefined thresholds are reached on 

monitored systems.  

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

Inspected example email alerts from the 

AIDE security monitoring application to 

verify the RSA SaaS Operations personnel 

are alerted when certain predefined 

thresholds have been reached on monitored 

systems. 

 

No exceptions 

noted. 

Pingdom is configured to monitor 

capacity metrics for the customer-

facing environment, including disk 

usage, memory usage, processor 

load, and server downtime/uptime. 

An alert is generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

Inspected the configuration of Pingdom to 

ensure the solution monitors capacity 

metrics for the production network 

including disk usage, memory usage, 

processor load, and server uptime/ 

downtime. 

 

No exceptions 

noted. 

Inspected example email alerts from 

Pingdom to ensure alerts are generated to 

RSA SaaS Operations personnel when 

defined performance metrics are exceeded. 

 

No exceptions 

noted. 

Zabbix is configured to monitor 

capacity metrics for the production 

network including disk usage, 

memory usage, processor load, and 

server downtime/uptime. An alert is 

generated to RSA SaaS Operations 

personnel when defined performance 

metrics are exceeded.  

Inspected the configuration of Zabbix to 

ensure the solution monitors capacity 

metrics for the production network and 

alerts RSA SaaS personnel for disk usage, 

memory usage, processor load, and server 

uptime/ downtime events. 

 

No exceptions 

noted. 

Inspected example alerts from Zabbix to 

ensure alerts are generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

External vulnerability assessments of 

the production environment are 

performed by RSA SaaS Operations 

personnel on a quarterly basis. 

Remediation plans are proposed and 

monitored through resolution.  

Inspected a sample of external vulnerability 

assessments to ensure the assessments are 

performed for the production environment 

by RSA SaaS Operations personnel on a 

quarterly basis. 

 
 

No exceptions 

noted. 

Inspected the remediation plans for the 

external vulnerability assessments to verify 

the plans are proposed and monitored 

through resolution. 

 

Internal and external penetration 

tests of the production environment 

are performed by a third-party 

vendor annually. Remediation plans 

are proposed and monitored through 

resolution.  

Inspected the internal penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted. 

Inspected the external penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted. 

Inspected example remediation plans for the 

internal and external penetration tests to 

verify plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted. 

NSG security rules are reviewed 

annually to help ensure that only 

necessary connections are configured 

within the rulesets. 

 

Inspected the most recent NSG ruleset 

review to verify the security rules are 

reviewed on an annual basis.  

 

No exceptions 

noted. 

User access reviews are performed 

on a quarterly basis to ensure user 

appropriateness. 

Inspected a sample of user access reviews to 

ensure user access to technologies 

supporting the system are reviewed on a 

quarterly basis.  

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

CC4.2 COSO Principle 17: The 

entity evaluates and 

communicates internal 

control deficiencies in a 

timely manner to those 

parties responsible for 

taking corrective action, 

including senior 

management and the board 

of directors, as appropriate. 

 

The AIDE security monitoring 

application is utilized to monitor and 

analyze the in-scope systems for 

possible or actual security breaches. 

Inspected the configuration of the AIDE 

security monitoring application to ensure 

the in-scope systems are monitored for 

possible or actual security breaches.  

 

No exceptions 

noted. 

The AIDE security monitoring 

application is configured to alert 

RSA SaaS Operations personnel via 

e-mail notifications when certain 

predefined thresholds are reached on 

monitored systems. 

Inspected the configuration of the AIDE 

security monitoring application to verify the 

AIDE security monitoring application is 

configured to generate alerts when certain 

predefined thresholds are reached on 

monitored systems.  

 

No exceptions 

noted. 

Inspected example email alerts from the 

AIDE security monitoring application to 

verify the RSA SaaS Operations personnel 

are alerted when certain predefined 

thresholds have been reached on monitored 

systems. 

 

No exceptions 

noted. 

Pingdom is configured to monitor 

capacity metrics for the customer-

facing environment, including disk 

usage, memory usage, processor 

load, and server downtime/uptime. 

An alert is generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

Inspected the configuration of Pingdom to 

ensure the solution monitors capacity 

metrics for the production network 

including disk usage, memory usage, 

processor load, and server uptime/ 

downtime. 

 

No exceptions 

noted. 

Inspected example email alerts from 

Pingdom to ensure alerts are generated to 

RSA SaaS Operations personnel when 

defined performance metrics are exceeded. 

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

Zabbix is configured to monitor 

capacity metrics for the production 

network including disk usage, 

memory usage, processor load, and 

server downtime/uptime. An alert is 

generated to RSA SaaS Operations 

personnel when defined performance 

metrics are exceeded.  

Inspected the configuration of Zabbix to 

ensure the solution monitors capacity 

metrics for the production network and 

alerts RSA SaaS personnel for disk usage, 

memory usage, processor load, and server 

uptime/ downtime events. 

 

No exceptions 

noted. 

Inspected example alerts from Zabbix to 

ensure alerts are generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

 

No exceptions 

noted. 

External vulnerability assessments of 

the production environment are 

performed by RSA SaaS Operations 

personnel on a quarterly basis. 

Remediation plans are proposed and 

monitored through resolution.  

Inspected a sample of external vulnerability 

assessments to ensure the assessments are 

performed for the production environment 

by RSA SaaS Operations personnel on a 

quarterly basis. 

 

No exceptions 

noted. 

Inspected the remediation plans for the 

external vulnerability assessments to verify 

the plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted. 

Internal and external penetration 

tests of the production environment 

are performed by a third-party 

vendor annually. Remediation plans 

are proposed and monitored through 

resolution.  

Inspected the internal penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted. 

Inspected the external penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted. 

Inspected example remediation plans for the 

internal and external penetration tests to 

verify plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted. 
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CC5.0 – Common Criteria Related to Control Activities 

Criteria Service Organization Controls Tests Results 

CC5.1 COSO Principle 10: The 

entity selects and develops 

control activities that 

contribute to the mitigation 

of risks to the achievement 

of objectives to acceptable 

levels. 

 

The Company applies appropriate 

controls to lessen the likelihood 

and/or impact of identified risks. 

 

Inspected the Information Technology & 

Security Risk Management Policy to ensure 

the Company applies appropriate controls to 

lessen the likelihood and/or impact of 

identified risks. 

 

No exceptions 

noted. 

The Information Technology & 

Security Risk Management Policy 

defines criteria for risk mitigation 

and risk acceptance. 

 

Inspected the Information Technology & 

Security Risk Management Policy to ensure 

it defines criteria for risk mitigation and risk 

acceptance. 

 

No exceptions 

noted. 

Management holds an annual 

Company-wide strategy meeting to 

discusses and aligns internal control 

responsibilities, performance 

measures, and incentives with 

company business objectives. 

 

Inspected the most recent Company-wide 

strategy meeting invite and agenda to 

determine that management held a 

company-wide strategy meeting during the 

review period that discussed and aligned 

internal control responsibilities, 

performance measures, and incentives with 

company business objectives. 

 

No exceptions 

noted. 

CC5.2 COSO Principle 11: The 

entity also selects and 

develops general control 

activities over technology 

to support the achievement 

of objectives. 

 

The Company applies appropriate 

controls to lessen the likelihood 

and/or impact of identified risks. 

 

Inspected the Information Technology & 

Security Risk Management Policy to ensure 

the Company applies appropriate controls to 

lessen the likelihood and/or impact of 

identified risks. 

 

No exceptions 

noted. 

The AIDE security monitoring 

application is utilized to monitor and 

analyze the in-scope systems for 

possible or actual security breaches. 

Inspected the configuration of the AIDE 

security monitoring application to ensure 

the in-scope systems are monitored for 

possible or actual security breaches.  

 

No exceptions 

noted. 
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The AIDE security monitoring 

application is configured to alert 

RSA SaaS Operations personnel via 

e-mail notifications when certain 

predefined thresholds are reached on 

monitored systems. 

Inspected the configuration of the AIDE 

security monitoring application to verify the 

AIDE security monitoring application is 

configured to generate alerts when certain 

predefined thresholds are reached on 

monitored systems.  

 

No exceptions 

noted. 

Inspected example email alerts from the 

AIDE security monitoring application to 

verify the RSA SaaS Operations personnel 

are alerted when certain predefined 

thresholds have been reached on monitored 

systems. 

 

No exceptions 

noted. 

Pingdom is configured to monitor 

capacity metrics for the customer-

facing environment, including disk 

usage, memory usage, processor 

load, and server downtime/uptime. 

An alert is generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

Inspected the configuration of Pingdom to 

ensure the solution monitors capacity 

metrics for the production network 

including disk usage, memory usage, 

processor load, and server uptime/ 

downtime. 

 

No exceptions 

noted. 

Inspected example email alerts from 

Pingdom to ensure alerts are generated to 

RSA SaaS Operations personnel when 

defined performance metrics are exceeded. 

 

No exceptions 

noted. 

Zabbix is configured to monitor 

capacity metrics for the production 

network including disk usage, 

memory usage, processor load, and 

server downtime/uptime. An alert is 

generated to RSA SaaS Operations 

personnel when defined performance 

metrics are exceeded.  

Inspected the configuration of Zabbix to 

ensure the solution monitors capacity 

metrics for the production network and 

alerts RSA SaaS personnel for disk usage, 

memory usage, processor load, and server 

uptime/ downtime events. 

 

 

 

No exceptions 

noted. 
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Inspected example alerts from Zabbix to 

ensure alerts are generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

 

No exceptions 

noted. 

External vulnerability assessments of 

the production environment are 

performed by RSA SaaS Operations 

personnel on a quarterly basis. 

Remediation plans are proposed and 

monitored through resolution.  

Inspected a sample of external vulnerability 

assessments to ensure the assessments are 

performed for the production environment 

by RSA SaaS Operations personnel on a 

quarterly basis. 

 

No exceptions 

noted. 

Inspected the remediation plans for the 

external vulnerability assessments to verify 

the plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted. 

Internal and external penetration 

tests of the production environment 

are performed by a third-party 

vendor annually. Remediation plans 

are proposed and monitored through 

resolution.  

Inspected the internal penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted. 

Inspected the external penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted. 

Inspected example remediation plans for the 

internal and external penetration tests to 

verify plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted. 
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CC5.3 COSO Principle 12: The 

entity deploys control 

activities through policies 

that establish what is 

expected and in procedures 

that put policies into action. 

 

Security, availability, and 

confidentiality commitments are 

communicated to internal users 

within the Information Security 

Policy. Policies and procedures are 

available to employees via the 

intranet. The Information Security 

Policy is reviewed and approved on 

an annual basis. 

 

Inspected the Information Security Policy to 

ensure that security, availability, and 

confidentiality commitments are 

documented. 

 

No exceptions 

noted. 

Inspected the Company’s intranet to ensure 

the Information Security Policy is available 

to employees. 

 

No exceptions 

noted. 

Inspected the Information Security Policy to 

verify it is reviewed and approved on an 

annual basis. 

  

No exceptions 

noted. 

The Security Operations Incident 

Response Process details the process 

of identifying and reporting failures, 

incidents, concerns, and other 

complaints.  

 

Inspected the Security Operations Incident 

Response Process to verify it details the 

process of identifying and reporting failures, 

incidents, concerns, and other complaints. 

 

No exceptions 

noted. 

The RSA Business Continuity Plan 

addresses recovering connectivity 

and supporting systems to ensure 

customer obligations can be met. 

The Business Continuity Plan is 

reviewed and approved on at least an 

annual basis. 

 

Inspected the RSA Business Continuity 

Plan to verify it addresses recovering 

connectivity and supporting systems to 

ensure customer obligations can be met. 

 

No exceptions 

noted. 

Inspected the Business Continuity Plan to 

ensure it is reviewed and approved on an 

annual basis. 

 

No exceptions 

noted. 

The SecurID Disaster Recovery 

Procedure details procedures to 

protect against disruptions caused by 

an unexpected event. The procedures 

are updated on at least an annual 

basis. 

 

Inspected the SecurID Disaster Recovery 

Procedure to ensure it details procedures to 

protect against disruptions caused by an 

unexpected event. 

 

No exceptions 

noted. 

Inspected the SecurID Disaster Recovery 

Procedure to ensure the procedures are 

updated on an annual basis. 

 

No exceptions 

noted. 
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CC6.0 – Common Criteria Related to Logical and Physical Access Controls 

Criteria Service Organization Controls Tests Results 

CC6.1 The entity implements 

logical access security 

software, infrastructure, 

and architectures over 

protected information 

assets to protect them from 

security events to meet the 

entity's objectives. 

 

Logical access to the technologies 

supporting the system is restricted to 

authorized individuals who need 

access to perform their job functions. 

 

Inspected the user listings for technologies 

supporting the system to ensure that access 

is restricted to authorized individuals who 

need access to perform their job functions. 

Exception Noted. 

 

Two (2) of the 

thirty-two (32) 

active user 

accounts for 

SecurID belong 

to terminated 

employees of the 

Company.  

 

See Section V #1 

for management 

response.  

  

Administrative access to the 

technologies supporting the system 

is restricted to authorized personnel 

who require access to oversee the 

system.   

 

Inspected the administrator listings for 

technologies supporting the system to 

ensure that administrative access is 

restricted to authorized individuals who 

need access to perform their job functions.  

No exceptions 

noted. 

Passwords for the technologies 

supporting the system must meet the 

standards documented in the RSA 

SaaS Access Control Standard. 

Passwords must be at least eight (8) 

characters in length and meet 

complexity requirements. Passwords 

must be changed every ninety (90) 

days and the previous twelve (12) 

passwords cannot be used.  

Inspected the RSA SaaS Access Control 

Standard to ensure passwords must be at 

least eight (8) characters, meet complexity 

requirements, expire every ninety (90) days, 

and the previous twelve (12) passwords 

cannot be used. 

 

 

 

 

 

No exceptions 

noted. 
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Inspected the password settings for 

technologies supporting the system to 

ensure the settings meet the standards 

defined in the RSA SaaS Access Control 

Standard.  

Exception Noted.  

 

The password 

history settings 

configured for 

the Azure 

Management 

Portal and VDI 

do not meet the 

standard defined 

in the RSA SaaS 

Access Control 

Standards. 

 

See Section V #2 

for management 

response.  
 

Remote connections to the 

production environment via the VPN 

require two-factor authentication. 

  

Inspected the VPN authentication 

configuration to verify that two-factor 

authentication is required for remote access 

to the production environment. 

 

No exceptions 

noted. 

CC6.2 Prior to issuing system 

credentials and granting 

system access, the entity 

registers and authorizes 

new internal and external 

users whose access is 

administered by the entity. 

For those users whose 

access is administered by 

the entity, user system 

credentials are removed 

when user access is no 

longer authorized. 

 

User access request tickets must be 

completed to request access for new 

users and assign privileges. The user 

access request tickets must be 

approved by a manager. 

    

Inspected the user access request tickets for 

a sample of new hires to ensure the tickets 

were completed and approved by a 

manager.  

 

No exceptions 

noted. 

Termination tickets must be 

completed to remove access for 

information systems for terminated 

employees.  

 

 

 

 

Inspected the termination tickets for a 

sample of terminated employees to ensure 

the tickets were completed in a timely 

manner.  

No exceptions 

noted. 
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User access reviews are performed 

on a quarterly basis to ensure user 

appropriateness. 

Inspected a sample of user access reviews 

to ensure user access to technologies 

supporting the system are reviewed on a 

quarterly basis.  

 

No exceptions 

noted. 

CC6.3 The entity authorizes, 

modifies, or removes 

access to data, software, 

functions, and other 

protected information 

assets based on roles, 

responsibilities, or the 

system design and changes, 

giving consideration to the 

concepts of least privilege 

and segregation of duties, 

to meet the entity’s 

objectives. 

 

User access request tickets must be 

completed to request access for new 

users and assign privileges. The user 

access request tickets must be 

approved by a manager. 

 

Inspected the user access request tickets for 

a sample of new hires to ensure the tickets 

were completed and approved by a 

manager.  

 

No exceptions 

noted. 

Termination tickets must be 

completed to remove access for 

information systems for terminated 

employees.  

Inspected the termination tickets for a 

sample of terminated employees to ensure 

the tickets were completed in a timely 

manner.  

 

No exceptions 

noted. 

User access reviews are performed 

on a quarterly basis to ensure user 

appropriateness. 

Inspected a sample of user access reviews 

to ensure user access to technologies 

supporting the system are reviewed on a 

quarterly basis.  

 

No exceptions 

noted. 

CC6.4 The entity restricts physical 

access to facilities and 

protected information 

assets (for example, data 

center facilities, back-up 

media storage, and other 

sensitive locations) to 

authorized personnel to 

meet the entity’s objectives. 

 

Controls relating to physical access 

to the data centers and cloud 

infrastructure are administered by 

the subservice organizations Iron 

Mountain, Equinix, and Microsoft 

Azure. See the Complementary 

Subservice Organization Controls 

above for additional details. 

 

N/A N/A 
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CC6.5 The entity discontinues 

logical and physical 

protections over physical 

assets only after the ability 

to read or recover data and 

software from those assets 

has been diminished and is 

no longer required to meet 

the entity’s objectives. 

 

The Data Retention and Disposal 

Policy details the Company’s 

standards for retention of data. 

 

Inspected the Data Retention and Disposal 

Policy to ensure the policy documents 

retention standards for data. 

 

No exceptions 

noted. 

A third party service provider is 

utilized for the destruction of 

equipment. A certificate of 

destruction is obtained from the third 

party once the equipment has been 

destroyed. 

 

Inspected a recent certificate of destruction 

to verify the Company obtains a certificate 

of destruction from the third party once the 

equipment has been destroyed. 

 

No exceptions 

noted. 

Controls relating to the destruction, 

data wiping, destroying, and disposal 

of assets that are no longer required 

are administered by the subservice 

organization, Microsoft Azure. See 

the Complementary Subservice 

Organization Controls above for 

additional details. 

 

N/A N/A 

CC6.6 The entity implements 

logical access security 

measures to protect against 

threats from sources 

outside its system 

boundaries. 

 

Web servers utilize TLS encryption 

for web communication sessions. 

Inspected the TLS configurations to ensure 

that web servers utilize TLS encryption for 

web communication sessions. 

 

No exceptions 

noted. 

Encrypted VDI is utilized to access 

the production environment and 

requires two-factor authentication.  

Inspected the VDI encryption and 

authentication configurations to ensure that 

encrypted VDI is utilized to access the 

production environment.  

 

No exceptions 

noted. 

Inspected the VDI encryption and 

authentication configurations to ensure two-

factor authentication is enabled. 

 

No exceptions 

noted. 
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Encrypted VPNs are required for 

remote access to the production 

environment and enforce two-factor 

authentication.  

Inspected the VPN encryption 

configuration to verify that encrypted VPNs 

are required for remote access to the 

production environment.  

 

No exceptions 

noted. 

Inspected the VPN authentication 

configuration to verify that two-factor 

authentication is required for remote access 

to the production environment. 

 

No exceptions 

noted. 

Confidential data is stored in an 

encrypted format and access to the 

encryption keys is restricted to user 

accounts accessible by authorized 

personnel.  

Inquired with management to verify that 

confidential data is stored in an encrypted 

format and access to the encryption keys is 

restricted to user accounts accessible by 

authorized personnel. 

 

No exceptions 

noted. 

Inspected the list of user accounts with 

access to encryption keys to ensure that 

access is restricted to authorized personnel.  

 

No exceptions 

noted. 

NSGs security rules are configured 

to filter unauthorized inbound and 

outbound network traffic to/from the 

Internet. 

Inspected the NSG configurations to verify 

that NSGs contained security rules are 

configured to filter unauthorized inbound 

and outbound network traffic to/from the 

Internet.  

 

No exceptions 

noted. 

NSG security rules are reviewed 

annually to help ensure that only 

necessary connections are 

configured within the rulesets. 

 
 

Inspected the most recent NSG ruleset 

review to verify the security rules are 

reviewed on an annual basis.  

 

No exceptions 

noted. 
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External vulnerability assessments of 

the production environment are 

performed by RSA SaaS Operations 

personnel on a quarterly basis. 

Remediation plans are proposed and 

monitored through resolution.  

Inspected a sample of external vulnerability 

assessments to ensure the assessments are 

performed for the production environment 

by RSA SaaS Operations personnel on a 

quarterly basis. 

 

No exceptions 

noted. 

Inspected the remediation plans for the 

external vulnerability assessments to verify 

the plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted. 

Internal and external penetration 

tests of the production environment 

are performed by a third-party 

vendor annually. Remediation plans 

are proposed and monitored through 

resolution.  

Inspected the internal penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted. 

Inspected the external penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted. 

Inspected example remediation plans for 

the internal and external penetration tests to 

verify plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted. 

CC6.7 The entity restricts the 

transmission, movement, 

and removal of information 

to authorized internal and 

external users and 

processes, and protects it 

during transmission, 

movement, or removal to 

meet the entity’s objectives. 

 

Documented standard build 

procedures are utilized for 

installation and maintenance of 

production servers and include use 

of an access control system to 

restrict access to authorized users 

Inspected the standard build procedures to 

ensure that documented standard build 

procedures were utilized for installation and 

maintenance of production servers and 

included use of an access control system to 

restrict access to authorized users. 

 

No exceptions 

noted. 

The Information Security Policy 

details the handling of data, 

including transmission and storage 

requirements.  

Inspected the Information Security Policy 

to verify it details the requirements for 

handling data, including transmission and 

storage.  

 

No exceptions 

noted. 
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Web servers utilize TLS encryption 

for web communication sessions. 

Inspected the TLS configurations to ensure 

that web servers utilize TLS encryption for 

web communication sessions. 

 

No exceptions 

noted. 

Encrypted VDI is utilized to access 

the production environment and 

requires two-factor authentication.  

Inspected the VDI encryption and 

authentication configurations to ensure that 

encrypted VDI is utilized to access the 

production environment.  

 

No exceptions 

noted. 

Inspected the VDI encryption and 

authentication configurations to ensure two-

factor authentication is enabled. 

 

No exceptions 

noted. 

Encrypted VPNs are required for 

remote access to the production 

environment and enforce two-factor 

authentication.  

Inspected the VPN encryption 

configuration to verify that encrypted VPNs 

are required for remote access to the 

production environment.  

 

No exceptions 

noted. 

Inspected the VPN authentication 

configuration to verify that two-factor 

authentication is required for remote access 

to the production environment. 

 

No exceptions 

noted. 

Confidential data is stored in an 

encrypted format and access to the 

encryption keys is restricted to user 

accounts accessible by authorized 

personnel.  

Inquired with management to verify that 

confidential data is stored in an encrypted 

format and access to the encryption keys is 

restricted to user accounts accessible by 

authorized personnel. 

 

No exceptions 

noted. 

Inspected the list of user accounts with 

access to encryption keys to ensure that 

access is restricted to authorized personnel.  

 

No exceptions 

noted. 
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CC6.8 The entity implements 

controls to prevent or detect 

and act upon the 

introduction of 

unauthorized or malicious 

software to meet the 

entity’s objectives. 

 

The AIDE security monitoring 

application is utilized to monitor and 

analyze the in-scope systems for 

possible or actual security breaches. 

Inspected the configuration of the AIDE 

security monitoring application to ensure 

the in-scope systems are monitored for 

possible or actual security breaches.  

 

No exceptions 

noted. 

The AIDE security monitoring 

application is configured to alert 

RSA SaaS Operations personnel via 

e-mail notifications when certain 

predefined thresholds are reached on 

monitored systems. 

Inspected the configuration of the AIDE 

security monitoring application to verify the 

AIDE security monitoring application is 

configured to generate alerts when certain 

predefined thresholds are reached on 

monitored systems.  

 

No exceptions 

noted. 

Inspected example email alerts from the 

AIDE security monitoring application to 

verify the RSA SaaS Operations personnel 

are alerted when certain predefined 

thresholds have been reached on monitored 

systems. 

 

No exceptions 

noted. 

Application code changes and 

operating system patches and 

upgrades are authorized, tested, and 

approved prior to implementation.  

Inspected the JIRA tickets for a sample of 

application code changes and operating 

system patches and upgrades to ensure that 

all changes are authorized, tested, and 

approved prior to implementation.  

 

No exceptions 

noted. 

The ability to promote application 

code changes and operating system 

patches and upgrades into the 

production environment is restricted 

to production database 

administrators.   

 

Inspected the production database 

administrators to ensure the ability to 

promote application code changes and 

operating system patches and upgrades into 

the production environment is restricted to 

authorized individuals. 

 

No exceptions 

noted. 

Write access to source code libraries 

within the version control software is 

restricted to authorized individuals.   

Inspected the listing of user accounts with 

write access to source code libraries to 

verify that write access is restricted to 

authorized personnel.  

 

No exceptions 

noted. 
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CC7.0 – Common Criteria Related to System Operations 

Criteria Service Organization Controls Tests Results 

CC7.1 To meet its objectives, the 

entity uses detection and 

monitoring procedures to 

identify (1) changes to 

configurations that result in 

the introduction of new 

vulnerabilities, and (2) 

susceptibilities to newly 

discovered vulnerabilities. 

 

The AIDE security monitoring 

application is utilized to monitor and 

analyze the in-scope systems for 

possible or actual security breaches. 

Inspected the configuration of the AIDE 

security monitoring application to ensure 

the in-scope systems are monitored for 

possible or actual security breaches.  

 

No exceptions 

noted.  

The AIDE security monitoring 

application is configured to alert 

RSA SaaS Operations personnel via 

e-mail notifications when certain 

predefined thresholds are reached on 

monitored systems. 

Inspected the configuration of the AIDE 

security monitoring application to verify 

the AIDE security monitoring application 

is configured to generate alerts when 

certain predefined thresholds are reached 

on monitored systems.  

 

No exceptions 

noted.  

Inspected example email alerts from the 

AIDE security monitoring application to 

verify the RSA SaaS Operations personnel 

are alerted when certain predefined 

thresholds have been reached on monitored 

systems. 

 

No exceptions 

noted.  

Pingdom is configured to monitor 

capacity metrics for the customer-

facing environment, including disk 

usage, memory usage, processor 

load, and server downtime/uptime. 

An alert is generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

 

Inspected the configuration of Pingdom to 

ensure the solution monitors capacity 

metrics for the production network 

including disk usage, memory usage, 

processor load, and server uptime/ 

downtime. 

 

No exceptions 

noted.  

Inspected example email alerts from 

Pingdom to ensure alerts are generated to 

RSA SaaS Operations personnel when 

defined performance metrics are exceeded. 

 

No exceptions 

noted.  
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Zabbix is configured to monitor 

capacity metrics for the production 

network including disk usage, 

memory usage, processor load, and 

server downtime/uptime. An alert is 

generated to RSA SaaS Operations 

personnel when defined performance 

metrics are exceeded. 

Inspected the configuration of Zabbix to 

ensure the solution monitors capacity 

metrics for the production network and 

alerts RSA SaaS personnel for disk usage, 

memory usage, processor load, and server 

uptime/ downtime events. 

 

No exceptions 

noted.  

Inspected example alerts from Zabbix to 

ensure alerts are generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

 

No exceptions 

noted.  

External vulnerability assessments of 

the production environment are 

performed by RSA SaaS Operations 

personnel on a quarterly basis. 

Remediation plans are proposed and 

monitored through resolution.  

Inspected a sample of external vulnerability 

assessments to ensure the assessments are 

performed for the production environment 

by RSA SaaS Operations personnel on a 

quarterly basis. 

 

No exceptions 

noted.  

Inspected the remediation plans for the 

external vulnerability assessments to verify 

the plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted.  

Internal and external penetration 

tests of the production environment 

are performed by a third-party 

vendor annually. Remediation plans 

are proposed and monitored through 

resolution.  

Inspected the internal penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted.  

Inspected the external penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted.  

Inspected example remediation plans for 

the internal and external penetration tests to 

verify plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted.  
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NSG security rules are reviewed 

annually to help ensure that only 

necessary connections are 

configured within the rulesets. 

 

Inspected the most recent NSG ruleset 

review to verify the security rules are 

reviewed on an annual basis.  

 

No exceptions 

noted.  

CC7.2 The entity monitors system 

components and the 

operation of those 

components for anomalies 

that are indicative of 

malicious acts, natural 

disasters, and errors 

affecting the entity's ability 

to meet its objectives; 

anomalies are analyzed to 

determine whether they 

represent security events. 

 

The Security Operations Incident 

Response Process details procedures 

for detecting, assessing, 

investigating, containing, and 

mitigating incidents. 

 

Inspected the Security Operations Incident 

Response Process to ensure it includes the 

mentioned procedures.  

No exceptions 

noted.  

The Security Operations Incident 

Response Process details the process 

of identifying and reporting failures, 

incidents, concerns, and other 

complaints.  

 

Inspected the Security Operations Incident 

Response Process to verify it details the 

process of identifying and reporting 

failures, incidents, concerns, and other 

complaints. 

 

No exceptions 

noted.  

The AIDE security monitoring 

application is utilized to monitor and 

analyze the in-scope systems for 

possible or actual security breaches. 

 

Inspected the configuration of the AIDE 

security monitoring application to ensure 

the in-scope systems are monitored for 

possible or actual security breaches.  

 

No exceptions 

noted.  

The AIDE security monitoring 

application is configured to alert 

RSA SaaS Operations personnel via 

e-mail notifications when certain 

predefined thresholds are reached on 

monitored systems. 

Inspected the configuration of the AIDE 

security monitoring application to verify 

the AIDE security monitoring application is 

configured to generate alerts when certain 

predefined thresholds are reached on 

monitored systems.  

 

No exceptions 

noted.  

Inspected example email alerts from the 

AIDE security monitoring application to 

verify the RSA SaaS Operations personnel 

are alerted when certain predefined 

thresholds have been reached on monitored 

systems. 

 

No exceptions 

noted.  
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Pingdom is configured to monitor 

capacity metrics for the customer-

facing environment, including disk 

usage, memory usage, processor 

load, and server downtime/uptime. 

An alert is generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

Inspected the configuration of Pingdom to 

ensure the solution monitors capacity 

metrics for the production network 

including disk usage, memory usage, 

processor load, and server uptime/ 

downtime. 

 

No exceptions 

noted.  

Inspected example email alerts from 

Pingdom to ensure alerts are generated to 

RSA SaaS Operations personnel when 

defined performance metrics are exceeded. 

 

No exceptions 

noted.  

Zabbix is configured to monitor 

capacity metrics for the production 

network including disk usage, 

memory usage, processor load, and 

server downtime/uptime. An alert is 

generated to RSA SaaS Operations 

personnel when defined performance 

metrics are exceeded.  

Inspected the configuration of Zabbix to 

ensure the solution monitors capacity 

metrics for the production network and 

alerts RSA SaaS personnel for disk usage, 

memory usage, processor load, and server 

uptime/ downtime events. 

 

No exceptions 

noted.  

Inspected example alerts from Zabbix to 

ensure alerts are generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

 

No exceptions 

noted.  

External vulnerability assessments of 

the production environment are 

performed by RSA SaaS Operations 

personnel on a quarterly basis. 

Remediation plans are proposed and 

monitored through resolution.  

Inspected a sample of external vulnerability 

assessments to ensure the assessments are 

performed for the production environment 

by RSA SaaS Operations personnel on a 

quarterly basis. 

 

No exceptions 

noted.  

Inspected the remediation plans for the 

external vulnerability assessments to verify 

the plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted.  
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Internal and external penetration 

tests of the production environment 

are performed by a third-party 

vendor annually. Remediation plans 

are proposed and monitored through 

resolution.  

Inspected the internal penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted.  

Inspected the external penetration testing 

report to ensure the testing is performed by 

a third-party vendor on an annual basis. 

 

No exceptions 

noted.  

Inspected example remediation plans for 

the internal and external penetration tests to 

verify plans are proposed and monitored 

through resolution. 

 

No exceptions 

noted.  

Controls relating to monitoring their 

infrastructure and maintaining an 

incident handling process are 

administered by the subservice 

organizations Iron Mountain, 

Equinix, and Microsoft Azure. See 

the Complementary Subservice 

Organization Controls above for 

additional details. 

 

N/A N/A 

CC7.3 The entity evaluates 

security events to determine 

whether they could or have 

resulted in a failure of the 

entity to meet its objectives 

(security incidents) and, if 

so, takes actions to prevent 

or address such failures. 

 

The Security Operations Incident 

Response Process details procedures 

for detecting, assessing, 

investigating, containing, and 

mitigating incidents. 

 

Inspected the Security Operations Incident 

Response Process to ensure it includes the 

mentioned procedures.  

No exceptions 

noted.  

The Security Operations Incident 

Response Process is reviewed and 

approved on an annual basis. 

 

Inspected The Security Operations Incident 

Response Process to verify it is reviewed 

and approved on an annual basis. 

 

No exceptions 

noted.  
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Incidents are tracked through an 

automated ticketing system to 

document security violations, 

responses, and resolution.  

 

Inspected the tickets for a sample of 

incidents to ensure the system documents 

security violations, responses, and 

resolution. 

 

No exceptions 

noted.  

CC7.4 The entity responds to 

identified security incidents 

by executing a defined 

incident response program 

to understand, contain, 

remediate, and 

communicate security 

incidents, as appropriate. 

 

The Security Operations Incident 

Response Process details procedures 

for detecting, assessing, 

investigating, containing, and 

mitigating incidents. 

 

Inspected the Security Operations Incident 

Response Process to ensure it includes the 

mentioned procedures.  

 

No exceptions 

noted.  

The Incident Response Team is 

responsible for executing the 

response to a security incident. 

 

Inspected The Security Operations Incident 

Response Process to ensure the policy 

assigns the Incident Response Team as 

responsible for executing the response to a 

security incident.  

 

No exceptions 

noted.  

Incidents are tracked through an 

automated ticketing system to 

document security violations, 

responses, and resolution.  

 

Inspected the tickets for a sample of 

incidents to ensure the system documents 

security violations, responses, and 

resolution. 

 

No exceptions 

noted.  

Security, availability, and 

confidentiality commitments are 

communicated to external users via 

NDAs and master service 

agreements. 

 

Inspected the customer NDA and master 

service agreement templates to verify it 

details security, availability, and 

confidentiality commitments.  

 

No exceptions 

noted.  

Security, availability, and 

confidentiality commitments are 

documented and communicated to 

third parties via master service 

agreements. 

 

Inspected the Microsoft, Equinix, and Iron 

Mountain master service agreements to 

verify that security, availability, and 

confidentiality commitments are detailed. 

 

No exceptions 

noted.  
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CC7.5 The entity identifies, 

develops, and implements 

activities to recover from 

identified security 

incidents. 

 

The Security Operations Incident 

Response Process details procedures 

for detecting, assessing, 

investigating, containing, and 

mitigating incidents. 

 

Inspected the Security Operations Incident 

Response Process to ensure it includes the 

mentioned procedures.  

No exceptions 

noted.  

The Security Operations Incident 

Response Process is tested on an 

annual basis. 

 

Inspected an example of test results to 

ensure the Security Operations Incident 

Response Process is tested on an annual 

basis. 

 

No exceptions 

noted.  

Incidents are tracked through an 

automated ticketing system to 

document security violations, 

responses, and resolution.  

 

Inspected the tickets for a sample of 

incidents to ensure the system documents 

security violations, responses, and 

resolution. 

 

No exceptions 

noted.  

Full backups of production data are 

performed daily. The backups are 

replicated from the primary region to 

the secondary region at least daily.  

Inspected the SecurID backup 

configuration to ensure backups occur on a 

daily basis.  

 

No exceptions 

noted.  

Inspected the backup logs for a sample of 

days to verify full backups were performed. 

 

No exceptions 

noted.  

Inquired with management to verify that 

backups are replicated from the primary 

region to the secondary region at least 

daily. 

 

No exceptions 

noted.  

Backup restore tests are performed 

annually 

 

Inspected the most recent backup restore 

test to verify backups are tested annually. 

 

No exceptions 

noted.  
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CC8.0 – Common Criteria Related to Change Management  

Criteria Service Organization Controls Tests Results 

CC8.1 The entity authorizes, 

designs, develops or 

acquires, configures, 

documents, tests, approves, 

and implements changes to 

infrastructure, data, 

software, and procedures to 

meet its objectives. 

 

The Change Management Process 

details the requirements for 

authorization, testing, approval, 

communication, monitoring, and 

implementation of system changes. 

 

Inspected the Change Management Process 

to ensure it details the requirements for 

authorization, testing, approval, 

communication, monitoring, and 

implementation of system changes. 

 

No exceptions 

noted.  

The CCB meets on a weekly basis to 

discuss the ongoing and upcoming 

projects affecting the system.  

Inspected the meeting invites for a sample 

of CCB meetings to verify that ongoing and 

upcoming projects affecting the system are 

discussed during the weekly CCB 

meetings.  

 

No exceptions 

noted.  

An automated ticketing system is in 

place to centrally maintain, manage, 

and monitor change requests, 

application code changes, and 

operating system patches and 

upgrades.  

 

Inspected the JIRA dashboard to ensure the 

ticketing system is utilized to centrally 

maintain, manage, and monitor each 

application code change along with 

operating system patches and upgrades. 

 

No exceptions 

noted.  

All change requests must be formally 

documented and detail the reason for 

the change, a description on how the 

change is to be implemented, the 

impact of the change, and the 

backout plan should the change not 

be successful, as appropriate.  

Inspected the Change Management Process 

to ensure it addresses the requirements 

included within change requests.  

 

No exceptions 

noted.  

Inspected a sample of SecurID change 

requests to ensure requests details as 

necessary the reason for the change, a 

description on how the change is to be 

implemented, the impact of the change, and 

the backout plan should the change not be 

successful, and approval.  

 

No exceptions 

noted.  

The production environment is 

logically segmented from 

development and test environments. 

Inquired with management to confirm the 

production environment is logically 

segmented from the development and test 

environments.  

 

No exceptions 

noted.  
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Application code changes and 

operating system patches and 

upgrades are authorized, tested, and 

approved prior to implementation.  

Inspected the JIRA tickets for a sample of 

application code changes and operating 

system patches and upgrades to ensure that 

all changes are authorized, tested, and 

approved prior to implementation.  

 

No exceptions 

noted.  

Backout plans are documented for all 

application code changes and 

operating system patches and 

upgrades. 

Inspected the JIRA tickets for a sample of 

application code changes and operating 

system patches and upgrades to ensure that 

backout plans are documented for each 

change.  

 

No exceptions 

noted.  

The Company uses dummy data to 

replace confidential information 

during the application code 

development and testing process. 

 

Inquired with management to verify that 

dummy data is used during the application 

code development and testing process. 

 

No exceptions 

noted.  

Commercial version control software 

provides rollback capabilities to 

revert to previous versions of code 

when changes impair system 

operation.  

Observed the version control software 

configurations to ensure that commercial 

version control software provides rollback 

capabilities to revert to previous versions of 

code when changes impair system 

operation.  

 

No exceptions 

noted.  

The ability to promote application 

code changes and operating system 

patches and upgrades into the 

production environment is restricted 

to production database 

administrators.   

Inspected the production database 

administrators to ensure the ability to 

promote application code changes and 

operating system patches and upgrades into 

the production environment is restricted to 

authorized individuals. 

 

No exceptions 

noted.  

Write access to source code libraries 

within the version control software is 

restricted to authorized individuals.   

Inspected the listing of user accounts with 

write access to source code libraries to 

verify that write access is restricted to 

authorized personnel.  

 

No exceptions 

noted.  



 

65 

 

 

Criteria Service Organization Controls Tests Results 

Major releases are communicated to 

affected employees via email on a 

monthly basis. 

Inspected emails for a sample of monthly 

releases to ensure affected employees are 

notified.   

 

No exceptions 

noted.  

Major releases are communicated to 

external users through the RSA Link 

Portal.  

 

Inspected the RSA Link Portal to ensure 

release notes are available to external users. 

No exceptions 

noted.  

The AIDE security monitoring 

application is configured to alert 

RSA SaaS Operations personnel via 

e-mail notifications when certain 

predefined thresholds are reached on 

monitored systems. 

Inspected the configuration of the AIDE 

security monitoring application to verify the 

AIDE security monitoring application is 

configured to generate alerts when certain 

predefined thresholds are reached on 

monitored systems.  

 

No exceptions 

noted.  

Inspected example email alerts from the 

AIDE security monitoring application to 

verify the RSA SaaS Operations personnel 

are alerted when certain predefined 

thresholds have been reached on monitored 

systems. 

 

No exceptions 

noted.  

Controls relating to change 

management of the cloud 

infrastructure are administered by 

the subservice organization, 

Microsoft Azure. See the 

Complementary Subservice 

Organization Controls above for 

additional details. 

 

N/A N/A 
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CC9.0 – Common Criteria Related to Risk Mitigation  

Criteria Service Organization Controls Tests Results 

CC9.1 The entity identifies, 

selects, and develops risk 

mitigation activities for 

risks arising from potential 

business disruptions. 

 

The RSA Business Continuity Plan 

addresses recovering connectivity 

and supporting systems to ensure 

customer obligations can be met. 

The Business Continuity Plan is 

reviewed and approved on at least an 

annual basis. 

 

Inspected the RSA Business Continuity 

Plan to verify it addresses recovering 

connectivity and supporting systems to 

ensure customer obligations can be met. 

 

No exceptions 

noted. 

Inspected the Business Continuity Plan to 

ensure it is reviewed and approved on an 

annual basis. 

 

No exceptions 

noted. 

The SecurID Disaster Recovery 

Procedure details procedures to 

protect against disruptions caused by 

an unexpected event. The procedures 

are updated on at least an annual 

basis. 

 

Inspected the SecurID Disaster Recovery 

Procedure to ensure it details procedures to 

protect against disruptions caused by an 

unexpected event. 

 

No exceptions 

noted. 

Inspected the SecurID Disaster Recovery 

Procedure to ensure the procedures are 

updated on an annual basis.  

 

No exceptions 

noted. 

The SecurID Disaster Recovery 

Procedure is tested on an annual 

basis. 

 

Inspected the results of the most recent test 

to ensure the plan is tested on an annual 

basis.  

 

No exceptions 

noted. 

CC9.2 The entity assesses and 

manages risks associated 

with vendors and business 

partners. 

 

The RSA Managing Third Parties 

Policy defines expectations for 

identifying and risk rating all third 

party relationships. 

 

Inspected the RSA Managing Third Parties 

Policy to ensure it defines expectations for 

identifying and risk rating all third party 

relationships. 

 

No exceptions 

noted. 

Third party agreements include an 

NDA.  

 

Inspected the Microsoft, Equinix, and Iron 

Mountain agreements to ensure third party 

agreements include an NDA.  

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

The third party selection process 

includes a review of materials to 

ensure the risks associated with the 

third party relationship are 

understood.  

Inspected the RSA Managing Third Parties 

Policy to ensure the third party selection 

process includes a review of materials to 

ensure the risks associated with the third 

party relationship are understood. 

 

No exceptions 

noted. 

Inquired with management and determined 

that there were no new subservice 

organizations implemented to support the 

system during the audit period. Therefore, 

the Service Auditor was unable to test the 

operating effectiveness of the control during 

the audit period. 

 

Control did not 

operate during 

the audit period.  

Third parties that pose an increased 

risk are reviewed on an annual basis. 

 

Inspected the vendor reviews performed for 

Microsoft, Equinix, and Iron Mountain to 

ensure the reviews are performed on an 

annual basis.  

 

No exceptions 

noted. 

 

Additional Criteria for Availability 

Criteria Service Organization Controls Tests Results 

A1.1 The entity maintains, 

monitors, and evaluates 

current processing capacity 

and use of system 

components (infrastructure, 

data, and software) to 

manage capacity demand 

and to enable the 

implementation of 

additional capacity to help 

meet its objectives. 

 

Pingdom is configured to monitor 

capacity metrics for the customer-

facing environment, including disk 

usage, memory usage, processor 

load, and server downtime/uptime. 

An alert is generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

Inspected the configuration of Pingdom to 

ensure the solution monitors capacity 

metrics for the production network 

including disk usage, memory usage, 

processor load, and server uptime/ 

downtime. 

 

No exceptions 

noted.  

Inspected example email alerts from 

Pingdom to ensure alerts are generated to 

RSA SaaS Operations personnel when 

defined performance metrics are exceeded. 

 

No exceptions 

noted.  
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Criteria Service Organization Controls Tests Results 

Zabbix is configured to monitor 

capacity metrics for the production 

network including disk usage, 

memory usage, processor load, and 

server downtime/uptime. An alert is 

generated to RSA SaaS Operations 

personnel when defined performance 

metrics are exceeded.  

Inspected the configuration of Zabbix to 

ensure the solution monitors capacity 

metrics for the production network and 

alerts RSA SaaS personnel for disk usage, 

memory usage, processor load, and server 

uptime/ downtime events. 

 

No exceptions 

noted.  

Inspected example alerts from Zabbix to 

ensure alerts are generated to RSA SaaS 

Operations personnel when defined 

performance metrics are exceeded. 

 

No exceptions 

noted.  

RSA provides a monthly software 

availability report following the 

software availability reporting 

period.  

 

Inspected the software availability reports 

for a sample of months to determine that 

RSA provided a software availability report 

following the software availability reporting 

period. 

 

No exceptions 

noted.  

A1.2 The entity authorizes, 

designs, develops or 

acquires, implements, 

operates, approves, 

maintains, and monitors 

environmental protections, 

software, data back-up 

processes, and recovery 

infrastructure to meet its 

objectives. 

 

Full backups of production data are 

performed daily. The backups are 

replicated from the primary region to 

the secondary region at least daily.  

Inspected the SecurID backup configuration 

to ensure backups occur on a daily basis.  

 

No exceptions 

noted.  

Inspected the backup logs for a sample of 

days to verify full backups were performed. 

 

No exceptions 

noted.  

Inquired with management to verify that 

backups are replicated from the primary 

region to the secondary region at least daily. 

 

No exceptions 

noted.  

Backup restore tests are performed 

annually 

Inspected the most recent backup restore 

test to verify backups are tested annually. 

 

No exceptions 

noted.  
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Criteria Service Organization Controls Tests Results 

Controls relating to environmental 

protections at the data center 

environments and the facilities 

hosting the cloud infrastructure are 

administered by the subservice 

organizations Iron Mountain, 

Equinix, and Microsoft Azure. See 

the Complementary Subservice 

Organization Controls above for 

additional details. 

 

N/A N/A 

A1.3 The entity tests recovery 

plan procedures supporting 

system recovery to meet its 

objectives. 

 

The RSA Business Continuity Plan 

addresses recovering connectivity 

and supporting systems to ensure 

customer obligations can be met. 

The Business Continuity Plan is 

reviewed and approved on at least an 

annual basis. 

 

Inspected the RSA Business Continuity 

Plan to verify it addresses recovering 

connectivity and supporting systems to 

ensure customer obligations can be met. 

 

No exceptions 

noted.  

Inspected the Business Continuity Plan to 

ensure it is reviewed and approved on an 

annual basis. 

 

No exceptions 

noted.  

The SecurID Disaster Recovery 

Procedure details procedures to 

protect against disruptions caused by 

an unexpected event. The procedures 

are updated on at least an annual 

basis. 

 

Inspected the SecurID Disaster Recovery 

Procedure to ensure it details procedures to 

protect against disruptions caused by an 

unexpected event. 

 

No exceptions 

noted.  

Inspected the SecurID Disaster Recovery 

Procedure to ensure the procedures are 

updated on an annual basis.  

 

No exceptions 

noted.  

The SecurID Disaster Recovery 

Procedure is tested on an annual 

basis. 

 

Inspected the results of the most recent test 

to ensure the plan is tested on an annual 

basis.  

 

No exceptions 

noted.  
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Criteria Service Organization Controls Tests Results 

Controls relating to the recovery of 

the data centers and the cloud 

infrastructure are administered by 

the subservice organizations Iron 

Mountain, Equinix, and Microsoft 

Azure. See the Complementary 

Subservice Organization Controls 

above for additional details. 

 

N/A N/A 

 

Additional Criteria for Confidentiality  

Criteria Service Organization Controls Tests Results 

C1.1 The entity identifies and 

maintains confidential 

information to meet the 

entity’s objectives related 

to confidentiality. 

 

The Data Retention and Disposal 

Policy details the Company’s 

standards for retention of data. 

 

Inspected the Data Retention and Disposal 

Policy to ensure the policy documents 

retention standards for data. 

 

No exceptions 

noted. 

A data classification scheme has 

been documented which details how 

data is to be handled, disclosed, and 

disposed of based on the sensitivity. 

Inspected the Asset Classification, 

Cataloging & Handling Policy to ensure the 

data classification scheme details how data 

is to be handled, disclosed, and disposed of 

based on the sensitivity. 

 

No exceptions 

noted. 

Web servers utilize TLS encryption 

for web communication sessions. 

Inspected the TLS configurations to ensure 

that web servers utilize TLS encryption for 

web communication sessions. 

 

No exceptions 

noted. 

Encrypted VDI is utilized to access 

the production environment and 

requires two-factor authentication.  

Inspected the VDI encryption and 

authentication configurations to ensure that 

encrypted VDI is utilized to access the 

production environment.  

 

No exceptions 

noted. 

Inspected the VDI encryption and 

authentication configurations to ensure two-

factor authentication is enabled. 

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

Encrypted VPNs are required for 

remote access to the production 

environment and enforce two-factor 

authentication.  

Inspected the VPN encryption configuration 

to verify that encrypted VPNs are required 

for remote access to the production 

environment.  

 

No exceptions 

noted. 

Inspected the VPN authentication 

configuration to verify that two-factor 

authentication is required for remote access 

to the production environment. 

 

No exceptions 

noted. 

Confidential data is stored in an 

encrypted format and access to the 

encryption keys is restricted to user 

accounts accessible by authorized 

personnel.  

Inquired with management to verify that 

confidential data is stored in an encrypted 

format and access to the encryption keys is 

restricted to user accounts accessible by 

authorized personnel. 

 

No exceptions 

noted. 

Inspected the list of user accounts with 

access to encryption keys to ensure that 

access is restricted to authorized personnel.  

 

No exceptions 

noted. 

The Company uses dummy data to 

replace confidential information 

during the application code 

development and testing process. 

 

Inquired with management to verify that 

dummy data is used during the application 

code development and testing process. 

 

No exceptions 

noted. 

C1.2 The entity disposes of 

confidential information to 

meet the entity’s objectives 

related to confidentiality. 

 

The Data Retention and Disposal 

Policy details the Company’s 

standards for retention of data. 

 

Inspected the Data Retention and Disposal 

Policy to ensure the policy documents 

retention standards for data. 

 

No exceptions 

noted. 

A data classification scheme has 

been documented which details how 

data is to be handled, disclosed, and 

disposed of based on the sensitivity. 

Inspected the Asset Classification, 

Cataloging & Handling Policy to ensure the 

data classification scheme details how data 

is to be handled, disclosed, and disposed of 

based on the sensitivity. 

 

No exceptions 

noted. 
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Criteria Service Organization Controls Tests Results 

A third party service provider is 

utilized for the destruction of 

equipment. A certificate of 

destruction is obtained from the third 

party once the equipment has been 

destroyed. 

 

Inspected a recent certificate of destruction 

to verify the Company obtains a certificate 

of destruction from the third party once the 

equipment has been destroyed. 

 

No exceptions 

noted. 

Controls relating to the destruction, 

data wiping, destroying, and disposal 

of assets that are no longer required 

are administered by the subservice 

organization, Microsoft Azure. See 

the Complementary Subservice 

Organization Controls above for 

additional details. 

 

N/A N/A 
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V. ADDITIONAL INFORMATION PROVIDED BY RSA SECURITY, LLC 

 

CONTROL EXCEPTIONS AND RSA SECURITY, LLC’S MANAGEMENT RESPONSES 

 

The following section contains RSA’s detailed responses to the control exceptions discovered by Wolf & Company, P.C. covering the 

period of April 1, 2019 to March 31, 2020. 

 

1. Two (2) of the thirty-two (32) active user accounts for SecurID belong to terminated employees of the Company.  

 

Management Response: RSA Security identified an issue within the termination process that caused an oversight on the accounts 

of two (2) terminated employees. The issue has since been remediated as the accounts for the terminated employees have been 

removed from the environment. RSA Security will also be reviewing and updating the termination process to ensure user accounts for 

terminated employees are removed per policy. RSA Security notes that the terminated user accounts would not have been able to 

access the environment despite the lack of removal, as compensating controls are in place which mitigate the risk. The accounts could 

not be utilized as the RSA Security corporate termination process removes corporate network access which would be required as a 

first step to having access to the environment. Additionally, RSA Security facility access was revoked at the time of termination, and 

RSA Security equipment including multi-factor access tokens and laptops were returned to RSA as part of the employee termination 

process.  

 

2. The password history settings configured for the Azure Management Portal and VDI do not meet the standard defined in the RSA SaaS 

Access Control Standards. 

 

Management Response: RSA Security will review the password history settings for the Azure Management Portal and VDI to ensure 

that password history settings are configured to align with policy by June 30, 2020. 

 

 


