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In today’s Card Not Present environment, it has become increasingly 
difficult for ecommerce merchants to distinguish between fraudulent 
and legitimate transactions. Fraudsters have learned to circumvent 
traditional checks and make their transactions look legitimate by 
employing a range of ever more sophisticated tactics. 

The inability to separate legitimate transactions from fraudulent ones 
has a highly negative impact on revenue. Chargebacks are expensive – 
lost revenue and goods, chargeback fees and operational expenses 
related to manual review all reduce revenue. Increasingly sophisticated 
transaction fraud also means that in addition to accepting more 
fraudulent transactions, ecommerce merchants end up rejecting more 
legitimate transactions. 

Ecommerce merchants need a way to make better decisions about which 
transactions to accept and which to reject, without slowing or interrupting 
the transaction flow of legitimate customers or flagging a significant 
number of transactions for manual review. 

Transaction Fraud – Visibility Drives More  
Accurate Decisioning 

Web Threat Detection (WTD) is a fraud detection solution that helps 
organizations identify in real time and respond on the fly to even the 
most sophisticated (and newest) transaction fraud – without impacting 
legitimate customers. 

There is a great deal of information and many behaviors that can expose 
a fraudster that don’t appear at the point of payment. WTD augments 
transaction data so that ecommerce merchants have the information 
they need to make more accurate decisions around which transactions  
to accept, which to review and which to reject.

Web Threat Detection provides continuous monitoring and analysis 
throughout the entire web session, not just at the typical points in time 
where traditional fraud tools are deployed (e.g., account creation, login, 
profile change, purchase, etc.). The solution also provides full visibility 
into areas of your web traffic that aren’t visible to other tools (e.g., HTML 
headers, browser info, cookie contents, pre-and post-authentication 
activity, etc.), where signs of fraudulent activity can be exposed. 

 – The variables exposed in the web traffic can be used as inputs to the 
rules engine so that you can identify, for example, if a single IP or group 
of IPs has placed multiple consecutive orders using different email 
addresses and shipping addresses, if there are common data elements 
in browser information across multiple transactions, etc.

 – In addition to variables from the web session (including transaction 
details), Threat Scores for some of the most common fraud tactics (e.g., 
Man-in-the-Middle, Man-in-the-Browser, parameter injection, scripted 
attacks) are calculated for each click in the web session and can be used 
as inputs to the rules engine

Reject More Fraudulent  
Transactions and Accept  
More Legitimate Ones 
Fraudsters have become much better at 
evading traditional checks based solely on 
transaction details. Today’s ecommerce 
merchants need context to make more 
informed and more accurate decisions about 
individual transactions.

Web Threat Detection provides that context.

Web Threat Detection exposes all aspects of 
web traffic in real time

 – User and IP click-by-click site navigation

 – Traffic details including HTTP cookies, 
headers, IP-geo information and more

 – Traditional order details entered or 
displayed on your site

WTD also provides a mechanism to exploit 
this visibility to identify fraud in real time. 
The rules engine is totally flexible and can be 
used to identify and respond to the fraud 
that is most impactful to your site. Write and 
customize rules to identify fraud that cannot 
be detected by other tools. For example,

 – Flag for manual review multiple guest 
checkouts from different geos using the 
same IP, credit card and email

 – Decline a transaction from a proxy IP using 
a credit card listed in RSA FraudAction feed   

 – Approve a guest checkout from a high-risk 
country given a correlation of the IP’s 
historical use alongside navigation patterns 
consistent with legitimate customer 
behavior 

Web Threat Detection offers ecommerce 
merchants the best of both worlds – proven 
fraud detection capabilities with a rules 
engine that enables you to align your fraud 
policies with your risk tolerance and business 
priorities.
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 – Automated monthly feeds of compromised credit cards and other 
fraudulent elements from RSA’s FraudAction team can be integrated 
into Web Threat Detection and leveraged by the rules engine for even 
more accurate decisioning. 

 – Data external to the web flow which WTD wouldn’t normally be able to 
see can also be integrated to provide a synthesis of live and stored 
information. For example, you could bring stored historical negative 
lists, customer account information, order history, or other non-web 
data into WTD and integrate them into the rule engine, doubling the 
visibility and power of the system.

WTD data, cases, alerts and scores can be pushed to external applications 
including email, syslog, case management, analytics, authentication and 
chargeback tools so that you can make more informed and accurate 
decisions around which transactions to accept, review and reject.

Responding to Suspected Fraud – A Flexible Approach
Most merchants engage in some form of the “Accept – Review – Reject” 
process when authenticating potentially fraudulent orders. The payment 
is assumed good and accepted, the order is manually reviewed and then 
a final decision is rendered. 

With Web Threat Detection you maintain absolute control over how you 
respond to attempted or actual fraud. You can automate the response 
and tie real-time alerts into your web server to deliver immediate, 
customer-facing responses to attempted fraud. On the other hand you 
can manage alerts behind the scenes and away from the customer 
interface. The choice is yours. 

Web Threat Detection offers you very granular control over how you 
respond to potential fraud. Each rule is configured with an associated 
response. This allows you to, for example, automatically reject orders and 
payments that trigger rules that identify known bad scenarios and route 
those that require a more nuanced review to a fraud investigator.

Although there are certainly commonalities across the fraud landscape, 
fraud isn’t a one-size-fits all problem and can’t be addressed with a one-
size-fits-all solution. Web Threat Detection allows you to calibrate your 
response to attempted ad actual fraud based on your business priorities 
and risk tolerance. At the same time you benefit from Web Threat 
Detection’s analytics and RSA’s deep fraud expertise. It’s truly the best of 
both worlds. 

Simplify and Speed Manual Review
WTD “sessionizes” web traffic, allowing you to drill down into individual 
web sessions and visitors. You can follow their progress in real time 
throughout the entire web session from anonymous browsing to 
authentication and beyond. The solution captures and visualizes all 
elements in the clickstream including header details, POST arguments, 
cookies, geo location and custom extracted variables. This click-level 

A WTD Case Study – Rebate  
Abuse Via Fraudulent Orders* 
Detect

One of Web Threat Detection’s out of the box 
rules identifies multiple orders over a certain 
value threshold that use the same 
confirmation email or IP addresses during a 
guest checkout. A Fortune 1000 online 
marketplace deployed the rule in production 
and it identified multiple groups of orders 
from the same IP addresses.

Review

The Fraud Analyst drilled down into the IP 
addresses and discovered that one of them 
was associated with multiple merchant 
accounts. The merchant accounts were in 
close geo-proximity to the IP addresses 
flagged by the rule. In addition, the web 
sessions had high velocity scores due to rapid 
page navigation speeds and high behavior 
scores due to anomalous page navigation 
sequences. 

The scam? Fraudsters were registering as 
merchants in an online marketplace and 
listing physical goods that offered instant 
manufacturer rebates. Fraudsters 
subsequently registered as buyers and 
purchased goods with stolen credit cards – 
the fraudulent buyers were earning instant 
rebates as well as incentive points which 
could be sold in the underground.

Respond

The online marketplace was able to shut 
down the scheme through immediate 
detection and prompt manual review. They 
also customized the fraudulent transaction 
rule to identify merchants who purchase 
their own goods to prevent disruptive 
behavior in the future. 

*Based on actual customer case study
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visibility allows you to see exactly how bad actors are navigating your 
site, insight that can enable detection before a fraudulent transaction is 
attempted or passed to an authentication solution.  

WTD captures, visualizes and makes available all data elements in each 
click on your website. Web Threat Detection makes what could be an 
overwhelming amount of information available in a digestible format for 
use by investigators. The wealth of consumable intelligence available at 
an investigator’s fingertips significantly increases the quality and 
accuracy of these reviews as well.

Beyond Transaction Fraud – WTD Identifies All Fraud 
Scenarios
Web Threat Detection is a powerful anti-fraud solution that helps 
ecommerce merchants identify fraudulent transactions. However, the 
same functionality that makes WTD a highly effective tool for identifying 
transaction fraud can also be leveraged to identify other fraudulent or 
disruptive behaviors on a site. 

Web Threat Detection can be used to identify a single user or IP 
attempting to use the same password on multiple accounts in an 
account takeover attempt, or if a second IP has hijacked a customer’s web 
or mobile session, or if a user cashing in rewards dollars is accessing the 
account from a different geo than the one he accessed the account from 
twenty minutes ago.

The list of fraudulent behaviors WTD can be used to expose is virtually 
limitless – this total flexibility confers the ability to keep up with 
fraudsters who continuously change tactics and techniques as their old 
ones get exposed. Rules can be written and deployed on the fly, making it 
significantly easier to identify and stop emerging fraud schemes.

Other Fraud Scenarios
Web Threat Detection can help ecommerce 
merchants detect transaction fraud by 
providing valuable information from the 
entire web session and not just the 
transaction itself. This visibility, combined 
with the rules engine, can also help 
merchants identify other fraudulent 
behaviors including 

 – Account takeover

 – Password guessing

 – Fraudulent account set up

 – Credential harvesting and testing

 – Mobile and web session hijacking

 – Fraudulent rewards or rebate schemes

Other disruptive behaviors that WTD has 
exposed in our merchant customers’ 
environments include:

 – DDoS attacks (application layer)

 – Site scraping

 – Vulnerability probing

 – Improper site functionality

 – Business logic abuse

Business logic abuse occurs when fraudsters 
use the legitimate functionality of a website 
in a manner unintended by the site owner. 
Examples of business logic abuse identified 
by WTD include:

 – Fraudsters register as buyers and sellers in 
an online marketplace, “buy” phantom 
goods from themselves, and earn instant 
cash rebates

 – Fraudsters create fake accounts via robotic 
scripts and qualify to win gift cards being 
awarded each hour, win hundreds of cards, 
and sell them for a percentage of face value 
in the underground

 – Competitor “site scrapes” an online travel 
site and reposts offerings on their own, 
capturing the referral fee from the tour 
operator

 – Competitor places entire stock of 
merchandise in shopping cart to generate 
“Out of Stock” message to legitimate 
customers, increasing chances that sale will 
be made on their own web site
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A Word On Alternative Payment Methods
One of the biggest concerns with accepting alternative payment methods 
is fraud, a legitimate concern. RSA research has found, for example, that 
the fraud rate for ecommerce transactions originating from an e-wallet 
was nearly ten times of transactions originating from the web. 

Web Threat Detection is an agnostic fraud detection tool – it isn’t tied to a 
particular payment method or even a particular type of website. WTD can 
be used to detect fraud on traditional ecommerce, telecommunication, 
travel and digital goods sites, among others. Likewise, Web Threat Detection 
enables merchants to identify more fraud regardless of payment method.

The Foundation Of An Anti-Fraud Ecosystem
Web Threat Detection is a comprehensive web intelligence platform – 
import external data into Web Threat Detection for a more contextualized 
view of your threat landscape; export data into external applications to 
support enhanced transaction decisioning and analysis. WTD distills 
elements from web traffic – data used to identify fraud and other 
disruptive online behaviors that would otherwise remain hidden – and 
makes it consumable and actionable by both humans and external 
applications. 

A powerful stand-alone fraud detection tool, Web Threat Detection is 
also the ideal foundation for your entire fraud detection ecosystem.

Identify Fraudulent Transactions and 
Other Disruptive Behavior In Real-Time
Web Threat Detection offers almost immediate time to value. Rule 
creation is simple and fast, meaning that you can start identifying 
fraudulent transactions – and legitimate transactions that simply look 
suspicious – as well as respond to new and emerging threats at 
implementation. 

WTD also significantly decreases time spent investigating potential fraud 
and other disruptive behavior with powerful data visualization and 
streamlined workflow. 

Finally, because Web Threat Detection monitors all website traffic on a 
dedicated server rather than sitting inline, there is no impact on site 
performance or need to tag individual web pages.

WTD’s web and mobile analytics and customizable alerts and responses 
empower you to identify and stop fraudulent transactions and other 
disruptive behaviors before they drain revenue and inflict brand damage.

“The fraudsters were using  
our business logic that we 
need for our customers to 
potentially get information 
about their stolen credit 
cards. They were hitting us 
pretty hard and traditional 
security measures … did not 
identify cases where the 
fraudsters were using our s 
ite in the way we intend our 
customers to use the site.” 
SENIOR MANAGER OF TRUST AND SAFETY,  
LARGE ONLINE MARKETPLACE


