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Looking Beyond Transaction Data to Identify Fraud  
In today’s Card Not Present environment, it has become increasingly difficult for 

ecommerce merchants to distinguish between fraudulent and legitimate online 

transactions. Fraudsters have learned to circumvent traditional checks and make their 

transactions look legitimate by employing a range of ever more sophisticated tactics.  

The inability to separate legitimate transactions from fraudulent ones has a highly 

negative impact on revenue. Chargebacks are expensive – lost revenue and goods, 

chargeback fees and operational expenses related to manual review all reduce 

revenue. Increasingly sophisticated transaction fraud also means that in addition to 

accepting more fraudulent transactions, ecommerce merchants end up rejecting more 

legitimate transactions as well.  

Ecommerce merchants need a way to make better decisions about which transactions 

to accept and which to reject, without slowing or interrupting the transaction flow of 

legitimate customers or flagging everything for manual review.  

Visibility Drives More Accurate Decisioning 
Web Threat Detection (WTD) is a fraud detection solution that helps organizations 

identify in real time and respond on the fly to even the most sophisticated (and 

newest) transaction fraud – without impacting legitimate customers.  

WTD augments transaction data so that ecommerce merchants have the information 

they need to make more accurate decisions around which transactions to accept, 

which to review and which to reject. 

Web Threat Detection provides continuous monitoring and analysis throughout the 

entire web session, not just at the point of transaction. The solution provides visibility 

into areas of your web traffic that aren’t visible to other tools (e.g., HTML headers, 

browser info, cookies, etc.), where signs of fraudulent activity can be exposed.  

The variables exposed in the web traffic can be used as inputs to the rules engine so 

that you can identify, for example, if a single IP has placed multiple consecutive 

orders using different email addresses and shipping addresses. 

In addition to variables from the web session (including transaction details), Threat 

Scores for some of the most common tactics used to perpetrate fraud (e.g., Man-in-

the-Middle, Man-in-the-Browser, parameter injection, scripted attacks) are calculated 

for each click in the web session. 

Finally, automated monthly feeds of compromised credit cards and other fraudulent 

elements from RSA’s FraudAction team can be integrated into Web Threat Detection 

for even more accurate decisioning.  

WTD data, cases, alerts and scores can be pushed to external applications including 

email, syslog, case management, analytics, authentication and chargeback tools so 

that you can make more informed and accurate decisions around which transactions 

to accept, review and reject. 

In addition to fraudulent transactions, WTD can identify customer account takeover, 

fraudulent account set up, credential harvesting and testing, mobile and web session 

hijacking, fraudulent rewards or rebate schemes and many other disruptive behaviors. 

With Web Threat Detection you can control how you treat both your actual customers 

and the criminals posing as them. 

REJECT MORE 
FRAUDULENT 
TRANSACTIONS AND 
ACCEPT MORE 
LEGITIMATE ONES  
Fraudsters become much better at 

evading traditional checks that are 

based solely on transaction details. 

Today’s ecommerce merchants need 

context to make more informed and 

more accurate decisions about individual 

transactions. 

Web Threat Detection provides that 

context. 

Web Threat Detection exposes all 

aspects of web traffic in real time 

 User and IP click-by-click site 

navigation 

 Traffic details including HTTP 

cookies, heads, IP-geo  

 Order details including credit 

card, product and shipping  

WTD also provides a mechanism to 

exploit this visibility to identify fraud in 

real time. The rules engine is a totally 

flexible tool that can be used to identify 

and respond to the fraud that is most 

impactful to your site. Write and 

customize rules to identify fraud that 

cannot be detected by other tools 

 Flag for manual review multiple 

guest checkouts from different 

geos using the same IP, credit 

card and email 

 Decline a transaction from a 

proxy IP using a credit card 

listed in RSA FraudAction feed    

 Approve a guest checkout from 

a high-risk country given a 

correlation of the IPs historical 

use alongside navigation 

patterns consistent with 

legitimate customer behavior  

Web Threat Detection offers ecommerce 

merchants the best of both worlds – 

proven fraud detection capabilities with 

a rules engine that enables you to align 

your fraud policies with your risk 

tolerance and business priorities. 

  


