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What’s New in This Release
This release of RSA Web Threat Detection consists of the following changes and
enhancements:

GDPR Compliance

The General Data Protection Regulation (GDPR) is a new law effective on 25th
May 2018 that establishes a single set of rules for every European Union (EU)
Member State to protect personal data of an EU data subject (e.g. a consumer).
Under the GDPR, companies processing personal data must continue to have
proper controls on how personal data is stored, kept up to date, accessed,
transferred and deleted; and appropriate technical and organizational security
measures in place. GDPR affects how four types of data are used in an
application:

Data at Rest

Data at rest includes information that is stored in an application database or
in the application file system. To protect data at rest, the data must be
encrypted or hashed. In RSA Web Threat Detection, personal information
includes the IP address and username.

l RSA Web Threat Detection 6.5 encrypts or hashes all personal
information, and this data cannot be read by customers.

l The logcrypt utility script included in the installation package now
supports the encryption and decryption of the indexer & mitigator report
files in addition to log files. The logcrypt utility will also support
encryption and decryption of individual files. The UIServer will also be
able to decrypt and read those files for rendering data. For more
information, see the System Administration Guide.

l As part of the workflow, some component information is stored in logs.
Therefore, logs may contain some data that could be considered
sensitive. While in previous versions this data could enter the DEBUG
logger, to comply with GDPR, RSA Web Threat Detection 6.5 includes a
new sensitive log security level, with maximum security.

Data in Motion

In RSA Web Threat Detection 6.5, system components communicate with
each other using the more secure TLS 1.2 protocol.

VLAN and VNTAG Packet Support

The SilverTap now captures traffic that contains stacked VLAN packets and
VNTAG packets.

Enhanced Recryptor Script

This recryptor script included in the installation package, now accepts two
additional arguments to indicate which month's log files to convert. The

l "-m <month>": indicates the name of the month.

l "-n <number of months>": indicates the number of months.

The script executes on all log files for "n" number of months starting from "m"
month. For more information, see the System Administration Guide.

Release Notes

2 RSA® Web Threat Detection 6.5 Release Notes



SilverTap Enhancements

l The SilverTap configuration now includes a configurable snapshot length
(snaplen), indicating the size of the packet to be captured. By capturing only
the part of the packet that is needed instead of the whole packet,
transactions may require less CPU time to copy the packet to your
application, less disk and network bandwidth to write the packet data to a file,
and less disk space to save the packet. The snaplen can be set to any value
between 1KB and 256KB. The default value is 64K.

l By considering both the client IP and port, the traffic distribution across
SilverTap worker thread is improved, reducing packet drop during capture,
and providing better SilverTap performance.

l The SilverTap can now be configured to retrieve the client IP from the first IP
in the X-Forwarded-For (XFF) header. By default, the last IP is taken from the
XFF header to populate the Client IP. The SilverTap section of Configuration
Manager includes a new PickupFirstIPFromXff checkbox. If the checkbox is
enabled, the first IP will be picked up from the XFF header. By default the
checkbox is unchecked, and the last IP in the XFF header is used for the
Client IP.

Documentation Enhancements for Kafka Broker Configuration

Documentation is included describing how to set up multiple Kafka brokers on a
single or multiple machines. For more information, see the Installation and Upgrade
Guide.

Compatibility and Support
This release supports these operating systems and environment components.

Operating System Support

Web Threat Detection supports the following operating systems and versions:

Operating System Version

Red Hat Enterprise Linux (RHEL) 6.10, 7.1

CentOS 6.5, 7.1

For information on preventing the automatic upgrade of Operation Systems during the
installation, see Prevent Automatic Operating System Upgrade on page 4.

Browser Support

Web Threat Detection supports these browser versions that support TLS 1.2:

l Internet Explorer 11 or later

l Firefox versions with TLS 1.2 support

File System Support

Web Threat Detection supports these file systems:

l EXT 4

l NFS

Note: Web Threat Detection deployments on CentOS 7 operating systems only
support EXT 4 file systems.
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Network Support

Web Threat Detection is supported when installed on an IPv4 network.

VMware Support

Web Threat Detection supports the use of RSA Web Threat Detection products with
vMware vMotion. Virtual machines running RSA Web Threat Detection processes can
be seamlessly moved across physical hosts with vMotion. During such migrations
there is no need to restart the processes with the RSA Web Threat Detection
applications experiencing minimal data loss.

Java Runtime Environment Support

Web Threat Detection supports these Java Environments:

l Oracle JRE 8

l Oracle JDK 8

Network Packet Capture Library

l LibPcap 1.8.1

Encryption Method Support

Web Threat Detection supports these ciphers:

Cipher Cipher in TLS/SSL Format

AES256-GCM-SHA384 TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009D)

AES256-SHA256 TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003D)

AES256-SHA TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

DES-CBC3-SHA TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000A)

AES128-GCM-SHA256 TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009C)

AES128-SHA256 TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003C)

AES128-SHA TLS_RSA_WITH_AES_128_CBC_SHA (0x002F)

RC4-SHA SSL_RSA_WITH_RC4_128_SHA (0x0005)

RC4-MD5 SSL_RSA_WITH_RC4_128_MD5 (0x0004)

DES-CBC-SHA SSL_RSA_WITH_DES_CBC_SHA (0x0009)

Prevent Automatic Operating System Upgrade
About this task

To prevent the automatic upgrade of operating systems during the installation
process, perform these steps.

Procedure

1. Install the versionlock plugin.

2. Download and install initscripts-9.49.39 rpm.

3. Run the versionlock for initscripts. Run the following commands:

$ yum install -y yum-plugin-versionlock
$ yum upgrade initscripts-9.49.39-1.el7.x86_64.rpm
$ yum versionlock initscripts
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$ yum versionlock list

RSA Web Threat Detection Documentation

The RSA Web Threat Detection documentation set is comprised of the following
documents:

RSA Web Threat Detection Installation and Upgrade Guide

Provides information about system requirements, compatibility and support, and
how to install RSA Web Threat Detection.

RSA Web Threat Detection Product Overview Guide

Provides a high-level overview of Web Threat Detection, including system
architecture, components, key features and functionality.

RSA Web Threat Detection Release Notes

Provides information about what is new and changed in this release, as well as
workarounds for known issues. It also includes the supported platforms and work
environments for platform certifications. The latest version of the Release Notes
is available on RSA SecurCare® Online at https://knowledge.rsasecurity.com.

RSA Web Threat Detection Security Configuration Guide

Describes the security configuration settings, secure deployment and usage
settings, secure maintenance and physical security controls to ensure secure
operation of the product.

RSA Web Threat Detection System Administration Guide

Provides information about how to administer Web Threat Detection once it has
been installed and configured. This guide is intended for users who make minor
configuration changes, monitor system performance and resources, update
security certificates, or troubleshoot system behavior.

RSA Web Threat Detection User Guide

Provides information about how to configure RSA Web Threat Detection, perform
administrative tasks such as creating and updating users and rules, and monitor
the traffic on your website using the Web Threat Detection dashboard.

Installation and Upgrade
The procedures to install or upgrade to RSA Web Threat Detection are described in
the RSA Web Threat Detection Installation and Upgrade Guide.

Upgrade Paths
RSA Web Threat Detection The latest 6.x version supports upgrades from version
5.0.1 and later.

RHEL or CentOS 6

l For Web Threat Detection versions 5.0.1 and later, upgrade to the latest available
6.x version.

l For Web Threat Detection versions 4.6.x and 5.0, first upgrade to version 5.0.1,
and then upgrade to the latest available 6.x version.
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CentOS 7

l For Web Threat Detection version 6.3 installed on a CentOS 6 server, you must
move your Web Threat Detection data from the CentOS 6 server to the CentOS 7
server, then install Web Threat Detection 6.x and import the data. For more
information, see the process for upgrading to Web Threat Detection on CentOS 7
in the Installation and Upgrade Guide.

l For Web Threat Detection versions earlier than 6.3, first upgrade to version 6.3 on
CentOS 6, and then follow the process of upgrading to the latest 6.x version on a
CentOS 7 server as described in the Installation and Upgrade Guide.
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Fixed Issues
This section lists issues fixed in this release of RSA Web Threat Detection.

Tracking
Number

Description Resolution

WTD-5072,
WTD-5096

Missing files and logs in support snapshot. The support snapshot has been improved. The missing
reportbuilder files with additional commands, Kafka
configuration, Cassandra logs, and audit logs.

WTD-5160,
WTD-5645

UIServer settings for user password expiration is not
working.

Password expiration warnings now work as expected.
In Configuration Manager, in the Authentication
section of the SilverTap configuration, set the
expirePasswords and warnDays fields. Push the
configuration.

WTD-5340 You can only define an attribute derived from another
atomic attribute with a matcher subtype.

This issue is resolved. Using the
derivedFromOtherAtomicAttribute option, you can
derive an attribute from other atomic attributes of all
types, not only from the matcher subtype.

WTD-5670 Attributes configured using the select type are not
being populated. These attributes are not available to
be used in rules.

This issue is resolved. Rules can be generated using
attributes configured with the select type, in addition
to attributes configured with atomic type.

WTD-5739,
WTD-5773

Columns in the Forensics application are not adjusting
properly.

This issue is resolved.

WTD-5726 Real time rules that use a Regex expression to derive
the IP address do not work.

This issue is resolved.

WTD-5736 Incorrect JWT payload syntax included an added
backslash character (\). As a result, the selector did
not detect the JWT Payload and was blank.

This issue is resolved.

WTD-6004 Clickstream and transaction details are not displayed
for usernames with uppercase letters.

This issue is resolved.

Known Issues
This section describes issues that remain unresolved in this release, with any available
workarounds.

Tracking
Number

Description Workaround

WTD-6089,
WTD-4991

MqBridge truncates data containing certain
characters., for example, "=".
MqBridge is not reading cookies correctly.

WTD-6084 On the IP and User Analysis pages, the Incident table
is empty.

Incidents can be searched using the Search Table in
the Incidents page in the Forensics application.

WTD-6082 In the Incidents page, the IP and User Filters do not
display any data .

Incidents can be searched using the Search Table in
the Incidents page in the Forensics application.
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Tracking
Number

Description Workaround

WTD-5958 Security vulnerability in Apache Zookeeper. The
instance of Apache Zookeeper listening on the remote
server may be affected by a missing authentication
vulnerability.

WTD-5942 Postgres client using libpq versions earlier than 9.4 do
not use TLS 1.2

Libpq version 9.4 uses the latest TLS version
supported by both the server and the client.

WTD-5916 After a system reboot on CentOS 7, services are not
running and folders are missing.

1. n the service.sh script, create a /var/run/
silvertail folder if it does not already exist.

2. Change the silvertail permissions: 'chown
rsawtd:rsawtd silvertail'

3. Start these three services:

l scoutproxy

l siteproxy

l rsyslog

WTD-5719 Mitigator is not creating the alert file for rule to send
to RSA Adaptive Authentication.

WTD-5594 After upgrading to the latest version, when
transactions are published from SilverSurfer to the
Kafka server, CPU consumption is increased
compared to earlier versions for the ActionServer,
SilverSurfer, cProfileUpdater and Kafka services.

Customers with traffic that consumes a high
percentage of the available CPUs may need to either
add additional CPUs, or move some services to
additional servers. Perform capacity planning and
contact your RSA support representative for
assistance.

WTD-5582 Importing a configuration using the Configuration
Manager Import function removes all symbols from
the universal.conf file.

Manually copy the universal.conf file instead of

using the Import feature.

WTD-5507,
WTD-5604

Logs have a maximum limit of 32767 bytes. JSON
strings of greater than 32767 bytes do not display in
the clickstream.

WTD-5501 When performing a search for an attribute in the user
interface, with a numerical search value that is
greater than 20 digits, the search string is truncated
to the first 20 digits, and attributes matching the
search value will not produce a match.

Add a letter to the attribute value, so that the search
treats the value as text string as opposed to a
numerical value. The search will return the expected
results.

WTD-5391 Silvertap is not able to decrypt ticket resume requests
from Microsoft Edge.

WTD-5353 When an end user begins a transaction near the end
of an hour and the transaction ends at the beginning
of the next hour, the organizer processes it as part of
the second hour's traffic, and it appears in the
clickstream for the second hour. As a result, the
transaction is not found when clicked.

Make sure that the system is properly configured so
that transactions reach the organizer with no delay.

WTD-5326 The RPM is not correctly configured for a complete
uninstall.
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Tracking
Number

Description Workaround

WTD-5295 When searching for a transaction using a numeric field
and the search value has a leading zero, the search
returns meaningless results. For example, a search
with "abi~0123" will return random results.

Strip leading zeros from the search term.

WTD-5163 If Silver Surfer is started prior to the EDS server, S
type data is not included in the transactions. As a
result, S type data is not included in scoring and
scorelet information for downstream components.
This can result in missing data, and the Profile
Timeline feature may fail to run.

WTD-5032 When an attribute is created containing a hyphen (-),
the rules engine converts the hyphen to an
underscore (_). When a user creates a rule using the
attribute, the attribute now contains an underscore
instead of a hyphen.

When creating an attribute, do not use a hyphen in
the attribute name.

WTD-5010 The change user password event is not logged in audit
log.

WTD-4740 Search fails when a comma is used in the text field. If the search text contains a comma, search for the
text to the point of the comma or after the comma.
For example, if the user-agent contains a comma,
search for the user agent name up to the point of the
comma.

WTD-4661 Threat groups tab is visible in the Administration
interface for a multi-tenant environment in tenant
mode. The Threat Groups tab should not be visible in
this context.

WTD-4641 In multi-node setup, Scout cannot determine the
location of the Configuration Manager. As a result,
the ‘Go to Configuration Manager’ links will not work
correctly.

WTD-4578 When pushing a configuration, sometimes the UI does
not display errors.

If an error occurs during a push, review the errors in
the syslog which are typically located at /var/log/
messages.

WTD-3946 When a report is generating, there is no indication
that the report is generating. (It looks as if the report
is "hanging".)

WTD-3923 On running a search with a non-existent attribute (for
example, a misspelled attribute or something that
does not exist in any of the logs) along with *; search
returns all results in the hour, although no entry for
the searched attribute exists.
This occurs when search is formed using contains
asterisk (~*) with a key that does not exist in the
logs.

WTD-3797 Events/keys/attributes with quotes in the name are
not handled properly when referred to with $"name"
notation in incident details.

Do not include quotes in event, key, or attribute
names.
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Tracking
Number

Description Workaround

WTD-3381 The login page may show the wrong version number
after upgrade.

Clear the browser cache.

Support and Service
RSA Link® https://community.rsa.com/welcome

Customer Support
Information

https://community.rsa.com/community/rsa-customer-
support

RSA Ready Community https://community.rsa.com/community/products/rsa-ready

RSA Link offers a knowledgebase that contains answers to common questions and
solutions to known problems. It also offers information on new releases, important
technical news, and software downloads.

The RSA Ready Community provides information about third-party hardware and
software products that have been certified to work with RSA products. The
community includes RSA Ready Implementation Guides with step-by-step instructions
and other information about interoperation of RSA products with these third-party
products.
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